11/28 Remarks on Immigration #2 -- for Dan, Nicolle and Brett's r...

Subject: 11/28 Remarks on Immigration #2 —- for Dan, Nicolle and Brett's review

From: "Drouin, Lindsey E."

Date: 11/18/05, 7:34 PM

To: "Violette, Aimee E.", "Kavanaugh, Brett M.", "Burdick, Amanda K."

CC: "Michel, Christopher G.", "Thiessen, Marc A.", "Drouin, Lindsey E.", "Carson, Melissa M.",
"Currin, John", "Ward, Frank P."
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updated draft 12 compare to 10

Subject: updated draft 12 compare to 10
From: "Drouin, Lindsey E."
Date: 11/23/05, 5:12 PM
To: "Kavanaugh, Brett M."
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FW: 11/28 Remarks on Border Security and Immigration Reform #...

Subject: FW: 11/28 Remarks on Border Security and Immigration Reform #8 -- for the
President's review

From: "Sherzer, David"

Date: 11/22/05, 11:38 PM

To: "Kavanaugh, Brett M.", "Drouin, Lindsey E."
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Updated Immigration speech

Subject: Updated Immigration speech
From: "Drouin, Lindsey E."
Date: 11/23/05, 4:02 PM
To: "Kavanaugh, Brett M."
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RE: 11/28 UPDATED: Remarks on Border Security and Immigrati...

Subject: RE: 11/28 UPDATED: Remarks on Border Security and Immigration Reform #12 —-
for the President's review
From: "Drouin, Lindsey E."
Date: 11/23/05, 6:10 PM
To: "Kavanaugh, Brett M."
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immigration

Subject: immigration

From: "Kavanaugh, Brett M."
Date: 11/27/05, 1:38 AM
To: "McClellan, Scott"
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Border security remarks ...

Subject: Border security remarks ...

From: "Kavanaugh, Brett M."

Date: 11/27/05, 6:49 PM

To: "17435416", "Haenle, Paul T.", "Crouch, Jack D.", "Naranjo, Brian R."
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Here is Border #13

Subject: Here is Border #13
From: "Michel, Christopher G."
Date: 11/27/05, 7:38 PM

To: "Kavanaugh, Brett M.", "Drouin, Lindsey E.", "Green, Anneke E."
CC: "Thiessen, Marc A."
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Fw: Border security remarks ...

Subject: Fw: Border security remarks ...

From: "Haenle, Paul T."

Date: 11/27/05, 7:46 PM

To: "Zarate, Juan C.", "Hodgkinson, Sandra L.", "Fisk, Daniel W.", "Kozak, Michael G."
CC: "Naranjo, Brian R.", "17657638", "Kavanaugh, Brett M."
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FW: staffiing: 11/28 Remarks on Border Security and Immigration...

Subject: FW: staffiing: 11/28 Remarks on Border Security and Immigration Reform #4
From: "Sherzer, David"

Date: 11/27/05, 7:57 PM

To: "Kavanaugh, Brett M."
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Re: Border security remarks ...

Subject: Re: Border security remarks ...

From: "Fisk, Daniel W."

Date: 11/27/05, 8:32 PM

To: "Haenle, Paul T.", "Zarate, Juan C.", "Hodgkinson, Sandra L.", "Kozak, Michael G."
CC: "Naranjo, Brian R.", "17657638", "Kavanaugh, Brett M."
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FW: 11/28 UPDATED: Remarks on Border Security and Immigrati...

Subject: FW: 11/28 UPDATED: Remarks on Border Security and Immigration Reform #13 --
for the President's review
From: "Drouin, Lindsey E."
Date: 11/27/05, 8:38 PM
To: "Kavanaugh, Brett M."
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Re: Border security remarks ...

Subject: Re: Border security remarks ...

From: "Hodgkinson, Sandra L."

Date: 11/27/05, 9:59 PM

To: "Fisk, Daniel W.", "Haenle, Paul T.", "Zarate, Juan C.", "Kozak, Michael G."
CC: "Naranjo, Brian R.", "17657638", "Kavanaugh, Brett M."
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Re: Border security remarks ...

Subject: Re: Border security remarks ...

From: "Zarate, Juan C."

Date: 11/27/05, 10:23 PM

To: "Hodgkinson, Sandra L.", "Fisk, Daniel W.", "Haenle, Paul T.", "Kozak, Michael G."
CC: "Naranjo, Brian R.", "17657638", "Kavanaugh, Brett M."
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RE: Border security remarks ...

Subject: RE: Border security remarks ...

From: "Kavanaugh, Brett M."

Date: 11/27/05, 10:25 PM

To: "Zarate, Juan C.", "Hodgkinson, Sandra L.", "Fisk, Daniel W.", "Haenle, Paul T.", "Kozak,
Michael G."

CC: "Naranjo, Brian R.", "17657638"

THIS RECORD IS A WITHDRAWAL SHEET

Date created: Mon Jul 08 15:48:00 EDT 2019

Releasability: Withheld In Full

Reasons for Withholding:

P5,b(6),P6

Case ID: gwb.2018-0258-F.4

Additional Information:

epic.org EPIC-18-08-01-NARA-FOIA-20191022-Production-Staff-Secretary-Keyword-Surveillance 000015



Re: Border security remarks ...

Subject: Re: Border security remarks ...

From: "Haenle, Paul T."

Date: 11/27/05, 10:27 PM

To: "Zarate, Juan C.", "Hodgkinson, Sandra L.", "Fisk, Daniel W.", "Kozak, Michael G.",
"17435416"

CC: "Naranjo, Brian R.", "17657638", "Kavanaugh, Brett M."
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FW: 11/28 UPDATED: Remarks on Border Security and Immigrati...

Subject: FW: 11/28 UPDATED: Remarks on Border Security and Immigration Reform #14 --
for the President's review

From: "Drouin, Lindsey E."

Date: 11/27/05, 10:59 PM

To: "Kavanaugh, Brett M."
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Re: Border security remarks ...

Subject: Re: Border security remarks ...

From: "17435416"

Date: 11/27/05, 11:19 PM

To: "Haenle, Paul T.", "Kavanaugh, Brett M.", "Zarate, Juan C.", "Hodgkinson, Sandra L.",
"Fisk, Daniel W.", "Kozak, Michael G."

CC: "Naranjo, Brian R.", "17657638"
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latest immigration

Subject: latest immigration
From: "Kavanaugh, Brett M."
Date: 11/28/05, 12:21 AM
To: "McClellan, Scott"
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Re: Border security remarks ...

Subject: Re: Border security remarks ...

From: "Fisk, Daniel W."

Date: 11/28/05, 12:35 AM

To: "Zarate, Juan C.", "Hodgkinson, Sandra L.", "Haenle, Paul T.", "Kozak, Michael G."
CC: "Naranjo, Brian R.", "17657638", "Kavanaugh, Brett M."
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RE: Border security remarks ...

Subject: RE: Border security remarks ...

From: "Kavanaugh, Brett M."

Date: 11/28/05, 12:41 AM

To: "Fisk, Daniel W.", "Zarate, Juan C.", "Hodgkinson, Sandra L.", "Haenle, Paul T.", "Kozak,
Michael G."

CC: "Naranjo, Brian R.", "17657638"
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Updated immigration remarks for Monday (draft #14)

Subject: Updated immigration remarks for Monday (draft #14)

From: "Kavanaugh, Brett M."

Date: 11/28/05, 1:47 AM

To: "17324305", "West, Christal R.", "Weinstein, Jared B.", <kr@georgewbush.com>,
"Hughes, Taylor A.", "Morgan, Derrick D.", "Rove, Karl C.", "Bolten, Joshua B.", "Kaplan, Joel",
"Wolff, Candida P.", "Badger, William D.", "Ho, Allyson N.", "Hook, Brian H.", "Rapuano,

Kenneth", "Townsend, Frances F.", "Gerdelman, Sue H.", "Taylor, Michael J.", "Holand,

AnnalLisa", "Dick, Denise Y.", "Dryden, Logan E.", "Miers, Harriet", "Kelley, William K.",
"“Drummond, Michael"
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FW: Updated immigration remarks for Monday (draft #14)

Subject: FW: Updated immigration remarks for Monday (draft #14)
From: "Kavanaugh, Brett M."

Date: 11/28/05, 1:48 AM

To: "Hook, Brian H."
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Re: Border security remarks ...

Subject: Re: Border security remarks ...

From: "Haenle, Paul T."

Date: 11/28/05, 3:21 AM

To: [P6/b(6)]; et al

CC: "Kavanaugh, Brett M.", "17657638", "Naranjo, Brian R."
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RE: Border security remarks ...

Subject: RE: Border security remarks ...
From: "Kavanaugh, Brett M."

Date: 11/28/05, 3:42 AM

To: "Haenle, Paul T."; et al
CC:"17657638", "Naranjo, Brian R."
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Re: Updated immigration remarks for Monday (draft #14)

Subject: Re: Updated immigration remarks for Monday (draft #14)
From: "Hook, Brian H."

Date: 11/28/05, 4:00 AM

To: "Kavanaugh, Brett M."
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RE: On border speech ...

Subject: RE: On border speech ...
From: "Drouin, Lindsey E."

Date: 11/28/05, 1:42 PM

To: "Kavanaugh, Brett M."

CC: "Michel, Christopher G."
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FW: 11/28 UPDATED: Remarks on Border Security and Immigrati...

Subject: FW: 11/28 UPDATED: Remarks on Border Security and Immigration Reform #17 -
for the President's review
From: "Drouin, Lindsey E."
Date: 11/28/05, 2:05 PM
To: "Kavanaugh, Brett M."
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FW: updated draft of immigration remarks.

Subject: FW: updated draft of immigration remarks.
From: "Sherzer, David"

Date: 11/28/05, 3:43 PM

To: "Kavanaugh, Brett M."
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RE:

Subject: RE:

From: "Drouin, Lindsey E."
Date: 11/28/05, 4:24 PM
To: "Kavanaugh, Brett M."
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FW: updated draft of immigration remarks.

Subject: FW: updated draft of immigration remarks.

From: "Baker, Douglas B."

Date: 11/28/05, 4:59 PM

To: "Kavanaugh, Brett M."

CC: "Drouin, Lindsey E.", "Sherzer, David", "Jacobs, Robert", "Neifach, Michael H."
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embargoed

Subject: embargoed
From: "Kavanaugh, Brett M."
Date: 11/28/05, 6:07 PM

To: "Drouin, Lindsey E.", "Sherzer, David"
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El Paso remarks

Subject: El Paso remarks

From: "Drouin, Lindsey E."
Date: 11/28/05, 7:40 PM
To: "Kavanaugh, Brett M."
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Immigration remarks

Subject: Immigration remarks
From: "Drouin, Lindsey E."
Date: 11/28/05, 11:30 PM
To: "Kavanaugh, Brett M."
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FW: Staffing - Remarks at U.S. Border Patrol Headquarters

Subject: FW: Staffing - Remarks at U.S. Border Patrol Headquarters
From: "Drouin, Lindsey E."

Date: 11/29/05, 1:17 AM

To: "Kavanaugh, Brett M."

CC: "Robinson, Matthew S."
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FW: The Dire Consequences of Letting the USA PATRIOT Act Expire

Subject: FW: The Dire Consequences of Letting the USA PATRIOT Act Expire
From: "Perino, Dana M."

Date: 12/16/05, 10:56 PM

To: "Kavanaugh, Brett M."
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FW: The Dire Consequences of Letting the USA PATRIOT Act Expire

Subject: FW: The Dire Consequences of Letting the USA PATRIOT Act Expire
From: "Kavanaugh, Brett M."

Date: 12/16/05, 10:58 PM

To: "Thiessen, Marc A.", "McGurn, William J.", "Bartlett, Dan"
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From: "Murer, Marguerite A."

To: "Kavanaugh, Brett M."

Subject: FW: Remarks on 18 December in the Oval Office
Received(Date): Mon, 19 Dec 2005 12:58:06 -0500

FYI on incoming e-mail traffic below, many positive e-mails. Also, Comment Line is very positive on
remarks last night and very positive on Press Conference today.

From: Maxwell, Kyle D.

Sent: Monday, December 19, 2005 12:13 PM

To: Murer, Marguerite A.

Cc: Kraft, Nathaniel

Subject: Remarks on 18 December in the Oval Office

Regarding the President's remarks from the Oval Office on Sunday evening...

Approximately 70% of the incoming e-mails were positive. The remaining 30% were negative. Below are
samples.

From: Mahoney, Mildred P6/b(6)

Sent: Monday, December 19, 2005 10:10 AM

To: president@whitehouse gov

Subject: 12 18 05 speech

Dear Sir

Thank you for addressing a few important concerns of mine in your speech Sunday December 18, 2005.
| listened to your explanation, clarifying the situation in Iraq, and would like you to know that | agree. |
have watched two elections take place, each one better than the last. | think that Democracy is taking
hold in that nation, giving her people a better future. With Gods' help, it will flourish and her people will
have a better life. | do think that we need to continue to support this fledging nation. However, please do
your utmost to protect our soldiers.

Additionally, thank you for stepping up and accepting responsibility, admitting that mistakes were made,
and acknowledging that you are responsible for the errors. Our Nation needs to regain its Integrity. That
speech was a good step.

Perhaps those who gather the information you rely on, could find a way to insure that they are more
accurate. Perhaps they can recheck and insure that the facts are accurate, and (more imporantly) that the
meaning of the facts are represented accurately, and not spun to support what someone wants them to

show.

| am also concerned about our own Nations' actions since 911. | understand the need of the government
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to do everything to protect her citizens, | lost relatives in the twin towers. | am an American who
understands what our freedom means. My family came over before the Civil War, in fact one of my
relatives fought for the Union in the Civil War. So, even though | would not speak against you for
disregarding our hard gained freedoms in gathering information to protect us, | will remind you that the
reason our Great Nation is great, is that we honor and respect these freedoms.

| will continue to support you and your decisions, as long as | see this.

Thank you

Mildred Mahoney

P6/b(6)

From: John S. R. Lawrence P6/b(6)

Sent: Monday, December 19, 2005 8:30 AM

To: Public Comments

Subject: Last night's speech.

President Bush,

| just wanted to add my voice to what | am sure, is a growing chorus of praise for the speech last night. It
was the first time that you have been able to get the message across in a clear, compassionate and
personal way. If you really want to win [ie. have the Iraqis get freedom & unleash freedom in the Middle
East] and | have no doubt you do, you must be more effective explaining what is at stake. This speech

was a great start. Keep up the good work.

John S. R. Lawrence

From: Gale Thomas P6/b(6)

Sent: Monday, December 19, 2005 1:16 AM
To: Public Comments
Subject: Speech Dec 18, 2005

Dear Mr. President
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| have never written to any elected representative before today but | can no longer stand idly by and not
comment on how proud | am of you and the job that you are doing. | feel that you decision recently to
debate the Iraq position and defending your right to NSA surveillance will only rally the American people
behind you even further. You have such a difficult job and you work and the work of all in your
administration is greatly appreciated by this American. Please don't stop defending your position and
showing the to us that the Democrats are the party of NO! And would you please give Scott McClellan a
gold star and one to the person who pulls the arrows out of his back after news conferences. He does a
terrific job and | wouldn't want his on a bet. We both pray for you and your wonderful family and wish you
a very Merry Christmas.

Sincerely,

Gale Thomas

From: Bernie Polikowsky P6/b(6)

Sent: Monday, December 19, 2005 12:06 AM

To: Public Comments

Subject: Speech

Dear President Bush,

You did a good job on the speech to the nation Sunday. | am glad that you are on the offense with these
speeches. | also think you did the right thing taking on Sadam. Usually it is easier to do nothing, but
sometimes you have to take a chance and do what you think is right. As you know, history will make the
final determination. However, | think that freedom will always eventually rule.

As many have said, the American people have very little patience for anything, but our enemies seem to
have unlimited patience. Although | am not the one making the sacrifices, | believe that we need to give
this thing a chance. What does it say to the world if we are so eager to give up?

So, although | know the closest that you will come to actually reading this will be the fraction of a
percentage point that this registers in the response numbers that your staff compiles. But, that is OK. It
will be fine for me to know that this e-mail makes a tally in the column of those Americans who support
you and feel that you are doing a good job as president.

Respectfully,

Bernie Polikowsky

Do You Yahoo!?

Tired of spam? Yahoo! Mail has the best spam protection around http//mail.yahoo.com

From: Ashley Phillips P6/b(6)

Sent: Monday, December 19, 2005 2:02 AM
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To: Public Comments

Cc: sf.nancy@mail_house.gov
Subject: your speech tonight
Mr. Bush:

| saw your speech tonight. | was thoroughly dissappointed. Yes, you did finally accept responsibililty for
many of the wrongs that have led to the deaths of over 2,000 of our most honored citizens of our country,
those who have committed their lives to protect America. But it is simply not enough.

These people who are among the most brave, the most courageous among Americans, should not have
ever fought in this very wrong war, no matter how you try to explain it. The American people now
understand just how wrong this war is, but we will continue to stand aside our troops there. For you to use
our patriotic sensibilities for your own political gain is shameful.

Yes, you must now finish the job there, since that is the only way out. But you know as much as me and
the many millions of Americans that we shouldn't have ever been there in the first place. Please bring our
troops home as soon as possible.

Mr. Bush, | don't feel anymore safe than before 9/11. In fact | feel more vulnerable living near several sea
ports. Your advisors, including the obviously formidable VP Cheney, have led you down the wrong path.
Instead of investing in home security, you have chosen to wage this war. Yes, Saddam Hussein was a
bad person, but it seems that there are many more worse leaders, who are much smarter than Saddam in
the world, that poses much more threat to America.

You have weakened our national security as obviously discovered in the aftermath of Katrina. What more
evidence do you need to see that this war is wrong? When will you come to the realization that you are
supposed to represent all Americans?

Sincerely,

Ashley Phillips

P6/b(6)

From P6/b(6)

Sent: Sunday, December 18, 2005 11:47 PM

To: Public Comments

Subject: President Bush Speech 12-18-05

Dear President Bush:

As we listened to your speech tonight we found it neither convincing nor reasonable. It is our opinion that

the war in lraq was a poor decision from the beginning. A preemptive, unilateral war does not reflect our
identity or character as a people or a nation. It was neither a "just war": or a necessary one.
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The first-person, "I" seemed to permeate your speech with respect to troop withdrawal and the notion of
victory in Irag. For some reason, | thought "we the people" had something to do with the decision-making
process. We support our military for faithfully and courageously serving, but feel the policies of your
Administration with respect to the Iraqi conflict have been a grave and costly error in terms of lives lost
and changed and with respect to the negative effects on our economy. We believe there were other
options which would have achieved the same outcomes with mush less cost. When do we bring our
troops home from Irag? When do we declare victory? It seems a rather arbitrary decision, because the
"war on terrorism" is a vague and arbitrary concept. When do we admit when we made a mistake and
begin the process of healing?

Respectfully, Tom and Beth Hansen

From: RANDY PETERS P6/b(6)

Sent: Sunday, December 18, 2005 9:40 PM
To: Public Comments

Subject: TELEVISED SPEECH

Dear Mr President,

| just saw you on the news and watch part of your speech, as i saw right though your technique to SIDE
TRACK the American people again away from the real issues.

and they as follows:

1) MISTAKE IN GETTING US INTO IRAQ

2) STATUS OF AMERICAN ECONOMY

3) YOU GOT CAUGHT SPYING ON AMERICANS WITHOUT COURT'S PERMISSION

4) THE LATEST POLL SHOW YOUR POPULARITY THE LOWEST EVER FOR ANY

SITTING PRESIDENT.

Shall i go on Mr president? | think not, i must admit i did not vote for you or any president since RONALD
REGAN...Now that was a president who knew how to control people and use style to do things and come
out smelling like a rosell!

SINCERELY,

RANDY L PETERS

US CITIZEN// VETERAN

Do You Yahoo!?
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NSA pushback

Subject: NSA pushback

From: "McDonald, Matthew T."

Date: 12/19/05, 1:36 PM

To: "Wallace, Nicolle", "Bartlett, Dan", "McClellan, Scott", "Kavanaugh, Brett M.", "Dauvis,
Michele A."

CC: "Pounder, Joseph S.", "Sherzer, David"

This compiles the pushback we've been getting out there, but | think it's still useful as a separate document. Let me know your
thoughts.

Matt

Setting The Record Straight:

NSA Eavesdropping On Terrorists

Senator Feingold (D-WI) Accuses The President Of "Violating The Laws Of This Country." SEN. FEINGOLD: "He
can't make up the laws. He can't say, look, this is a good idea. | think I'll just go ahead and do it and go tell Congress it's a
good idea. It's against the law. He's violating the laws of this country." (NBC's "Today Show," 12/19/05)

But The NSA Program Is Authorized By The Constitution Of The United States And Congress.

o President Bush Has The Constitutional Responsibility To Protect The American People. PRESIDENT BUSH:

"As President and Commander-in-Chief, | have the constitutional responsibility and the constitutional authority to
protect our country. Article Il of the Constitution gives me that responsibility and the authority necessary to fulfill it.
And after September the 11th, the United States Congress also granted me additional authority to use military force
against al Qaeda." (President Bush, Press Conference, 12/19/05)

The President Can Authorize The NSA Program Under Congress' Authorization Of Force After 9/11. AG
GONZALES: "Now, in terms of legal authorities, the Foreign Intelligence Surveillance Act provides - requires a
court order before engaging in this kind of surveillance that I've just discussed and the President announced on
Saturday, unless there is somehow — there is — unless otherwise authorized by statute or by Congress. That's what
the law requires. Our position is, is that the authorization to use force, which was passed by the Congress in the
days following September 11th, constitutes that other authorization, that other statute by Congress, to engage in this
kind of signals intelligence." (The White House, Press Briefing, 12/19/05)

The Supreme Court Found That Congress Authorized The President "To Use All Necessary And Appropriate
Force." AG GONZALES: "Now, that — one might argue, now, wait a minute, there's nothing in the authorization to
use force that specifically mentions electronic surveillance. Let me take you back to a case that the Supreme Court
reviewed this past — in 2004, the Hamdi decision. As you remember, in that case, Mr. Hamdi was a U.S. citizen who
was contesting his detention by the United States government. What he said was that there is a statute, he said,
that specifically prohibits the detention of American citizens without permission, an act by Congress — and he's right,
18 USC 4001a requires that the United States government cannot detain an American citizen except by an act of
Congress. We took the position — the United States government took the position that Congress had authorized that
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NSA pushback

detention in the authorization to use force, even though the authorization to use force never mentions the word
'detention." And the Supreme Court, a plurality written by Justice O'Connor agreed. She said, it was clear and
unmistakable that the Congress had authorized the detention of an American citizen captured on the battlefield as
an enemy combatant for the remainder - the duration of the hostilities. So even though the authorization to use
force did not mention the word, 'detention,' she felt that detention of enemy soldiers captured on the battlefield was
a fundamental incident of waging war, and therefore, had been authorized by Congress when they used the words,
‘authorize the President to use all necessary and appropriate force.™ (The White House, Press Briefing, 12/19/05)

Senator Biden (D-DE) Says The Administration Should Be Using The FISA Court. SEN. BIDEN: "You know, Larry, |
heard the vice president, after the president spoke, saying that the only people we're spying on are people who have
contact with terrorists. If that's true, there's no need for this without going through the courts. We have a secret court, called
a FISA court, which | helped write the law for, when | was chairman of the Judiciary Committee, years ago. And what is
says is, the government can go there and say, they can eavesdrop on anyone for up to 72 hours without permission, as
long as within that time they go to this court and say this is why we're doing it. And the court says, well, entitled or you're
not entitlied.” (CNN's "Larry King Live," 12/18/05)

But The FISA Court Does Not Provide The Speed And Agility Needed To Prosecute The War On Terror.

o The Government Continues To Use The FISA Court But Must Preserve The Flexibility To Act With Speed In
All Circumstances. AG GONZALES: "Well, we continue to go to the FISA court and obtain orders. Itis a very
important tool that we continue to utilize. ... The operators out at NSA tell me that we don't have the speed and the
agility that we need, in all circumstances, to deal with this new kind of enemy. You have to remember that FISA was
passed by the Congress in 1978. There have been tremendous advances in technology ... since then." (The White
House, Press Briefing, 12/19/05)

» Because Of Its Speed, The NSA Program Is A Vital Tool In The War On Terror. GEN. HAYDEN: "l can say
unequivocally, all right, that we have got information through this program that would not otherwise have been
available." QUESTION: "Through the court? Because of the speed that you got it?" GEN. HAYDEN: "Yes,
because of the speed, because of the procedures, because of the processes and requirements set up in the FISA
process, | can say unequivocally that we have used this program in lieu of that and this program has been
successful." (The White House, Press Briefing, 12/19/05)

o FISA Was Not "Envisaged As A Tool To Cover Armed Enemy Combatants In Preparation For Attacks Inside
The United States." GEN. HAYDEN: "As the Attorney General says, FISA is very important, we make full use of
FISA. Butif you picture what FISA was designed to do, FISA is designed to handle the needs in the nation in two
broad categories: there's a law enforcement aspect of it; and the other aspect is the continued collection of foreign
intelligence. | don't think anyone could claim that FISA was envisaged as a tool to cover armed enemy combatants
in preparation for attacks inside the United States. And that's what this authorization under the President is
designed to help us do." (The White House, Press Briefing, 12/19/05)

Senator Schumer (D-NY) Says The Administration Could Have Gone To Congress To Make Changes To The Law.
SEN. SCHUMER: "There's a certain arrogance to it. If they were right, and they believe they needed changes in the law,
which has been changed repeatedly since 1978, they could have gone to Congress and my guess is we would have given
them what they wanted, we just would have made sure there were safeguards there." (ABC's "Good Morning America,"
12/19/05)

But The Administration Did Go To Congress.
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NSA pushback

o The United States Cannot Allow The Enemy To Adjust. PRESIDENT BUSH: "Secondly, an open debate about
law would say to the enemy, here is what we're going to do. And this is an enemy which adjusts. We monitor this
program carefully. We have consulted with members of the Congress over a dozen times. We are constantly
reviewing the program. Those of us who review the program have a duty to uphold the laws of the United States,
and we take that duty very seriously." (President Bush, Press Conference, 12/19/05)

o Members Of Congress Advised The Administration That A New Statute Was Unlikely. AG GONZALES:
"We've had discussions with members of Congress, certain members of Congress, about whether or not we could
get an amendment to FISA, and we were advised that that was not likely to be — that was not something we could
likely get, certainly not without jeopardizing the existence of the program, and therefore, killing the program. And
that — and so a decision was made that because we felt that the authorities were there, that we should continue
moving forward with this program." (The White House, Press Briefing, 12/19/05)

Former Senator Graham (D-FL) Accuses The President Of Assaulting Civil Liberties. FMR. SEN. GRAHAM: "At the
same time, the President has to come to the defense of what clearly are assaults against our liberties, particularly removing
the role of the judiciary to assure that due process is provided to all american persons before the government acts against
their interests." (Fox News' "Fox News Live," 12/19/05)

But The NSA Program Includes Civil Liberties Safequards

o The Program Is Reviewed Every 45 Days. PRESIDENT BUSH: "This program is carefully reviewed
approximately every 45 days to ensure it is being used properly. Leaders in the United States Congress have been
briefed more than a dozen times on this program. And it has been effective in disrupting the enemy, while
safeguarding our civil liberties." (President Bush, Press Conference, 12/19/05)

o The NSA Program Does Not Monitor Calls That Originate And End In The United States. AG GONZALES:
"The President has authorized a program to engage in electronic surveillance of a particular kind, and this would be
the intercepts of contents of communications where one of the — one party to the communication is outside the
United States. And this is a very important point — people are running around saying that the United States is
somehow spying on American citizens calling their neighbors. Very, very important to understand that one party to
the communication has to be outside the United States." (The White House, Press Briefing, 12/19/05)

o The Program Only Monitors Calls In Which One Party Is Believed To Be Affiliated With Al Qaeda. AG
GONZALES: "Another very important point to remember is that we have to have a reasonable basis to conclude
that one party to the communication is a member of al Qaeda, affiliated with al Qaeda, or a member of an
organization affiliated with al Qaeda, or working in support of al Qaeda. We view these authorities as authorities to
confront the enemy in which the United States is at war with — and that is al Qaeda and those who are supporting or
affiliated with al Qaeda. What we're trying to do is learn of communications, back and forth, from within the United
States to overseas with members of al Qaeda. And that's what this program is about." (The White House, Press
Briefing, 12/19/05)
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Setting The Record Straight:

NSA Eavesdropping On Terrorists

Senator Feingold (D-WI) Accuses The President Of "Violating The Laws Of This Country." SEN.
FEINGOLD: "He can't make up the laws. He can't say, look, this is a good idea. | think I'll just go ahead

and do it and go tell Congress it's a good idea. It's against the law. He's violating the laws of this country.”
(NBC's "Today Show," 12/19/05)

But The NSA Program Is Authorized By The Constitution Of The United States And Congress.

e President Bush Has The Constitutional Responsibility To Protect The American People.
PRESIDENT BUSH: "As President and Commander-in-Chief, | have the constitutional
responsibility and the constitutional authority to protect our country. Article Il of the Constitution
gives me that responsibility and the authority necessary to fulfill it. And after September the 11th,
the United States Congress also granted me additional authority to use military force against al
Qaeda." (President Bush, Press Conference, 12/19/05)

e The President Can Authorize The NSA Program Under Congress' Authorization Of Force
After 9/11. AG GONZALES: "Now, in terms of legal authorities, the Foreign Intelligence
Surveillance Act provides — requires a court order before engaging in this kind of surveillance that
I've just discussed and the President announced on Saturday, unless there is somehow — there is —
unless otherwise authorized by statute or by Congress. That's what the law requires. Our position
is, is that the authorization to use force, which was passed by the Congress in the days following
September 11th, constitutes that other authorization, that other statute by Congress, to engage in
this kind of signals intelligence." (The White House, Press Briefing, 12/19/05)

e The Supreme Court Found That Congress Authorized The President "To Use All Necessary
And Appropriate Force." AG GONZALES: "Now, that — one might argue, now, wait a minute,
there's nothing in the authorization to use force that specifically mentions electronic surveillance.
Let me take you back to a case that the Supreme Court reviewed this past — in 2004, the Hamdi
decision. As you remember, in that case, Mr. Hamdi was a U.S. citizen who was contesting his
detention by the United States government. What he said was that there is a statute, he said, that
specifically prohibits the detention of American citizens without permission, an act by Congress —
and he's right, 18 USC 4001a requires that the United States government cannot detain an
American citizen except by an act of Congress. We took the position — the United States
government took the position that Congress had authorized that detention in the authorization to
use force, even though the authorization to use force never mentions the word 'detention.! And the
Supreme Court, a plurality written by Justice O'Connor agreed. She said, it was clear and
unmistakable that the Congress had authorized the detention of an American citizen captured on
the battlefield as an enemy combatant for the remainder — the duration of the hostilities. So even
though the authorization to use force did not mention the word, 'detention,' she felt that detention of
enemy soldiers captured on the battlefield was a fundamental incident of waging war, and
therefore, had been authorized by Congress when they used the words, 'authorize the President to
use all necessary and appropriate force." (The White House, Press Briefing, 12/19/05)
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Senator Biden (D-DE) Says The Administration Should Be Using The FISA Court. SEN. BIDEN: "You
know, Larry, | heard the vice president, after the president spoke, saying that the only people we're spying
on are people who have contact with terrorists. If that's true, there's no need for this without going through
the courts. We have a secret court, called a FISA court, which | helped write the law for, when | was
chairman of the Judiciary Committee, years ago. And what is says is, the government can go there and
say, they can eavesdrop on anyone for up to 72 hours without permission, as long as within that time they

go to this court and say this is why we're doing it. And the court says, well, entitled or you're not entitled."
(CNN's "Larry King Live," 12/18/05)

But The FISA Court Does Not Provide The Speed And Agility Needed To Prosecute The War On

Terror.

The Government Continues To Use The FISA Court But Must Preserve The Flexibility To Act
With Speed In All Circumstances. AG GONZALES: "Well, we continue to go to the FISA court
and obtain orders. It is a very important tool that we continue to utilize. ... The operators out at
NSA tell me that we don't have the speed and the agility that we need, in all circumstances, to deal
with this new kind of enemy. You have to remember that FISA was passed by the Congress in

1978. There have been tremendous advances in technology ... since then." (The White House, Press
Briefing, 12/19/05)

Because Of Its Speed, The NSA Program Is A Vital Tool In The War On Terror. GEN.
HAYDEN: "I can say unequivocally, all right, that we have got information through this program
that would not otherwise have been available." QUESTION: "Through the court? Because of the
speed that you got it?" GEN. HAYDEN: "Yes, because of the speed, because of the procedures,
because of the processes and requirements set up in the FISA process, | can say unequivocally

that we have used this program in lieu of that and this program has been successful." (The White
House, Press Briefing, 12/19/05)

FISA Was Not "Envisaged As A Tool To Cover Armed Enemy Combatants In Preparation For
Attacks Inside The United States." GEN. HAYDEN: "As the Attorney General says, FISA is very
important, we make full use of FISA. But if you picture what FISA was designed to do, FISA is
designed to handle the needs in the nation in two broad categories: there's a law enforcement
aspect of it; and the other aspect is the continued collection of foreign intelligence. | don't think
anyone could claim that FISA was envisaged as a tool to cover armed enemy combatants in
preparation for attacks inside the United States. And that's what this authorization under the
President is designed to help us do." (The White House, Press Briefing, 12/19/05)

Senator Schumer (D-NY) Says The Administration Could Have Gone To Congress To Make Changes
To The Law. SEN. SCHUMER: "There's a certain arrogance to it. If they were right, and they believe they
needed changes in the law, which has been changed repeatedly since 1978, they could have gone to
Congress and my guess is we would have given them what they wanted, we just would have made sure
there were safeguards there." (ABC's "Good Morning America," 12/19/05)

But The Administration Did Go To Congress.
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The United States Cannot Allow The Enemy To Adjust. PRESIDENT BUSH: "Secondly, an
open debate about law would say to the enemy, here is what we're going to do. And this is an
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enemy which adjusts. We monitor this program carefully. We have consulted with members of the
Congress over a dozen times. We are constantly reviewing the program. Those of us who review
the program have a duty to uphold the laws of the United States, and we take that duty very
seriously." (President Bush, Press Conference, 12/19/05)

Members Of Congress Advised The Administration That A New Statute Was Unlikely. AG
GONZALES: "We've had discussions with members of Congress, certain members of Congress,
about whether or not we could get an amendment to FISA, and we were advised that that was not
likely to be — that was not something we could likely get, certainly not without jeopardizing the
existence of the program, and therefore, killing the program. And that — and so a decision was
made that because we felt that the authorities were there, that we should continue moving forward
with this program." (The White House, Press Briefing, 12/19/05)

Former Senator Graham (D-FL) Accuses The President Of Assaulting Civil Liberties. FMR. SEN.
GRAHAM: "At the same time, the President has to come to the defense of what clearly are assaults against
our liberties, particularly removing the role of the judiciary to assure that due process is provided to all
american persons before the government acts against their interests.” (Fox News' "Fox News Live," 12/19/05)

But The NSA Program Includes Civil Liberties Safequards

epic.org

The Program Is Reviewed Every 45 Days. PRESIDENT BUSH: "This program is carefully
reviewed approximately every 45 days to ensure it is being used properly. Leaders in the United
States Congress have been briefed more than a dozen times on this program. And it has been

effective in disrupting the enemy, while safeguarding our civil liberties." (President Bush, Press
Conference, 12/19/05)

The NSA Program Does Not Monitor Calls That Originate And End In The United States. AG
GONZALES: "The President has authorized a program to engage in electronic surveillance of a
particular kind, and this would be the intercepts of contents of communications where one of the —
one party to the communication is outside the United States. And this is a very important point —
people are running around saying that the United States is somehow spying on American citizens
calling their neighbors. Very, very important to understand that one party to the communication
has to be outside the United States." (The White House, Press Briefing, 12/19/05)

The Program Only Monitors Calls In Which One Party Is Believed To Be Affiliated With Al
Qaeda. AG GONZALES: "Another very important point to remember is that we have to have a
reasonable basis to conclude that one party to the communication is a member of al Qaeda,
affiliated with al Qaeda, or a member of an organization affiliated with al Qaeda, or working in
support of al Qaeda. We view these authorities as authorities to confront the enemy in which the
United States is at war with — and that is al Qaeda and those who are supporting or affiliated with al
Qaeda. What we're trying to do is learn of communications, back and forth, from within the United

States to overseas with members of al Qaeda. And that's what this program is about." (The White
House, Press Briefing, 12/19/05)
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FW: NSA pushback

Subject: FW: NSA pushback
From: "Kavanaugh, Brett M."
Date: 12/19/05, 1:48 PM
To: "Kaplan, Joel"

From: McDonald, Matthew T.

Sent: Monday, December 19, 2005 1:36 PM

To: Wallace, Nicolle; Bartlett, Dan; McClellan, Scott; Kavanaugh, Brett M.; Davis, Michele A.
Cc: Pounder, Joseph S.; Sherzer, David

Subject: NSA pushback

This compiles the pushback we've been getting out there, but | think it's still useful as a separate document. Let me know your
thoughts.

Matt

Setting The Record Straight:

NSA Eavesdropping On Terrorists

Senator Feingold (D-WI) Accuses The President Of "Violating The Laws Of This Country." SEN. FEINGOLD: "He
can't make up the laws. He can't say, look, this is a good idea. | think I'll just go ahead and do it and go tell Congress it's a
good idea. It's against the law. He's violating the laws of this country." (NBC's "Today Show," 12/19/05)

But The NSA Program Is Authorized By The Constitution Of The United States And Congress.

o President Bush Has The Constitutional Responsibility To Protect The American People. PRESIDENT BUSH:
"As President and Commander-in-Chief, | have the constitutional responsibility and the constitutional authority to
protect our country. Article Il of the Constitution gives me that responsibility and the authority necessary to fulfill it.
And after September the 11th, the United States Congress also granted me additional authority to use military force
against al Qaeda." (President Bush, Press Conference, 12/19/05)

e The President Can Authorize The NSA Program Under Congress' Authorization Of Force After 9/11. AG
GONZALES: "Now, in terms of legal authorities, the Foreign Intelligence Surveillance Act provides - requires a
court order before engaging in this kind of surveillance that I've just discussed and the President announced on
Saturday, unless there is somehow — there is — unless otherwise authorized by statute or by Congress. That's what
the law requires. Our position is, is that the authorization to use force, which was passed by the Congress in the
days following September 11th, constitutes that other authorization, that other statute by Congress, to engage in this
kind of signals intelligence." (The White House, Press Briefing, 12/19/05)

o The Supreme Court Found That Congress Authorized The President "To Use All Necessary And Appropriate
Force." AG GONZALES: "Now, that — one might argue, now, wait a minute, there's nothing in the authorization to
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FW: NSA pushback

use force that specifically mentions electronic surveillance. Let me take you back to a case that the Supreme Court
reviewed this past — in 2004, the Hamdi decision. As you remember, in that case, Mr. Hamdi was a U.S. citizen who
was contesting his detention by the United States government. What he said was that there is a statute, he said,
that specifically prohibits the detention of American citizens without permission, an act by Congress — and he's right,
18 USC 4001a requires that the United States government cannot detain an American citizen except by an act of
Congress. We took the position — the United States government took the position that Congress had authorized that
detention in the authorization to use force, even though the authorization to use force never mentions the word
'detention." And the Supreme Court, a plurality written by Justice O'Connor agreed. She said, it was clear and
unmistakable that the Congress had authorized the detention of an American citizen captured on the battlefield as
an enemy combatant for the remainder — the duration of the hostilities. So even though the authorization to use
force did not mention the word, 'detention,' she felt that detention of enemy soldiers captured on the battlefield was
a fundamental incident of waging war, and therefore, had been authorized by Congress when they used the words,
‘authorize the President to use all necessary and appropriate force.™ (The White House, Press Briefing, 12/19/05)

Senator Biden (D-DE) Says The Administration Should Be Using The FISA Court. SEN. BIDEN: "You know, Larry, |
heard the vice president, after the president spoke, saying that the only people we're spying on are people who have
contact with terrorists. If that's true, there's no need for this without going through the courts. We have a secret court, called
a FISA court, which | helped write the law for, when | was chairman of the Judiciary Committee, years ago. And what is
says is, the government can go there and say, they can eavesdrop on anyone for up to 72 hours without permission, as
long as within that time they go to this court and say this is why we're doing it. And the court says, well, entitled or you're
not entitled.” (CNN's "Larry King Live," 12/18/05)

But The FISA Court Does Not Provide The Speed And Agility Needed To Prosecute The War On Terror.

o The Government Continues To Use The FISA Court But Must Preserve The Flexibility To Act With Speed In
All Circumstances. AG GONZALES: "Well, we continue to go to the FISA court and obtain orders. Itis a very
important tool that we continue to utilize. ... The operators out at NSA tell me that we don't have the speed and the
agility that we need, in all circumstances, to deal with this new kind of enemy. You have to remember that FISA was
passed by the Congress in 1978. There have been tremendous advances in technology ... since then." (The White
House, Press Briefing, 12/19/05)

» Because Of Its Speed, The NSA Program Is A Vital Tool In The War On Terror. GEN. HAYDEN: "l can say
unequivocally, all right, that we have got information through this program that would not otherwise have been
available." QUESTION: "Through the court? Because of the speed that you got it?" GEN. HAYDEN: "Yes,
because of the speed, because of the procedures, because of the processes and requirements set up in the FISA
process, | can say unequivocally that we have used this program in lieu of that and this program has been
successful." (The White House, Press Briefing, 12/19/05)

o FISA Was Not "Envisaged As A Tool To Cover Armed Enemy Combatants In Preparation For Attacks Inside
The United States." GEN. HAYDEN: "As the Attorney General says, FISA is very important, we make full use of
FISA. Butif you picture what FISA was designed to do, FISA is designed to handle the needs in the nation in two
broad categories: there's a law enforcement aspect of it; and the other aspect is the continued collection of foreign
intelligence. | don't think anyone could claim that FISA was envisaged as a tool to cover armed enemy combatants
in preparation for attacks inside the United States. And that's what this authorization under the President is
designed to help us do." (The White House, Press Briefing, 12/19/05)

Senator Schumer (D-NY) Says The Administration Could Have Gone To Congress To Make Changes To The Law.
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SEN. SCHUMER: "There's a certain arrogance to it. If they were right, and they believe they needed changes in the law,
which has been changed repeatedly since 1978, they could have gone to Congress and my guess is we would have given
them what they wanted, we just would have made sure there were safeguards there." (ABC's "Good Morning America,"
12/19/05)

But The Administration Did Go To Congress.

o The United States Cannot Allow The Enemy To Adjust. PRESIDENT BUSH: "Secondly, an open debate about
law would say to the enemy, here is what we're going to do. And this is an enemy which adjusts. We monitor this
program carefully. We have consulted with members of the Congress over a dozen times. We are constantly
reviewing the program. Those of us who review the program have a duty to uphold the laws of the United States,
and we take that duty very seriously." (President Bush, Press Conference, 12/19/05)

o Members Of Congress Advised The Administration That A New Statute Was Unlikely. AG GONZALES:
"We've had discussions with members of Congress, certain members of Congress, about whether or not we could
get an amendment to FISA, and we were advised that that was not likely to be — that was not something we could
likely get, certainly not without jeopardizing the existence of the program, and therefore, killing the program. And
that — and so a decision was made that because we felt that the authorities were there, that we should continue
moving forward with this program." (The White House, Press Briefing, 12/19/05)

Former Senator Graham (D-FL) Accuses The President Of Assaulting Civil Liberties. FMR. SEN. GRAHAM: "At the
same time, the President has to come to the defense of what clearly are assaults against our liberties, particularly removing
the role of the judiciary to assure that due process is provided to all american persons before the government acts against
their interests." (Fox News' "Fox News Live," 12/19/05)

But The NSA Program Includes Civil Liberties Safequards

o The Program Is Reviewed Every 45 Days. PRESIDENT BUSH: "This program is carefully reviewed
approximately every 45 days to ensure it is being used properly. Leaders in the United States Congress have been
briefed more than a dozen times on this program. And it has been effective in disrupting the enemy, while
safeguarding our civil liberties." (President Bush, Press Conference, 12/19/05)

o The NSA Program Does Not Monitor Calls That Originate And End In The United States. AG GONZALES:
"The President has authorized a program to engage in electronic surveillance of a particular kind, and this would be
the intercepts of contents of communications where one of the — one party to the communication is outside the
United States. And this is a very important point — people are running around saying that the United States is
somehow spying on American citizens calling their neighbors. Very, very important to understand that one party to
the communication has to be outside the United States." (The White House, Press Briefing, 12/19/05)

o The Program Only Monitors Calls In Which One Party Is Believed To Be Affiliated With Al Qaeda. AG
GONZALES: "Another very important point to remember is that we have to have a reasonable basis to conclude
that one party to the communication is a member of al Qaeda, affiliated with al Qaeda, or a member of an
organization affiliated with al Qaeda, or working in support of al Qaeda. We view these authorities as authorities to
confront the enemy in which the United States is at war with — and that is al Qaeda and those who are supporting or
affiliated with al Qaeda. What we're trying to do is learn of communications, back and forth, from within the United
States to overseas with members of al Qaeda. And that's what this program is about." (The White House, Press
Briefing, 12/19/05)
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Subject: Orin Kerr ...

From: "Kavanaugh, Brett M."
Date: 12/19/05, 5:43 PM
To: "Kaplan, Joel"

Orin Kerr

Legal Analysis of the NSA Domestic Surveillance Program:

Was the secret NSA surveillance program legal? Was it constitutional? Did it violate federal
statutory law? It turns out these are hard questions, but | wanted to try my best to answer
them. My answer is pretty tentative, but here it goes: Although it hinges somewhat on
technical details we don't know, it seems that the program was probably constitutional but
probably violated the federal law known as the Foreign Intelligence Surveillance Act. My
answer is extra-cautious for two reasons. First, there is some wiggle room in FISA,
depending on technical details we don't know of how the surveillance was done. Second,
there is at least a colorable argument -- if, | think in the end, an unpersuasive one -- that
the surveillance was authorized by the Authorization to Use Miltary Force as construed in
the Hamdi opinion.

This is a really long post, so let me tell you where I'm going. I'm going to start with the
Fourth Amendment; then turn to FISA; next look to the Authorization to Use Military Force;
and conclude by looking at claim that the surveillance was justified by the inherent
authority of Article Il. And before | start, let me be clear that nothing in this post is intended
to express or reflect a normative take of whether the surveillance program is a good idea or
a bad idea. In other words, I'm just trying to answer what the law is, not say what the law
should be. If you think my analysis is wrong, please let me know in the comment section;
I'd be delighted to post a correction.

The Fourth Amendment. On the whole, | think there are some pretty decent arguments
that this program did not violate the Fourth Amendment under existing precedent. There
are a bunch of different arguments here, but let me focus on two: the border search
exception and a national security exception. Neither is a slam dunk, by any means, but each
are plausible arguments left open by the cases.

The border search exception permits searches at the border of the United States "or its
functional equivalent." United States v. Montoya De Hernandez, 473 U.S. 531, 538 (1985).
The idea here is that the United States as a sovereign has a right to inspect stuff entering or
exiting the country as a way of protecting its sovereign interests, and that the Fourth
Amendment permits such searches. Courts have applied the border search exception in
cases of PCs and computer hard drives; if you bring a computer into or out of the United
States, the government can search your computer for contraband or other prohibited items
at the airport or wherever you are entering or leaving the country. See, e.g., United States v.
Ickes, 393 F.3d 501 (4th Cir. 2005) (Wilkinson, J.).

As | understand it, all of the monitoring involved in the NSA program involved
international calls (and international e-mails). That is, the NSA was intercepting
communications in the U.S., but only communications going outside the U.S. or coming
from abroad. I'm not aware of any cases applying the border search exception to raw data,
as compared to the search of a physical device that stores data, so this is untested ground.
At the same time, | don't know of a rationale in the caselaw for treating data differently than
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physical storage devices. The case law on the border search exception is phrased in pretty
broad language, so it seems at least plausible that a border search exception could apply to
monitoring at an ISP or telephone provider as the "functional equivalent of the border,"
much like airports are the functional equivalent of the border in the case of international
airline travel.

The government would have a second argument in case a court doesn't accept the border
search exception: the open question of whether there is a national security exception to the
Fourth Amendment that permits the government to conduct searches and surveillance for
foreign intelligence surveillance. Footnote 23 of Katz v. United States left this open, and
Justice White's conccurrence in Katz expanded on this point:

Wiretapping to protect the security of the Nation has been authorized by
successive Presidents. The present Administration would apparently save
national security cases from restrictions against wiretapping. We should not
require the warrant procedure and the magistrate's judgment if the President of
the United States or his chief legal officer, the Attorney General, has considered
the requirements of national security and authorized electronic surveillance as
reasonable.

The Supreme Court also left this question open in the so-called "Keith" case, United States
v. United States District Court, in 1972. Justice Powell's opinion in the Keith case concluded
that there was no national security exception to the Fourth Amendment for evidence
collection involving domestic organizations, but expressly held open the possibility that
such an exception existed for foreign intelligence collection:

Further, the instant case requires no judgment on the scope of the President's
surveillance power with respect to the activities of foreign powers, within or
without this country. The Attorney General's affidavit in this case states that the
surveillances were "deemed necessary to protect the nation from attempts of
domestic organizations to attack and subvert the existing structure of
Government." There is no evidence of any involvement, directly or indirectly, of a
foreign power.

The administration presumably takes the position that the President does have such power
in cases involving foreign evidence collection, and that the NSA surveillance is such a case.
The Supreme Court has never resolved the question, so it's an open constitutional issue.
Nonetheless, between the border search exception and the open possibility of a national
security exception, there are pretty decent arguments that the monitoring did not violate
the Fourth Amendment. Maybe persuasive, maybe not, but certainly open and fair
arguments under the case law.

Foreign Intelligence Surveillance Act. Now let's turn to FISA, a 1978 law that Congress
enacted in response to the Keith case. FISA goes beyond the Keith case, including foreign
intelligence surveillance in its scope even though it was left open as a constututional
question.

Specifically, 50 U.S.C. 1809 prohibits "electronic surveillance" except as authorized by

statutory law: "A person is guilty of an offense if he intentionally . . . engages in electronic
surveillance under color of law except as authorized by statute." "Electronic surveillance" is

epic.org EPIC-18-08-01-NARA-FOIA-20191022-Production-Staff-Secretary-Keyword-Surveillance 000058



Orin Kerr ...

defined in 50 U.S.C. 1801(f) to mean, in relevant part:

(1) the acquisition by an electronic, mechanical, or other surveillance device of
the contents of any wire or radio communication sent by or intended to be
received by a particular, known United States person who is in the United States,
if the contents are acquired by intentionally targeting that United States person,
under circumstances in which a person has a reasonable expectation of privacy
and a warrant would be required for law enforcement purposes;

(2) the acquisition by an electronic, mechanical, or other surveillance device of
the contents of any wire communication to or from a person in the United States,
without the consent of any party thereto, if such acquisition occurs in the United
States. . ..

A "United States person" is defined in 50 U.S.C. 1801(i) as "a citizen of the United States
[or] an alien lawfully admitted for permanent residence." A "wire communication" is defined
as a communication that is traveling by a wire; | don't know if "radio communication" is a
defined term, but | assume it refers primary to satellite communications.

Putting aside the AUMF and statutory exceptions for now, let's consider whether the NSA
surveillance program violates the basic prohibition of 50 U.S.C. 1809 — intentionally
conducting electronic surveillance. | think the answer is probably yes. If the surveillance
tapped wire communications under 1801(f)(2), the case is pretty clear: the surveillance
involved people in the U.S. and survillance in the U.S., and that's all that is required. If the
surveillance involved radio communications (satellite communications, I'm guessing), that's
a bit trickier. There is at least a little wiggle room in Section 1801(f)(1). For example, you
could say that the border search exception eliminates Fourth Amendment protection, such
that there was no reasonable expectation of privacy and therefore there would be no
warrant required in an analogous criminal case. In that case, the tapping of the radio
communication wouldn't count as "electronic surveillance." | don't think we know the details
of how the communucations were obtained, so | think it's fair to say that the surveillance
probably violated the basic proibition but it at least arguably depends on some of the
technical details we don't know.

Now, on to the exceptions. 50 U.S.C. 1802(a)(1) provides in relevant part:

Notwithstanding any other law, the President, through the Attorney General, may
authorize electronic surveillance without a court order under this subchapter to
acquire foreign intelligence information for periods of up to one year if the
Attorney General certifies in writing under oath that--

(A) the electronic surveillance is solely directed at--

(i) the acquisition of the contents of communications transmitted by means of
communications used exclusively between or among foreign powers, as defined
in section 1801(a)(1), (2), or (3) of this title; or

(ii) the acquisition of technical intelligence, other than the spoken
communications of individuals, from property or premises under the open and
exclusive control of a foreign power, as defined in section 1801(a)(1), (2), or (3)
of this title; [and]

(B) there is no substantial likelihood that the surveillance will acquire the
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contents of any communication to which a United States person is a party.

Does this exception permit the monitoring? Note that (i) and (ii) are both dealing with
"foreign power, as defined in (a)(1), (2), or (3) of this title." FISA's definition of "foreign
power" appears in 50 U.S.C. 1801:

(1) a foreign government or any component thereof, whether or not recognized
by the United States;

(2) a faction of a foreign nation or nations, not substantially composed of United
States persons;

(3) an entity that is openly acknowledged by a foreign government or
governments to be directed and controlled by such foreign government or
governments;

(4) a group engaged in international terrorism or activities in preparation
therefor;

(5) a foreign-based political organization, not substantially composed of United
States persons; or

(6) an entity that is directed and controlled by a foreign government or
governments.

So as | read the statutes, Congress was trying to give an exception for monitoring foreign
governments (al, a2, a3) but not terrorist groups (a4, a5, a6), so long as no citizens or
lawful permanent resident aliens were being monitored. There are interesting questions of
how that might have applied to Al Qaeda in Afghanistan, but | don't think we need to reach
them. It's my understanding that the program monitored both citizens and non-citizens, so
| don't see how the exception is applicable.

(Aside: Remember back in 2003 when a copy of the Administration's "Domestic Security
Enhancement Act" — sometimes dubbed "Patriot II" — was leaked to the press? Section 501
of that Act would have made "providing material support” to a terrorist group an automatic
ground for terminating citizenship. This is just a guess, but | wonder if the thinking was
that this would make the NSA warrantless monitoring program legal under FISA. An
individual who made regular contact with Al Qaeda could be giving them material support,
and the individual would then no longer be a United States person and could then be legally
subject to monitoring. Just speculation, but it might explain the thinking behind the
legislative proposal. Anyway, back to our regularly scheduled programming.)

Authorization to Use Military Force. The next question is whether the Authorization for
Use of Military Force, Pub. L. No. 107-40, 115 Stat. 224, justified the monitoring. The
authorizaton states in relevant part:

AUTHORIZATION FOR USE OF UNITED STATES ARMED FORCES.

(a) IN GENERAL.--That the President is authorized to use all necessary and
appropriate force against those nations, organizations, or persons he determines
planned, authorized, committed, or aided the terrorist attacks that occurred on
September 11, 2001, or harbored such organizations or persons, in order to
prevent any future acts of international terrorism against the United States by
such nations, organizations or persons.

| assume that the Administration's claim is that the AUMF counts as a "statute" that
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authorizes the surveillance: 50 U.S.C. 1809 states that "A person is guilty of an offense if he
intentionally . . . engages in electronic surveillance under color of law except as authorized
by statute," so if the AUMF authorized the electronic surveillance, then the NSA program
didn't violate FISA.

The Supreme Court considered the legal effect of the AUMF in Hamdi v. Rumsfeld. Yaser
Hamdi was being held as an enemy combatant, and claimed that his detention violated 18
U.S.C. 4001. Section 4001(a) states that "[n]o citizen shall be imprisoned or otherwise
detained by the United States except pursuant to an Act of Congress." Given Justice
Thomas's very broad reading of the AUMF in his dissent, | think the key interpretation is
that of Justice O'Connor's plurality opinion, joined by Chief Justice Rehnquist, Justice
Kennedy, and Justice Breyer. Justice O'Connor concluded that the the AUMF was "an act of
Congress" that authorized Hamdi's detention, such that the detention did not violate
4001(a):

The AUMF authorizes the President to use "all necessary and appropriate force"
against "nations, organizations, or persons" associated with the September 11,
2001, terrorist attacks. 115 Stat. 224. There can be no doubt that individuals
who fought against the United States in Afghanistan as part of the Taliban, an
organization known to have supported the al Qaeda terrorist network
responsible for those attacks, are individuals Congress sought to target in
passing the AUMF. We conclude that detention of individuals falling into the
limited category we are considering, for the duration of the particular conflict in
which they were captured, is so fundamental and accepted an incident to war as
to be an exercise of the "necessary and appropriate force" Congress has
authorized the President to use.

The capture and detention of lawful combatants and the capture, detention,
and trial of unlawful combatants, by "universal agreement and practice," are
"important incident[s] of war." Ex parte Quirin, 317 U. S., at 28. The purpose of
detention is to prevent captured individuals from returning to the field of battle
and taking up arms once again. . ..

In light of these principles, it is of no moment that the AUMF does not use
specific language of detention. Because detention to prevent a combatant's
return to the battlefield is a fundamental incident of waging war, in permitting
the use of "necessary and appropriate force," Congress has clearly and
unmistakably authorized detention in the narrow circumstances considered here.

Hamdi contends that the AUMF does not authorize indefinite or perpetual
detention. Certainly, we agree that indefinite detention for the purpose of
interrogation is not authorized. Further, we understand Congress' grant of
authority for the use of "necessary and appropriate force" to include the
authority to detain for the duration of the relevant conflict, and our
understanding is based on longstanding law-of-war principles.

The United States may detain, for the duration of these hostilities, individuals
legitimately determined to be Taliban combatants who "engaged in an armed
conflict against the United States." If the record establishes that United States
troops are still involved in active combat in Afghanistan, those detentions are
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part of the exercise of "necessary and appropriate force," and therefore are
authorized by the AUMF.

So does the AUMF authorize the surveillance? As often happens when you're trying to draw
guidance from an O'Connor opinion, it's not entirely clear. Under her opinion, the key
guestion is whether the act is "so fundamental and accepted an incident to war" that it falls
within the authorization. But that depends on the level of generality you chose to use to
define "the act." Is "the act" spying on the enemy? In that case, perhaps it is a fundamental
incident to war. Or is "the act" conducting U.S. domestic surveillance of U.S. citizens? In that
case, the answer is no, it's not a fundamental incident to war.

In the end, my best sense is that the AUMF doesn't extend to this. | have three reasons.
First, O'Connor's opinion says the following about detention for interrogation: "Certainly, we
agree that indefinite detention for the purpose of interrogation is not authorized." It seems
to me that surveillance and wiretapping is pretty similar to interrogation: the point of both
is getting information about your enemy. Second, it doesn't seem like wiretapping counts
as a "use of force." If you read the text of the AUMF, it doesn't seem to me that it authorizes
wiretapping. Finally, note that Congress passed the Patriot Act about a month after passing
the AUMF; if Congress had intended the AUMF to give the president wide authority to
conduct domestic surveillance against Al Qaeda, | don't think they would have spent so
much time amending FISA for terrorism investigations. So at bottom, | think the AUMF
probably didn't authorize this, although the Hamdi case gives some colorable (if ultimately
unpersuasive) arguments that it might.

Article Il. The final argument is that Article Il of the Constitution gives the President
inherent authority to conduct such monitoring. The Administration introduced this theory in
a supplemental brief filed in the FISA Court of Review:

The President Has Inherent Authoritv to Conduct Warrantless Electronic
Surveillance to Protect National Security from Foreign Threats.

In considering the constitutionality of the amended FISA, it is important to
understand that FISA is not required by the Constitution. Rather, the Constitution
vests in the President inherent authority to conduct warrantless intelligence
surveillance (electronic or otherwise) of foreign powers or their agents, and
Congress cannot by statute extinguish that constitutional authority. Both before
and after the enactment of FISA, courts have recognized the President's inherent
authority to conduct foreign intelligence surveillance. See, e.g., Butenko, 494
F.2d at 608 (grounding exception to warrant requirement in the President's
Commander-in-chief and foreign-affairs powers; noting that the country's self-
defense needs weigh on the side of reasonableness); Truong, 629 F.2d at 914
(citing the President's foreign affairs power as justifying an exception to the
warrant requirement); cf. United States v. United States District Court (Keith),
407 U.S. 297, 308 (1972)(reserving the question whether the President's
foreign-affairs powers justify exception from warrant requirement).

So the argument, as | understand it, is that Congress has no power to legislate in a way
that inteferes with the President's Commander-in-Chief power, a judgment made, |
suppose, by the President himself.
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| have been unable to find any caselaw in support of this argument. Further, the argument
has no support from the cases cited in the government's brief. In all three of those cases --
Butenko, Truong, and Keith - the Courts were talking about whether the President's interest
in conducting foreign intelligence monitoring creates an exception to the Warrant
Requirement of the Fourth Amendment. In other words, the issue in those case was whether
the Constitution bars warrantless surveillance absent Congressional action, not whether
Congressional prohibitons in this area cannot bind the Executive branch.

Consider the citation to the Butenko case. Here is the relevant section, from 494 F.2d at
608:

Both executive authority in the foreign affairs area and society's interest in
privacy are of significance, and are equally worthy of judicial concern.

The importance of the President's responsibilities in the foreign affairs field
requires the judicial branch to act with the utmost care when asked to place
limitations on the President's powers in that area. As Commander-in-Chief, the
President must guard the country from foreign aggression, sabotage, and
espionage. Obligated to conduct this nation's foreign affairs, he must be aware
of the posture of foreign nations toward the United States, the intelligence
activities of foreign countries aimed at uncovering American secrets, and the
policy positions of foreign states on a broad range of international issues.

To be sure, in the course of such wiretapping conversations of alien officials
and agents, and perhaps of American citizens, will be overheard and to that
extent, their privacy infringed. But the Fourth Amendment proscribes only
'unreasonable' searches and seizures. And balanced against this country's self-
defense needs, we cannot say that the district court erred in concluding that the
electronic surveillance here did not trench upon Ivanov's Fourth Amendment
rights.

As | read this analysis, it is entirely focused on the Fourth Amendment, and specifically
whether the President's Commander in Chief power should trigger a relaxed Fourth
Amendment standard. That seems quite different from a claim that Article Il makes
Congressional regulation inoperative. The same goes for the citation to Truong, 629 F.2d at
914. In the course of discussing whether the Courts should require a warant for foreig
intelligence surveillance, the court tried to balance the ability of courts to regulate
intelligence surveillance with the strong governmentg interest:

Perhaps most crucially, the executive branch not only has superior expertise in
the area of foreign intelligence, it is also constitutionally designated as the pre-
eminent authority in foreign affairs. The President and his deputies are charged
by the constitution with the conduct of the foreign policy of the United States in
times of war and peace. Just as the separation of powers in Keith forced the
executive to recognize a judicial role when the President conducts domestic
security surveillance, so the separation of powers requires us to acknowledge
the principal responsibility of the President for foreign affairs and concomitantly
for foreign intelligence surveillance.

In sum, because of the need of the executive branch for flexibility, its practical
experience, and its constitutional competence, the courts should not require the
executive to secure a warrant each time it conducts foreign intelligence
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surveillance.

While the Court was recognizing the President's constitutional role, it was in a very specific
context: balancing reasonableness in the context of Fourth Amendment law to determine
whether the surveillance required a warrant. Again, this doesn't seem to go to whether
Congress can impose binding statutory prohibitions beyond the Fourth Amendment.

Conclusion. Anyway, that's my tentative take; | hope it's helpful. It's entirely possible that |
goofed the analysis somewhere along the way; FISA, the AUMF, and Article Il aren't my area
of expertise, so we should consider this post a work in progress. | look forward to
comments -- civil and respectful, please.
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From: Kavanaugh, Brett M.

Sent: Monday, December 19, 2005 5:43 PM
To: Kaplan, Joel

Subject: Orin Kerr ...

Orin Kerr

Legal Analysis of the NSA Domestic Surveillance Program:

Was the secret NSA surveillance program legal? Was it constitutional? Did it violate federal
statutory law? It turns out these are hard questions, but | wanted to try my best to answer
them. My answer is pretty tentative, but here it goes: Although it hinges somewhat on
technical details we don't know, it seems that the program was probably constitutional but
probably violated the federal law known as the Foreign Intelligence Surveillance Act. My
answer is extra-cautious for two reasons. First, there is some wiggle room in FISA,
depending on technical details we don't know of how the surveillance was done. Second,
there is at least a colorable argument -- if, | think in the end, an unpersuasive one -- that
the surveillance was authorized by the Authorization to Use Miltary Force as construed in
the Hamdi opinion.

This is a really long post, so let me tell you where I'm going. I'm going to start with the
Fourth Amendment; then turn to FISA; next look to the Authorization to Use Military Force;
and conclude by looking at claim that the surveillance was justified by the inherent
authority of Article Il. And before | start, let me be clear that nothing in this post is intended
to express or reflect a normative take of whether the surveillance program is a good idea or
a bad idea. In other words, I'm just trying to answer what the law is, not say what the law
should be. If you think my analysis is wrong, please let me know in the comment section;
I'd be delighted to post a correction.

The Fourth Amendment. On the whole, | think there are some pretty decent arguments
that this program did not violate the Fourth Amendment under existing precedent. There
are a bunch of different arguments here, but let me focus on two: the border search
exception and a national security exception. Neither is a slam dunk, by any means, but each
are plausible arguments left open by the cases.

The border search exception permits searches at the border of the United States "or its
functional equivalent." United States v. Montoya De Hernandez, 473 U.S. 531, 538 (1985).
The idea here is that the United States as a sovereign has a right to inspect stuff entering or
exiting the country as a way of protecting its sovereign interests, and that the Fourth
Amendment permits such searches. Courts have applied the border search exception in
cases of PCs and computer hard drives; if you bring a computer into or out of the United
States, the government can search your computer for contraband or other prohibited items
at the airport or wherever you are entering or leaving the country. See, e.g., United States v.
Ickes, 393 F.3d 501 (4th Cir. 2005) (Wilkinson, J.).
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As | understand it, all of the monitoring involved in the NSA program involved
international calls (and international e-mails). That is, the NSA was intercepting
communications in the U.S., but only communications going outside the U.S. or coming
from abroad. I'm not aware of any cases applying the border search exception to raw data,
as compared to the search of a physical device that stores data, so this is untested ground.
At the same time, | don't know of a rationale in the caselaw for treating data differently than
physical storage devices. The case law on the border search exception is phrased in pretty
broad language, so it seems at least plausible that a border search exception could apply to
monitoring at an ISP or telephone provider as the "functional equivalent of the border,"
much like airports are the functional equivalent of the border in the case of international
airline travel.

The government would have a second argument in case a court doesn't accept the border
search exception: the open question of whether there is a national security exception to the
Fourth Amendment that permits the government to conduct searches and surveillance for
foreign intelligence surveillance. Footnote 23 of Katz v. United States left this open, and
Justice White's conccurrence in Katz expanded on this point:

Wiretapping to protect the security of the Nation has been authorized by
successive Presidents. The present Administration would apparently save
national security cases from restrictions against wiretapping. We should not
require the warrant procedure and the magistrate's judgment if the President of
the United States or his chief legal officer, the Attorney General, has considered
the requirements of national security and authorized electronic surveillance as
reasonable.

The Supreme Court also left this question open in the so-called "Keith" case, United States
v. United States District Court, in 1972. Justice Powell's opinion in the Keith case concluded
that there was no national security exception to the Fourth Amendment for evidence
collection involving domestic organizations, but expressly held open the possibility that
such an exception existed for foreign intelligence collection:

Further, the instant case requires no judgment on the scope of the President's
surveillance power with respect to the activities of foreign powers, within or
without this country. The Attorney General's affidavit in this case states that the
surveillances were "deemed necessary to protect the nation from attempts of
domestic organizations to attack and subvert the existing structure of
Government." There is no evidence of any involvement, directly or indirectly, of a
foreign power.

The administration presumably takes the position that the President does have such power
in cases involving foreign evidence collection, and that the NSA surveillance is such a case.
The Supreme Court has never resolved the question, so it's an open constitutional issue.
Nonetheless, between the border search exception and the open possibility of a national
security exception, there are pretty decent arguments that the monitoring did not violate
the Fourth Amendment. Maybe persuasive, maybe not, but certainly open and fair
arguments under the case law.

Foreign Intelligence Surveillance Act. Now let's turn to FISA, a 1978 law that Congress
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enacted in response to the Keith case. FISA goes beyond the Keith case, including foreign
intelligence surveillance in its scope even though it was left open as a constututional
question.

Specifically, 50 U.S.C. 1809 prohibits "electronic surveillance" except as authorized by
statutory law: "A person is guilty of an offense if he intentionally . . . engages in electronic
surveillance under color of law except as authorized by statute." "Electronic surveillance" is
defined in 50 U.S.C. 1801(f) to mean, in relevant part:

(1) the acquisition by an electronic, mechanical, or other surveillance device of
the contents of any wire or radio communication sent by or intended to be
received by a particular, known United States person who is in the United States,
if the contents are acquired by intentionally targeting that United States person,
under circumstances in which a person has a reasonable expectation of privacy
and a warrant would be required for law enforcement purposes;

(2) the acquisition by an electronic, mechanical, or other surveillance device of
the contents of any wire communication to or from a person in the United States,
without the consent of any party thereto, if such acquisition occurs in the United
States. . ..

A "United States person" is defined in 50 U.S.C. 1801(i) as "a citizen of the United States
[or] an alien lawfully admitted for permanent residence." A "wire communication” is defined
as a communication that is traveling by a wire; | don't know if "radio communication" is a
defined term, but | assume it refers primary to satellite communications.

Putting aside the AUMF and statutory exceptions for now, let's consider whether the NSA
surveillance program violates the basic prohibition of 50 U.S.C. 1809 — intentionally
conducting electronic surveillance. | think the answer is probably yes. If the surveillance
tapped wire communications under 1801(f)(2), the case is pretty clear: the surveillance
involved people in the U.S. and survillance in the U.S., and that's all that is required. If the
surveillance involved radio communications (satellite communications, I'm guessing), that's
a bit trickier. There is at least a little wiggle room in Section 1801(f)(1). For example, you
could say that the border search exception eliminates Fourth Amendment protection, such
that there was no reasonable expectation of privacy and therefore there would be no
warrant required in an analogous criminal case. In that case, the tapping of the radio
communication wouldn't count as "electronic surveillance." | don't think we know the details
of how the communucations were obtained, so | think it's fair to say that the surveillance
probably violated the basic proibition but it at least arguably depends on some of the
technical details we don't know.

Now, on to the exceptions. 50 U.S.C. 1802(a)(1) provides in relevant part:

Notwithstanding any other law, the President, through the Attorney General, may
authorize electronic surveillance without a court order under this subchapter to
acquire foreign intelligence information for periods of up to one year if the
Attorney General certifies in writing under oath that--

(A) the electronic surveillance is solely directed at--
(i) the acquisition of the contents of communications transmitted by means of
communications used exclusively between or among foreign powers, as defined
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in section 1801(a)(1), (2), or (3) of this title; or

(ii) the acquisition of technical intelligence, other than the spoken
communications of individuals, from property or premises under the open and
exclusive control of a foreign power, as defined in section 1801(a)(1), (2), or (3)
of this title; [and]

(B) there is no substantial likelihood that the surveillance will acquire the
contents of any communication to which a United States person is a party.

Does this exception permit the monitoring? Note that (i) and (ii) are both dealing with
"foreign power, as defined in (a)(1), (2), or (3) of this title." FISA's definition of "foreign
power" appears in 50 U.S.C. 1801:

(1) a foreign government or any component thereof, whether or not recognized
by the United States;

(2) a faction of a foreign nation or nations, not substantially composed of United
States persons;

(3) an entity that is openly acknowledged by a foreign government or
governments to be directed and controlled by such foreign government or
governments;

(4) a group engaged in international terrorism or activities in preparation
therefor;

(5) a foreign-based political organization, not substantially composed of United
States persons; or

(6) an entity that is directed and controlled by a foreign government or
governments.

So as | read the statutes, Congress was trying to give an exception for monitoring foreign
governments (al, a2, a3) but not terrorist groups (a4, a5, a6), so long as no citizens or
lawful permanent resident aliens were being monitored. There are interesting questions of
how that might have applied to Al Qaeda in Afghanistan, but | don't think we need to reach
them. It's my understanding that the program monitored both citizens and non-citizens, so
| don't see how the exception is applicable.

(Aside: Remember back in 2003 when a copy of the Administration's "Domestic Security
Enhancement Act" — sometimes dubbed "Patriot II" — was leaked to the press? Section 501
of that Act would have made "providing material support" to a terrorist group an automatic
ground for terminating citizenship. This is just a guess, but | wonder if the thinking was
that this would make the NSA warrantless monitoring program legal under FISA. An
individual who made regular contact with Al Qaeda could be giving them material support,
and the individual would then no longer be a United States person and could then be legally
subject to monitoring. Just speculation, but it might explain the thinking behind the
legislative proposal. Anyway, back to our regularly scheduled programming.)

Authorization to Use Military Force. The next question is whether the Authorization for
Use of Military Force, Pub. L. No. 107-40, 115 Stat. 224, justified the monitoring. The
authorizaton states in relevant part:

AUTHORIZATION FOR USE OF UNITED STATES ARMED FORCES.
(a) IN GENERAL.--That the President is authorized to use all necessary and
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appropriate force against those nations, organizations, or persons he determines
planned, authorized, committed, or aided the terrorist attacks that occurred on
September 11, 2001, or harbored such organizations or persons, in order to
prevent any future acts of international terrorism against the United States by
such nations, organizations or persons.

| assume that the Administration's claim is that the AUMF counts as a "statute” that
authorizes the surveillance: 50 U.S.C. 1809 states that "A person is guilty of an offense if he
intentionally . . . engages in electronic surveillance under color of law except as authorized
by statute,” so if the AUMF authorized the electronic surveillance, then the NSA program
didn't violate FISA.

The Supreme Court considered the legal effect of the AUMF in Hamdi v. Rumsfeld. Yaser
Hamdi was being held as an enemy combatant, and claimed that his detention violated 18
U.S.C. 4001. Section 4001(a) states that "[n]o citizen shall be imprisoned or otherwise
detained by the United States except pursuant to an Act of Congress." Given Justice
Thomas's very broad reading of the AUMF in his dissent, | think the key interpretation is
that of Justice O'Connor's plurality opinion, joined by Chief Justice Rehnquist, Justice
Kennedy, and Justice Breyer. Justice O'Connor concluded that the the AUMF was "an act of
Congress" that authorized Hamdi's detention, such that the detention did not violate
4001(a):

The AUMF authorizes the President to use "all necessary and appropriate force"
against "nations, organizations, or persons" associated with the September 11,
2001, terrorist attacks. 115 Stat. 224. There can be no doubt that individuals
who fought against the United States in Afghanistan as part of the Taliban, an
organization known to have supported the al Qaeda terrorist network
responsible for those attacks, are individuals Congress sought to target in
passing the AUMF. We conclude that detention of individuals falling into the
limited category we are considering, for the duration of the particular conflict in
which they were captured, is so fundamental and accepted an incident to war as
to be an exercise of the "necessary and appropriate force" Congress has
authorized the President to use.

The capture and detention of lawful combatants and the capture, detention,
and trial of unlawful combatants, by "universal agreement and practice," are
"important incident[s] of war." Ex parte Quirin, 317 U. S., at 28. The purpose of
detention is to prevent captured individuals from returning to the field of battle
and taking up arms once again. . . .

In light of these principles, it is of no moment that the AUMF does not use
specific language of detention. Because detention to prevent a combatant's
return to the battlefield is a fundamental incident of waging war, in permitting
the use of "necessary and appropriate force," Congress has clearly and
unmistakably authorized detention in the narrow circumstances considered here.

Hamdi contends that the AUMF does not authorize indefinite or perpetual
detention. Certainly, we agree that indefinite detention for the purpose of
interrogation is not authorized. Further, we understand Congress' grant of
authority for the use of "necessary and appropriate force" to include the
authority to detain for the duration of the relevant conflict, and our
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understanding is based on longstanding law-of-war principles.

The United States may detain, for the duration of these hostilities, individuals
legitimately determined to be Taliban combatants who "engaged in an armed
conflict against the United States." If the record establishes that United States
troops are still involved in active combat in Afghanistan, those detentions are
part of the exercise of "necessary and appropriate force," and therefore are
authorized by the AUMF.

So does the AUMF authorize the surveillance? As often happens when you're trying to draw
guidance from an O'Connor opinion, it's not entirely clear. Under her opinion, the key
guestion is whether the act is "so fundamental and accepted an incident to war" that it falls
within the authorization. But that depends on the level of generality you chose to use to
define "the act." Is "the act" spying on the enemy? In that case, perhaps it is a fundamental
incident to war. Or is "the act" conducting U.S. domestic surveillance of U.S. citizens? In that
case, the answer is no, it's not a fundamental incident to war.

In the end, my best sense is that the AUMF doesn't extend to this. | have three reasons.
First, O'Connor's opinion says the following about detention for interrogation: "Certainly, we
agree that indefinite detention for the purpose of interrogation is not authorized." It seems
to me that surveillance and wiretapping is pretty similar to interrogation: the point of both
is getting information about your enemy. Second, it doesn't seem like wiretapping counts
as a "use of force." If you read the text of the AUMF, it doesn't seem to me that it authorizes
wiretapping. Finally, note that Congress passed the Patriot Act about a month after passing
the AUMF; if Congress had intended the AUMF to give the president wide authority to
conduct domestic surveillance against Al Qaeda, | don't think they would have spent so
much time amending FISA for terrorism investigations. So at bottom, | think the AUMF
probably didn't authorize this, although the Hamdi case gives some colorable (if ultimately
unpersuasive) arguments that it might.

Article Il. The final argument is that Article Il of the Constitution gives the President
inherent authority to conduct such monitoring. The Administration introduced this theory in
a supplemental brief filed in the FISA Court of Review:

The President Has Inherent Authoritv to Conduct Warrantless Electronic
Surveillance to Protect National Security from Foreign Threats.

In considering the constitutionality of the amended FISA, it is important to
understand that FISA is not required by the Constitution. Rather, the Constitution
vests in the President inherent authority to conduct warrantless intelligence
surveillance (electronic or otherwise) of foreign powers or their agents, and
Congress cannot by statute extinguish that constitutional authority. Both before
and after the enactment of FISA, courts have recognized the President's inherent
authority to conduct foreign intelligence surveillance. See, e.g., Butenko, 494
F.2d at 608 (grounding exception to warrant requirement in the President's
Commander-in-chief and foreign-affairs powers; noting that the country's self-
defense needs weigh on the side of reasonableness); Truong, 629 F.2d at 914
(citing the President's foreign affairs power as justifying an exception to the
warrant requirement); cf. United States v. United States District Court (Keith),
407 U.S. 297, 308 (1972)(reserving the question whether the President's
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foreign-affairs powers justify exception from warrant requirement).

So the argument, as | understand it, is that Congress has no power to legislate in a way
that inteferes with the President's Commander-in-Chief power, a judgment made, |
suppose, by the President himself.

| have been unable to find any caselaw in support of this argument. Further, the argument
has no support from the cases cited in the government's brief. In all three of those cases —-
Butenko, Truong, and Keith - the Courts were talking about whether the President's interest
in conducting foreign intelligence monitoring creates an exception to the Warrant
Requirement of the Fourth Amendment. In other words, the issue in those case was whether
the Constitution bars warrantless surveillance absent Congressional action, not whether
Congressional prohibitons in this area cannot bind the Executive branch.

Consider the citation to the Butenko case. Here is the relevant section, from 494 F.2d at
608:

Both executive authority in the foreign affairs area and society's interest in
privacy are of significance, and are equally worthy of judicial concern.

The importance of the President's responsibilities in the foreign affairs field
requires the judicial branch to act with the utmost care when asked to place
limitations on the President's powers in that area. As Commander-in-Chief, the
President must guard the country from foreign aggression, sabotage, and
espionage. Obligated to conduct this nation's foreign affairs, he must be aware
of the posture of foreign nations toward the United States, the intelligence
activities of foreign countries aimed at uncovering American secrets, and the
policy positions of foreign states on a broad range of international issues.

To be sure, in the course of such wiretapping conversations of alien officials
and agents, and perhaps of American citizens, will be overheard and to that
extent, their privacy infringed. But the Fourth Amendment proscribes only
'unreasonable’ searches and seizures. And balanced against this country's self-
defense needs, we cannot say that the district court erred in concluding that the
electronic surveillance here did not trench upon Ivanov's Fourth Amendment
rights.

As | read this analysis, it is entirely focused on the Fourth Amendment, and specifically
whether the President's Commander in Chief power should trigger a relaxed Fourth
Amendment standard. That seems quite different from a claim that Article Il makes
Congressional regulation inoperative. The same goes for the citation to Truong, 629 F.2d at
914. In the course of discussing whether the Courts should require a warant for foreig
intelligence surveillance, the court tried to balance the ability of courts to regulate
intelligence surveillance with the strong governmentg interest:

Perhaps most crucially, the executive branch not only has superior expertise in
the area of foreign intelligence, it is also constitutionally designated as the pre-
eminent authority in foreign affairs. The President and his deputies are charged
by the constitution with the conduct of the foreign policy of the United States in
times of war and peace. Just as the separation of powers in Keith forced the
executive to recognize a judicial role when the President conducts domestic
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security surveillance, so the separation of powers requires us to acknowledge
the principal responsibility of the President for foreign affairs and concomitantly
for foreign intelligence surveillance.

In sum, because of the need of the executive branch for flexibility, its practical
experience, and its constitutional competence, the courts should not require the
executive to secure a warrant each time it conducts foreign intelligence
surveillance.

While the Court was recognizing the President's constitutional role, it was in a very specific
context: balancing reasonableness in the context of Fourth Amendment law to determine
whether the surveillance required a warrant. Again, this doesn't seem to go to whether
Congress can impose binding statutory prohibitions beyond the Fourth Amendment.

Conclusion. Anyway, that's my tentative take; | hope it's helpful. It's entirely possible that |
goofed the analysis somewhere along the way; FISA, the AUMF, and Article Il aren't my area
of expertise, so we should consider this post a work in progress. | look forward to
comments -- civil and respectful, please.
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Orin Kerr

Legal Analysis of the NSA Domestic Surveillance Program:

Was the secret NSA surveillance program legal? Was it constitutional? Did it violate federal
statutory law? It turns out these are hard questions, but | wanted to try my best to answer
them. My answer is pretty tentative, but here it goes: Although it hinges somewhat on
technical details we don't know, it seems that the program was probably constitutional but
probably violated the federal law known as the Foreign Intelligence Surveillance Act. My
answer is extra-cautious for two reasons. First, there is some wiggle room in FISA,
depending on technical details we don't know of how the surveillance was done. Second,
there is at least a colorable argument -- if, | think in the end, an unpersuasive one -- that
the surveillance was authorized by the Authorization to Use Miltary Force as construed in
the Hamdi opinion.

This is a really long post, so let me tell you where I'm going. I'm going to start with the
Fourth Amendment; then turn to FISA; next look to the Authorization to Use Military Force;
and conclude by looking at claim that the surveillance was justified by the inherent
authority of Article Il. And before | start, let me be clear that nothing in this post is intended
to express or reflect a normative take of whether the surveillance program is a good idea or
a bad idea. In other words, I'm just trying to answer what the law is, not say what the law
should be. If you think my analysis is wrong, please let me know in the comment section;
I'd be delighted to post a correction.

The Fourth Amendment. On the whole, | think there are some pretty decent arguments
that this program did not violate the Fourth Amendment under existing precedent. There
are a bunch of different arguments here, but let me focus on two: the border search
exception and a national security exception. Neither is a slam dunk, by any means, but each
are plausible arguments left open by the cases.

The border search exception permits searches at the border of the United States "or its
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functional equivalent." United States v. Montoya De Hernandez, 473 U.S. 531, 538 (1985).
The idea here is that the United States as a sovereign has a right to inspect stuff entering or
exiting the country as a way of protecting its sovereign interests, and that the Fourth
Amendment permits such searches. Courts have applied the border search exception in
cases of PCs and computer hard drives; if you bring a computer into or out of the United
States, the government can search your computer for contraband or other prohibited items
at the airport or wherever you are entering or leaving the country. See, e.g., United States v.
Ickes, 393 F.3d 501 (4th Cir. 2005) (Wilkinson, J.).

As | understand it, all of the monitoring involved in the NSA program involved
international calls (and international e-mails). That is, the NSA was intercepting
communications in the U.S., but only communications going outside the U.S. or coming
from abroad. I'm not aware of any cases applying the border search exception to raw data,
as compared to the search of a physical device that stores data, so this is untested ground.
At the same time, | don't know of a rationale in the caselaw for treating data differently than
physical storage devices. The case law on the border search exception is phrased in pretty
broad language, so it seems at least plausible that a border search exception could apply to
monitoring at an ISP or telephone provider as the "functional equivalent of the border,"
much like airports are the functional equivalent of the border in the case of international
airline travel.

The government would have a second argument in case a court doesn't accept the border
search exception: the open question of whether there is a national security exception to the
Fourth Amendment that permits the government to conduct searches and surveillance for
foreign intelligence surveillance. Footnote 23 of Katz v. United States left this open, and
Justice White's conccurrence in Katz expanded on this point:

Wiretapping to protect the security of the Nation has been authorized by
successive Presidents. The present Administration would apparently save
national security cases from restrictions against wiretapping. We should not
require the warrant procedure and the magistrate's judgment if the President of
the United States or his chief legal officer, the Attorney General, has considered
the requirements of national security and authorized electronic surveillance as
reasonable.

The Supreme Court also left this question open in the so-called "Keith" case, United States
v. United States District Court, in 1972. Justice Powell's opinion in the Keith case concluded
that there was no national security exception to the Fourth Amendment for evidence
collection involving domestic organizations, but expressly held open the possibility that
such an exception existed for foreign intelligence collection:

Further, the instant case requires no judgment on the scope of the President's
surveillance power with respect to the activities of foreign powers, within or
without this country. The Attorney General's affidavit in this case states that the
surveillances were "deemed necessary to protect the nation from attempts of
domestic organizations to attack and subvert the existing structure of
Government." There is no evidence of any involvement, directly or indirectly, of a
foreign power.

The administration presumably takes the position that the President does have such power
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in cases involving foreign evidence collection, and that the NSA surveillance is such a case.
The Supreme Court has never resolved the question, so it's an open constitutional issue.
Nonetheless, between the border search exception and the open possibility of a national
security exception, there are pretty decent arguments that the monitoring did not violate
the Fourth Amendment. Maybe persuasive, maybe not, but certainly open and fair
arguments under the case law.

Foreign Intelligence Surveillance Act. Now let's turn to FISA, a 1978 law that Congress
enacted in response to the Keith case. FISA goes beyond the Keith case, including foreign
intelligence surveillance in its scope even though it was left open as a constututional
question.

Specifically, 50 U.S.C. 1809 prohibits "electronic surveillance" except as authorized by
statutory law: "A person is guilty of an offense if he intentionally . . . engages in electronic
surveillance under color of law except as authorized by statute." "Electronic surveillance" is
defined in 50 U.S.C. 1801(f) to mean, in relevant part:

(1) the acquisition by an electronic, mechanical, or other surveillance device of
the contents of any wire or radio communication sent by or intended to be
received by a particular, known United States person who is in the United States,
if the contents are acquired by intentionally targeting that United States person,
under circumstances in which a person has a reasonable expectation of privacy
and a warrant would be required for law enforcement purposes;

(2) the acquisition by an electronic, mechanical, or other surveillance device of
the contents of any wire communication to or from a person in the United States,
without the consent of any party thereto, if such acquisition occurs in the United
States. . ..

A "United States person" is defined in 50 U.S.C. 1801(i) as "a citizen of the United States
[or] an alien lawfully admitted for permanent residence." A "wire communication” is defined
as a communication that is traveling by a wire; | don't know if "radio communication" is a
defined term, but | assume it refers primary to satellite communications.

Putting aside the AUMF and statutory exceptions for now, let's consider whether the NSA
surveillance program violates the basic prohibition of 50 U.S.C. 1809 — intentionally
conducting electronic surveillance. | think the answer is probably yes. If the surveillance
tapped wire communications under 1801(f)(2), the case is pretty clear: the surveillance
involved people in the U.S. and survillance in the U.S., and that's all that is required. If the
surveillance involved radio communications (satellite communications, I'm guessing), that's
a bit trickier. There is at least a little wiggle room in Section 1801(f)(1). For example, you
could say that the border search exception eliminates Fourth Amendment protection, such
that there was no reasonable expectation of privacy and therefore there would be no
warrant required in an analogous criminal case. In that case, the tapping of the radio
communication wouldn't count as "electronic surveillance." | don't think we know the details
of how the communucations were obtained, so | think it's fair to say that the surveillance
probably violated the basic proibition but it at least arguably depends on some of the
technical details we don't know.

Now, on to the exceptions. 50 U.S.C. 1802(a)(1) provides in relevant part:
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Notwithstanding any other law, the President, through the Attorney General, may
authorize electronic surveillance without a court order under this subchapter to
acquire foreign intelligence information for periods of up to one year if the
Attorney General certifies in writing under oath that--

(A) the electronic surveillance is solely directed at--

(i) the acquisition of the contents of communications transmitted by means of
communications used exclusively between or among foreign powers, as defined
in section 1801(a)(1), (2), or (3) of this title; or

(ii) the acquisition of technical intelligence, other than the spoken
communications of individuals, from property or premises under the open and
exclusive control of a foreign power, as defined in section 1801(a)(1), (2), or (3)
of this title; [and]

(B) there is no substantial likelihood that the surveillance will acquire the
contents of any communication to which a United States person is a party.

Does this exception permit the monitoring? Note that (i) and (ii) are both dealing with
"foreign power, as defined in (a)(1), (2), or (3) of this title." FISA's definition of "foreign
power" appears in 50 U.S.C. 1801:

(1) a foreign government or any component thereof, whether or not recognized
by the United States;

(2) a faction of a foreign nation or nations, not substantially composed of United
States persons;

(3) an entity that is openly acknowledged by a foreign government or
governments to be directed and controlled by such foreign government or
governments;

(4) a group engaged in international terrorism or activities in preparation
therefor;

(5) a foreign-based political organization, not substantially composed of United
States persons; or

(6) an entity that is directed and controlled by a foreign government or
governments.

So as | read the statutes, Congress was trying to give an exception for monitoring foreign
governments (al, a2, a3) but not terrorist groups (a4, a5, a6), so long as no citizens or
lawful permanent resident aliens were being monitored. There are interesting questions of
how that might have applied to Al Qaeda in Afghanistan, but | don't think we need to reach
them. It's my understanding that the program monitored both citizens and non-citizens, so
| don't see how the exception is applicable.

(Aside: Remember back in 2003 when a copy of the Administration's "Domestic Security
Enhancement Act" — sometimes dubbed "Patriot II" — was leaked to the press? Section 501
of that Act would have made "providing material support" to a terrorist group an automatic
ground for terminating citizenship. This is just a guess, but | wonder if the thinking was
that this would make the NSA warrantless monitoring program legal under FISA. An
individual who made regular contact with Al Qaeda could be giving them material support,
and the individual would then no longer be a United States person and could then be legally
subject to monitoring. Just speculation, but it might explain the thinking behind the
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legislative proposal. Anyway, back to our regularly scheduled programming.)

Authorization to Use Military Force. The next question is whether the Authorization for
Use of Military Force, Pub. L. No. 107-40, 115 Stat. 224, justified the monitoring. The
authorizaton states in relevant part:

AUTHORIZATION FOR USE OF UNITED STATES ARMED FORCES.

(@) IN GENERAL.--That the President is authorized to use all necessary and
appropriate force against those nations, organizations, or persons he determines
planned, authorized, committed, or aided the terrorist attacks that occurred on
September 11, 2001, or harbored such organizations or persons, in order to
prevent any future acts of international terrorism against the United States by
such nations, organizations or persons.

| assume that the Administration's claim is that the AUMF counts as a "statute" that
authorizes the surveillance: 50 U.S.C. 1809 states that "A person is guilty of an offense if he
intentionally . . . engages in electronic surveillance under color of law except as authorized
by statute,” so if the AUMF authorized the electronic surveillance, then the NSA program
didn't violate FISA.

The Supreme Court considered the legal effect of the AUMF in Hamdi v. Rumsfeld. Yaser
Hamdi was being held as an enemy combatant, and claimed that his detention violated 18
U.S.C. 4001. Section 4001(a) states that "[n]o citizen shall be imprisoned or otherwise
detained by the United States except pursuant to an Act of Congress." Given Justice
Thomas's very broad reading of the AUMF in his dissent, | think the key interpretation is
that of Justice O'Connor's plurality opinion, joined by Chief Justice Rehnquist, Justice
Kennedy, and Justice Breyer. Justice O'Connor concluded that the the AUMF was "an act of
Congress" that authorized Hamdi's detention, such that the detention did not violate
4001(a):

The AUMF authorizes the President to use "all necessary and appropriate force"
against "nations, organizations, or persons" associated with the September 11,
2001, terrorist attacks. 115 Stat. 224. There can be no doubt that individuals
who fought against the United States in Afghanistan as part of the Taliban, an
organization known to have supported the al Qaeda terrorist network
responsible for those attacks, are individuals Congress sought to target in
passing the AUMF. We conclude that detention of individuals falling into the
limited category we are considering, for the duration of the particular conflict in
which they were captured, is so fundamental and accepted an incident to war as
to be an exercise of the "necessary and appropriate force" Congress has
authorized the President to use.

The capture and detention of lawful combatants and the capture, detention,
and trial of unlawful combatants, by "universal agreement and practice," are
"important incident[s] of war." Ex parte Quirin, 317 U. S., at 28. The purpose of
detention is to prevent captured individuals from returning to the field of battle
and taking up arms once again. . ..

In light of these principles, it is of no moment that the AUMF does not use
specific language of detention. Because detention to prevent a combatant's
return to the battlefield is a fundamental incident of waging war, in permitting
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the use of "necessary and appropriate force," Congress has clearly and
unmistakably authorized detention in the narrow circumstances considered here.

Hamdi contends that the AUMF does not authorize indefinite or perpetual
detention. Certainly, we agree that indefinite detention for the purpose of
interrogation is not authorized. Further, we understand Congress' grant of
authority for the use of "necessary and appropriate force" to include the
authority to detain for the duration of the relevant conflict, and our
understanding is based on longstanding law-of-war principles.

The United States may detain, for the duration of these hostilities, individuals
legitimately determined to be Taliban combatants who "engaged in an armed
conflict against the United States." If the record establishes that United States
troops are still involved in active combat in Afghanistan, those detentions are
part of the exercise of "necessary and appropriate force," and therefore are
authorized by the AUMF.

So does the AUMF authorize the surveillance? As often happens when you're trying to draw
guidance from an O'Connor opinion, it's not entirely clear. Under her opinion, the key
guestion is whether the act is "so fundamental and accepted an incident to war" that it falls
within the authorization. But that depends on the level of generality you chose to use to
define "the act." Is "the act" spying on the enemy? In that case, perhaps it is a fundamental
incident to war. Or is "the act" conducting U.S. domestic surveillance of U.S. citizens? In that
case, the answer is no, it's not a fundamental incident to war.

In the end, my best sense is that the AUMF doesn't extend to this. | have three reasons.
First, O'Connor's opinion says the following about detention for interrogation: "Certainly, we
agree that indefinite detention for the purpose of interrogation is not authorized." It seems
to me that surveillance and wiretapping is pretty similar to interrogation: the point of both
is getting information about your enemy. Second, it doesn't seem like wiretapping counts
as a "use of force." If you read the text of the AUMF, it doesn't seem to me that it authorizes
wiretapping. Finally, note that Congress passed the Patriot Act about a month after passing
the AUMF; if Congress had intended the AUMF to give the president wide authority to
conduct domestic surveillance against Al Qaeda, | don't think they would have spent so
much time amending FISA for terrorism investigations. So at bottom, | think the AUMF
probably didn't authorize this, although the Hamdi case gives some colorable (if ultimately
unpersuasive) arguments that it might.

Article Il. The final argument is that Article Il of the Constitution gives the President
inherent authority to conduct such monitoring. The Administration introduced this theory in
a supplemental brief filed in the FISA Court of Review:

The President Has Inherent Authoritv to Conduct Warrantless Electronic
Surveillance to Protect National Security from Foreign Threats.

In considering the constitutionality of the amended FISA, it is important to
understand that FISA is not required by the Constitution. Rather, the Constitution
vests in the President inherent authority to conduct warrantless intelligence
surveillance (electronic or otherwise) of foreign powers or their agents, and
Congress cannot by statute extinguish that constitutional authority. Both before
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and after the enactment of FISA, courts have recognized the President's inherent
authority to conduct foreign intelligence surveillance. See, e.g., Butenko, 494
F.2d at 608 (grounding exception to warrant requirement in the President's
Commander-in-chief and foreign-affairs powers; noting that the country's self-
defense needs weigh on the side of reasonableness); Truong, 629 F.2d at 914
(citing the President's foreign affairs power as justifying an exception to the
warrant requirement); cf. United States v. United States District Court (Keith),
407 U.S. 297, 308 (1972)(reserving the question whether the President's
foreign-affairs powers justify exception from warrant requirement).

So the argument, as | understand it, is that Congress has no power to legislate in a way
that inteferes with the President's Commander-in-Chief power, a judgment made, |
suppose, by the President himself.

| have been unable to find any caselaw in support of this argument. Further, the argument
has no support from the cases cited in the government's brief. In all three of those cases —-
Butenko, Truong, and Keith - the Courts were talking about whether the President's interest
in conducting foreign intelligence monitoring creates an exception to the Warrant
Requirement of the Fourth Amendment. In other words, the issue in those case was whether
the Constitution bars warrantless surveillance absent Congressional action, not whether
Congressional prohibitons in this area cannot bind the Executive branch.

Consider the citation to the Butenko case. Here is the relevant section, from 494 F.2d at
608:

Both executive authority in the foreign affairs area and society's interest in
privacy are of significance, and are equally worthy of judicial concern.

The importance of the President's responsibilities in the foreign affairs field
requires the judicial branch to act with the utmost care when asked to place
limitations on the President's powers in that area. As Commander-in-Chief, the
President must guard the country from foreign aggression, sabotage, and
espionage. Obligated to conduct this nation's foreign affairs, he must be aware
of the posture of foreign nations toward the United States, the intelligence
activities of foreign countries aimed at uncovering American secrets, and the
policy positions of foreign states on a broad range of international issues.

To be sure, in the course of such wiretapping conversations of alien officials
and agents, and perhaps of American citizens, will be overheard and to that
extent, their privacy infringed. But the Fourth Amendment proscribes only
'unreasonable’ searches and seizures. And balanced against this country's self-
defense needs, we cannot say that the district court erred in concluding that the
electronic surveillance here did not trench upon Ivanov's Fourth Amendment
rights.

As | read this analysis, it is entirely focused on the Fourth Amendment, and specifically
whether the President's Commander in Chief power should trigger a relaxed Fourth
Amendment standard. That seems quite different from a claim that Article Il makes
Congressional regulation inoperative. The same goes for the citation to Truong, 629 F.2d at
914. In the course of discussing whether the Courts should require a warant for foreig
intelligence surveillance, the court tried to balance the ability of courts to regulate
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intelligence surveillance with the strong governmentg interest:

Perhaps most crucially, the executive branch not only has superior expertise in
the area of foreign intelligence, it is also constitutionally designated as the pre-
eminent authority in foreign affairs. The President and his deputies are charged
by the constitution with the conduct of the foreign policy of the United States in
times of war and peace. Just as the separation of powers in Keith forced the
executive to recognize a judicial role when the President conducts domestic
security surveillance, so the separation of powers requires us to acknowledge
the principal responsibility of the President for foreign affairs and concomitantly
for foreign intelligence surveillance.

In sum, because of the need of the executive branch for flexibility, its practical
experience, and its constitutional competence, the courts should not require the
executive to secure a warrant each time it conducts foreign intelligence
surveillance.

While the Court was recognizing the President's constitutional role, it was in a very specific
context: balancing reasonableness in the context of Fourth Amendment law to determine
whether the surveillance required a warrant. Again, this doesn't seem to go to whether
Congress can impose binding statutory prohibitions beyond the Fourth Amendment.

Conclusion. Anyway, that's my tentative take; | hope it's helpful. It's entirely possible that |
goofed the analysis somewhere along the way; FISA, the AUMF, and Article Il aren't my area
of expertise, so we should consider this post a work in progress. | look forward to
comments —- civil and respectful, please.
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Subject: Byron White 1967 ...
From: "Kavanaugh, Brett M."
Date: 12/20/05, 10:50 AM
To: "Kaplan, Joel"

MR. JUSTICE WHITE, concurring.

| agree that the official surveillance of petitioner's telephone conversations in a public booth
must be subjected [*363] to the test of reasonableness under the Fourth Amendment and
that on the record now before us the particular surveillance undertaken was unreasonable
absent a warrant properly authorizing it. This application of the Fourth Amendment need
not interfere with legitimate needs of law enforcement. In joining the Court's opinion, |
note the Court's acknowledgment that there are circumstances in which it is reasonable to
search without a warrant. In this connection, in footnote 23 the Court points out that
today's decision does not reach national security cases. Wiretapping to protect the security
of the Nation has been authorized by successive Presidents. The present Administration
would apparently save national security cases from restrictions against wiretapping. See
Bergerv. New York, 388 U.S. 41, 112-118 (1967) (WHITE, J., dissenting). We should not
require the warrant procedure and the magistrate's judgment if the President of the
United States or his chief legal officer, the Attorney General, has considered the
requirements of national security and authorized electronic surveillance as
reasonable.
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Subject: Carter Admin on FISA ...
From: "Kavanaugh, Brett M."
Date: 12/20/05, 11:05 AM

To: "Kaplan, Joel"

Though Congress thought it was reining in the executive with FISA, President Carter never
relinquished the claim of inherent power to conduct warrantless wiretapping: "[T]he current
bill recognizes no inherent power of the President to conduct electronic surveillance, and |
want to interpolate here to say that this does not take away the power to the President
under the Constitution." Foreign Intelligence Electronic Surveillance Act of 1978: Hearings
on H.R. 5794, H.R. 9745, H.R. 7308, and H.R. 5632 Before the Subcomm. on Legislation of
the House Comm. on Intelligence, 95th Cong., 2d Sess. 15 (1978) (testimony of Att'y Gen.
Griffin B. Bell) [hereinafter cited as House Hearings on FISA]
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From: "Kavanaugh, Brett M."
Date: 12/20/05, 11:18 AM
To: "Kaplan, Joel"

Clinton Claimed Authority to Order No-Warrant Searches
Does anyone remember that?

In a little-remembered debate from 1994, the Clinton administration argued that the
president has "inherent authority" to order physical searches — including break-ins at the
homes of U.S. citizens — for foreign intelligence purposes without any warrant or
permission from any outside body. Even after the administration ultimately agreed with
Congress's decision to place the authority to pre-approve such searches in the Foreign
Intelligence Surveillance Act (FISA) court, President Clinton still maintained that he had
sufficient authority to order such searches on his own.

"The Department of Justice believes, and the case law supports, that the president has
inherent authority to conduct warrantless physical searches for foreign intelligence
purposes,” Deputy Attorney General Jamie Gorelick testified before the Senate Intelligence
Committee on July 14, 1994, "and that the President may, as has been done, delegate this
authority to the Attorney General."

"It is important to understand," Gorelick continued, "that the rules and methodology for
criminal searches are inconsistent with the collection of foreign intelligence and would
unduly frustrate the president in carrying out his foreign intelligence responsibilities."

Executive Order 12333, signed by Ronald Reagan in 1981, provides for such warrantless
searches directed against "a foreign power or an agent of a foreign power."

Reporting the day after Gorelick's testimony, the Washington Post's headline — on page
A-19 — read, "Administration Backing No-Warrant Spy Searches." The story began, "The
Clinton administration, in a little-noticed facet of the debate on intelligence reforms, is
seeking congressional authorization for U.S. spies to continue conducting clandestine
searches at foreign embassies in Washington and other cities without a federal court order.
The administration's quiet lobbying effort is aimed at modifying draft legislation that would
require U.S. counterintelligence officials to get a court order before secretly snooping inside
the homes or workplaces of suspected foreign agents or foreign powers."

In her testimony, Gorelick made clear that the president believed he had the power to order
warrantless searches for the purpose of gathering intelligence, even if there was no reason
to believe that the search might uncover evidence of a crime. "Intelligence is often long
range, its exact targets are more difficult to identify, and its focus is less precise," Gorelick
said. "Information gathering for policy making and prevention, rather than prosecution, are
its primary focus."

The debate over warrantless searches came up after the case of CIA spy Aldrich Ames.
Authorities had searched Ames's house without a warrant, and the Justice Department
feared that Ames's lawyers would challenge the search in court. Meanwhile, Congress began
discussing a measure under which the authorization for break-ins would be handled like
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the authorization for wiretaps, that is, by the FISA court. In her testimony, Gorelick signaled
that the administration would go along a congressional decision to place such searches
under the court — if, as she testified, it "does not restrict the president's ability to collect
foreign intelligence necessary for the national security." In the end, Congress placed the
searches under the FISA court, but the Clinton administration did not back down from its
contention that the president had the authority to act when necessary.

— Byron York, NR's White House correspondent
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Subject: Carter's AG in hearings on FISA in 1978
From: "Kavanaugh, Brett M."

Date: 12/21/05, 11:37 AM

To: <kr@georgewbush.com>

"[Tlhe current bill recognizes no inherent power of the President to conduct electronic
surveillance, and | want to interpolate here to say that this does not take away the power to
the President under the Constitution." Foreign Intelligence Electronic Surveillance Act of
1978: Hearings on H.R. 5794, H.R. 9745, H.R. 7308, and H.R. 5632 Before the Subcomm.
on Legislation of the House Comm. on Intelligence, 95th Cong., 2d Sess. 15 (1978)
(testimony of Att'y Gen. Griffin B. Bell)
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Helpful Hugh Hewitt radio transcript with self-described liberal la...

Subject: Helpful Hugh Hewitt radio transcript with self-described liberal law professor Cass
Sunstein (he's well-known liberal professor) on authority issue ...

From: "Kavanaugh, Brett M."

Date: 12/23/05, 3:04 PM

To: "Bartlett, Dan", "Wallace, Nicolle", "McClellan, Scott"

HH: Now Professor, you're the author of the Con law textbook that many of us use in the
classroom. You've written a great deal about this. Is it fair to describe you as a man of the
left?

CS: I don't think so. On some issues yes, but | don't consider myself that.
HH: How about a liberal?
CS: That's fine.

HH: Okay. A liberal. That's how I usually call liberals, so we get them on the ideological
spectrum. But nevertheless, you wrote a post which | have linked to at Hughhewitt.com,
called Presidential Wiretapping: Disaggregating the Issues, which | think is very useful, and
I'd like to walk through it. First, did the authorization for the use of military force from
2001 authorize the president's action with regards to conducting surveillance on foreign
powers, including al Qaeda, in contact with their agents in America, Professor?

CS: Well, probably. If the Congress authorizes the president to use force, a pretty natural
incident of that is to engage in surveillance. So if there's on the battlefield some
communication between Taliban and al Qaeda, the president can monitor that. If al Qaeda
calls the United States, the president can probably monitor that, too, as part of waging
against al Qaeda.

HH: Very good. Part two of your analysis...If...whether or not the AUMF does, does the
Constitution give the president inherent authority to do what he did?

CS: That's less clear, but there's a very strong argument the president does have that
authority. All the lower courts that have investigated the issue have so said. So as part of
the president's power as executive, there's a strong argument that he can monitor
conversations from overseas, especially if they're al Qaeda communications in the aftermath
of 9/11. So what | guess | do is put the two arguments together. It's a little technical, but |
think pretty important, which is that since the president has a plausible claim that he has
inherent authority to do this, that is to monitor communications from threats outside our
borders, we should be pretty willing to interpret a Congressional authorization to use force
in a way that conforms to the president's possible Constitutional authority. So that is if you
put the Constitutional authority together with the statutory authorization, the president's
on pretty good ground.

HH: And then | want to jump out of your analysis for a moment, and go to the steel seizure
case, and to Justice Jackson's concurrance, because a lot of the analysis is saying the
president is acting contrary to Congressional intent, citing some FISA sections, which | think
are wrongly read. But nevertheless, if you read the AUMF the way you do, and the
Constitution the way it is plausibly read, that would put us in the highest zone of
presidential authority, under Justice Jackson's three-part analysis, wouldn't it?
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CS: That's right. And just as in the Hamdi case, it's easy to remember the Court said that
that was specific authorization to detain our enemies, so too a natural incident of war is the
power to engage in surveillance of our enemies. So it would be odd, | think, to understand
the authorization not to include the power to engage in surveillance, when al Qaeda is
communicating with people who are unfriendly to us.

HH: Now if...would your analysis change if the Congress reconvened, and then passed a
specific law saying we did not mean that. Would that...this is for the non-lawyers in our
audience...would that in any way affect his inherent Constitutional authority?

CS: No. And then we'd have a huge question, which is whether Congress has the
Constitutional power to negate the president's authority to monitor communications from
our enemies. And that would be a big and unresolved Constitutional question. It would be
unfortunate if the Congress of the United States stopped the president from doing
something which Congress already probably is best understood to have allowed the
president to do in the authorization to use force.

HH: Now let's move over to the Supreme Court. On Sunday, | posted at my blog, United
States V. United States District Court of Eastern Michigan, also known as the Keith Case,
because | believe it affirmatively shows that the Supreme Court has not contradicted the
president's power here. Do you agree with that analysis?

CS: Yes. That's clearly right. What that Court says is that for domestic surveillance that don't
involve foreigners or foreign threats, the president needs a warrant. But now we're onto the
last question, which is whether there's a Fourth Amendment requirement of a warrant. And
the Supreme Court has never said that in circumstances like this. The lower court seemed
to suggest otherwise.

HH: That's why | wanted to come back and do your middle one in the middle, because now
we've got the Constitutional issues out on the table. There are some arguments the other
way. | want to be fair to people who are arguing, because they haven't been really fair to the
president's position. You could make arguments the other way. But by no means does
the...in my opinion, do they have remotely as strong a case as the advocates for the
Constitutionality of what the president has done. Do you agree with that assessment,
Professor?

CS: Well, what I'd say is that the Department of Justice is the president's lawyer, and they
have a duty, the lawyers there, to protect the president's Constitutional prerogatives. |
actually worked there myself around the same time that Chief Justice Roberts was in the
Justice Department, and that's the Department of Justice's job to protect Constitutional
prerogatives of the president. But in this case, it's not as if the Department of Justice is
stretching badly to protect the president. It's not as in the what | think is the unfortunate
torture memo, where the Justice Department really was stretching. Here the Department of
Justice is making more than plausible arguments. If you put me to it, is the president right
on this? It's very complicated. | think he has...he probably has the better argument. As you
say, there are complexities.

HH: What year were you in the OLC, Office of Legal Counsel?

CS: In '81, under Carter and Reagan.
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HH: Okay, so you actually had to deal with the use of force issue, surrounding the operation
that went badly in the Iranian desert. Were you there at the time?

CS: I was there during some of the legal discussion. That's correct.

HH: You see, that's what | thought. And that would give you a very different view. | came
into Justice as a special assistant to Smith doing the FISA work afterwards, and it gives me a
different perspective on this. Now let's get to FISA. This is the hardest nut to crack, because
we don't know the facts. And why are the facts important here?

CS: Well, if the president is just restricted to al Qaeda, and al Qaeda's friends, then he's on
very firm ground under the authorization. If, on the other hand, the president has been
engaging in wiretapping of people whose connection to al Qaeda is very uncertain and
indirect, then the authorization is less helpful for him.

HH: But the Foreign Intelligence Surveillance Act itself, | often hear...today, Lanny Dauvis,
another one, said the president could have just gone to the FISA court. Why didn't he? And
Vicki Toensing and others have been trying to explain they have a probable cause
requirement, and they have some other technicalities associated with that process that
make it cumbersome. Do you find...

CS: | think there are a couple of things going on there. It's not the most cumbersome thing
in the world, but it is something that the president, when national security is on the line,
isn't excited about having to go through a procedure where it's conceivable he's going to
lose...unlikely, but conceivable. There's another point in the background, really, which if
you were there, you know, which is that the president believes here that these are very
sensitive Constitutional prerogatives. And this isn't a Republican or Democratic thing. This
is something that cuts across political affiliations of the president. And so the notion that in
a case as sensitive as this one, he is under a legal responsibility to go through something
that may be more time consuming than appears, may be more leaky than appears. Even if
he doesn't think it's likely to be leaky, that's something that a president is not likely to think
is necessary.

HH: So if we assume, and | do, that FISA is Constitutional, if it puts into place an arguably
exclusive means of obtaining warrants for surveillance of al Qaeda and their agents in the
United States, does the president's avoidance of that necessarily make him a law breaker?
Or does it make the FISA ineffective insofar as it would attempt to restrict the president's
power?

CS: Yeah. | guess I'd say there are a couple of possibilities. One is that we should interpret
FISA conformably with the president's Constitutional authority. So if FISA is ambiguous, or
its applicability is in question, the prudent thing to do, as the first President Bush liked to
say, is to interpret it so that FISA doesn't compromise the president's Constitutional power.
And that's very reasonable, given the fact that there's an authorization to wage war, and
you cannot wage war without engaging in surveillance. If FISA is interpreted as preventing
the president from doing what he did here, then the president does have an argument that
the FISA so interpreted is unconstitutional. So | don't think any president would relinquish
the argument that the Congress lacks the authority to prevent him from acting in a way that
protects national security, by engaging in foreign surveillance under the specific
circumstances of post-9/11.
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HH: Professor Sunstein, have you ever been contacted by mainstream media about this
controversy?

CS: A lot. Yeah.

HH: And have you spent a lot of time trying to walk the reporters through the basics?
CS: Yes.

HH: Who's contacted you, for example? The New York Times?

CS: Well, | wouldn't want to name specific ones. It's a little bit of confidentiality there, but
some well known ones. Let's just say that.

HH: Let me ask. Have you been quoted in any papers that you've seen?
CS: 1 don't think so.
HH: Do you consider the quality of the media coverage here to be good, bad, or in between?

CS: Pretty bad, and | think the reason is we're seeing a kind of libertarian panic a little bit,
where what seems at first glance...this might be proved wrong...but where what seems at
first glance a pretty modest program is being described as a kind of universal wiretapping,
and also being described as depending on a wild claim of presidential authority, which the
president, to his credit, has not made any such wild claim. The claims are actually fairly
modest, and not unconventional. So the problem with what we've seen from the media is
treating this as much more peculiar, and much larger than it actually is. As | recall, by the
way, | was quoted in the Los Angeles Times, and they did say that in at least one person's
view, the authorization to use military force probably was adequate here.

HH: Do you think the media simply does not understand? Or are they being purposefully ill-
informed in your view?

CS: You know what I think it is? It's kind of an echo of Watergate. So when the word
wiretapping comes out, a lot of people get really nervous and think this is a rerun of
Watergate. | also think there are two different ideas going on here. One is skepticism on the
part of many members of the media about judgments by President Bush that threaten, in
their view, civil liberties. So it's like they see President Bush and civil liberties, and they get
a little more reflexively skeptical than maybe the individual issue warrants. So there's that.
Plus, there's, | think, a kind of bipartisan...in the American culture, including the media,
streak that is very nervous about intruding on telephone calls and e-mails. And that, in
many ways, is healthy. But it can create a misunderstanding of a particular situation.

HH: The libertarian panic that you referred to, | actually believe that that probably did
prompt a lot of the original egregiously wrong analysis. But now I'm beginning to be
concerned that the media is intentionally ignoring the very strong arguments defending
what the president did. Do you believe that's taking place?

CS: I don't like accusing anyone of intentionally ignoring anything. So | believe with respect
to people, whatever their political views, you should have charity, and assume until it's
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proved wrong that they're acting in good faith. It's still early in this, by the way. And | think
the tide is turning a little bit in terms of the legal analysis. If it turns out that this goes on
for months, and facts don't come out that are worse than the facts we now have, then it
looks...then it will look like a continuing panic, which would be worse than what we've seen
just in a couple of days.

HH: Have you had a chance yet, Professor Sunstein, to review the William Moschella memo
on the program that was sent today to Senators Rockefeller and Roberts, and
Congresspeople Hoekstra and Harman?

CS: Yeah, I've read that.
HH: Did you find it persuasive?

CS: | thought it was good. It was a solid job. | thought there were a couple of things that,
you know, these are the president's lawyers, and they're not going to be neutral. | think it
was definitely more on than off. The analysis of the Fourth Amendment issue was brisk and
conclusory. All that was said was that the Fourth Amendment requires reasonableness, and
this is reasonable. Chief Justice Roberts would demand something a little bit better than
that, as would any good judge. The analysis of the case you mentioned, that is the United
States against United States District Court was...l guess the lawyers were just tendentious.
But | don't think it was...I think it was a good, solid analysis. Better than what we've seen,
let's just say, from Congress so far.

HH: All right. Now let's talk about how this gets to the courts for review, because | frankly
don't see any way for this program to get to the courts for review, unless and until any of
the information is used against the suspect, if that suspect is capable of actually finding
that out. Do you see judicial review of this occurring in any way?

CS: You're completely right. You have to find someone who has standing to object to this.
And so what you'd have to find is an American citizen whose been tapped, or intruded on in
a way that results in harm. Now if someone's phone has been tapped, and there's been
nothing done with it, there's an argument that there's standing there. But it's very possible
this won't be litigated at all.

HH: Let's turn, then, to the person who leaked it to the New York Times. | discussed this
with Senator Jon Kyl last hour, Senator Cornyn yesterday. It is clear to me that a federal
crime has occurred. Do you agree with that?

CS: I'm not sure. What's the statute that this would violate?

HH: The release of classified documents, and it's in 18USC something. | don't know. It's just
that if something's classified, you cannot give it to someone.

CS: And the existence of the program was itself classified?
HH: Yes.
CS: Well, then if so, absolutely.

HH: When you were at Justice, did you get the sense of compartmented information
clearances, and all the briefings that went with that?
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CS: Sure did.

HH: And were they as adamant in your years as they were in mine about the penalties that
would attach to the release of such information?

CS: It was implicit. | mean, no one, when | was there, so far as | know, would even spend a
second thinking of leaking classified material. That was the most obvious thing in the
world. If you think about doing it, you've thought too much.

HH: And if...are you...

CS: It was a moral requirement, not a...when we were there, we wouldn't leak. It was a moral
requirement. It wasn't we were afraid of crime, it was we wouldn't do something that was
wrong.

HH: | agree with you on that. And my question is do you think damage to the United States'
national interest may have occurred as a result of the leak of this material?

CS: | think it might have. | really hope not, but | think it might have. | mean this is a
program which...whose efficacy might well depend on its being secret. That would be...if so,
then that would be very, very harmful.

HH: Professor Cass Sunstein, | want to thank you for spending a half hour with us. Very,
very interesting conversation. | appreciate as well the law blog, and we'll continue to look
forward to reading it. Maybe we can have you back as this unfolds.

CS: My pleasure. | enjoyed it.
HH: Thank you.

End of interview.
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SUMMARY:

... From the time of Nathan Hale to the current Central Intelligence Agency (CIA) activities in Central America, the
United States has engaged in international intrigue. ... Recent events in Central America n5 and recent congressional
action n6 have revived the controversy about the balance of executive and legislative power to control America's intel-
ligence policy. ... During the next few months, executive branch officials n24 agreed on the need for a centralized
intelligence organization. ... The renewed conflict between the executive and the legislative branches over the conduct
of foreign intelligence activities makes this an appropriate time to examine the extent of executive authority to conduct
such activities in the face of congressional opposition. ... A. TYPES OF INTELLIGENCE ACTIVITY ... The Act pro-
hibited expenditure of funds for CIA covert action unless the President found the operation necessary for national secu-
rity and made a timely report describing the operation and its scope to "appropriate committees of Congress. ... These
experiences affirm the necessity of a constitutional interpretation giving the Commander in Chief full authority to con-
duct informational intelligence activities. ... Unlike the broad, unchanging power to conduct foreign informational intel-
ligence activities, the executive power to conduct foreign covert intelligence activities is thus a function of changing
world conditions and crises that cannot be adequately assessed in the abstract. ...

TEXT:
[*1855] 1. INTRODUCTION: THE POLITICAL VAGARIES OF CONSTITUTIONAL "LAW"

From the time of Nathan Hale n1 to the current Central Intelligence Agency (CIA) activities in Central America,
n2 the United States has engaged in international intrigue. Until the last decade, however, public and congressional
attention rarely have focused on the government's foreign intelligence activities. n3 In the wake of Vietnam and Wa-
tergate, revelations of questionable covert activities radically altered the intelligence community's previously sheltered
existence. n4 One issue that emerged from the heated public debate was the extent to which Congress should control
America's intelligence activities. Public debate, however, did not focus on the more fundamental questions: to what
extent could Congress control intelligence activities, and to what extent does the President have constitutional authority
to conduct foreign intelligence activities independent of congressional approval. Recent events in Central America n5
and recent congressional action n6 have revived the controversy about the balance of executive and legislative power
to control America's intelligence policy.

Most questions of constitutional law arise because of the difficult distinction between law and politics. All laws are
political in the sense that they are governmental [*1856] policy choices. Constitutional law is political not simply be-
cause it represents policy decisions, but because it allocates the power to make policy decisions within the state. The
struggle for such power is most intense between the executive and the legislative branches. In one form or another that
division of power has been in dispute since Hamilton and Madison donned their pseudonyms and argued the issue in the
press nearly 200 years ago. n7

This note argues that, although the intelligence function is subject to the shared powers of Congress and the Presi-
dent, it is a function which constitutional theory and practice entrust primarily to the President and over which he has
significant independent power. To show that precedent favors independent presidential power, the note first reviews the
evolution of the intelligence function in American government, focusing primarily on the genesis of the CIA and the
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increased congressional interest in intelligence in the mid-1970s. The note describes the various types of intelligence
activities. It then discusses the constitutional provisions which authorize Congress to control the intelligence function
and gives examples of recent exercises of that authority. Thereafter, it examines the constitutional sources of presiden-
tial authority to control the intelligence function. Finally, it compares presidential and congressional power in this area
and concludes that sound policy requires executive restraint in exercising independent power and congressional restraint
in trying to limit it.

II. GENERAL HISTORICAL BACKGROUND

"The necessity of procuring good intelligence is apparent and need not be further urged - all that remains for me to
add, is, that you keep the whole matter as secret as possible." n8 In so writing to one of his officers in 1777, General
George Washington frankly acknowledged that good spying wins wars. n9 [*1857] His revolutionary contemporaries
likewise understood the importance of successful intelligence work in achieving major diplomatic objectives. nl0 Yet,
for the first century of the United States' existence, Presidents apparently viewed intelligence work as nothing more than
an ad hoc response to international conflicts and their concomitant diplomatic maneuvering. nl1 Intelligence work
during the first century was not a continuing, structured function of government. nl2

The era of ad hoc intelligence work ended in the 1880s with the establishment of permanent intelligence units with-
in the armed services. nl3 In 1889, those units became closely linked with the State Department when Congress ap-
propriated funds to send military attaches to serve in United States embassies. nl4 Some twenty-five years later, Presi-
dent Wilson furthered State Department control of the intelligence function by making the Department chiefly responsi-
ble for setting overall intelligence policy and for coordinating the efforts of other agencies carrying on intelligence ac-
tivities. nl5 Although this arrangement lasted until 1942, nl6 the State Department's control began disintegrating
much earlier. nl7 By the late 1930s, at least eight agencies were gathering foreign intelligence and reporting it directly
to the President. nl18

In 1940, President Roosevelt took the first step toward centralizing the bureaucratic chaos in the intelligence com-
munity by requesting that William J. Donovan, a well-known attorney and World War I hero, visit England to evaluate
its political and military situation. nl19 Donovan returned convinced of the need to vest in a single agency the authority
to conduct intelligence gathering and analysis, espionage, and propaganda efforts for the United States. n20 His
[*1858] lobbying led Roosevelt to establish by presidential decree the Office for Stategic Services (OSS). n2l

The OSS never fulfilled Donovan's conception of an authoritative centralized intelligence organization. Bureau-
cratic jealousies kept the OSS from receiving from other agencies the cooperation it needed to function effectively;
n22 thus, despite Donovan's efforts to keep the OSS alive, President Truman disbanded it at the close of World War II.
n23 Donovan's idea, however, did not die. During the next few months, executive branch officials n24 agreed on the
need for a centralized intelligence organization. n25 By an executive order dated January 22, 1946, President Truman
established the Central Intelligence Group (CIG) to operate under a National Intelligence Authority comprised of the
Secretaries of State, War, and Navy and a personal representative of the President. n26

[*1859] Congress put its imprimatur on the new structure by passing the 1947 National Security Act. n27 Be-
cause the main focus of the Act was to unify the various branches of the armed services under a Department of National
Defense, executive communications about n28 and congressional debate on n29 the Act concentrated almost entirely
on this consolidation of military control. Why the executive and legislative branches believed the CIG should have a
statutory base is unclear. n30 Perhaps the President wanted to legitimize his recently modified intelligence structure in
the eyes of Congress and thus prevent their questioning it later. The President and his close advisors may have foreseen
that intelligence activities in the postwar world expand and that the quantity and concentration of American resources
spent on intelligence efforts would rightfully excite congressional interest and incite a demand for an accounting. He
may have realized it would be politically expedient in the short term to have Congress ratify the system and practically
impossible in the long term to run the system without congressional support.

Unlike the OSS, the National Security Act fulfilled William Donovan's conception of an authoritative centralized
intelligence organization. The Act created the CIA and gave it authority to gather and coordinate information from the
various intelligence units scattered throughout the Federal bureaucracy. n31 In addition, the Act provided a direct link
to the President. n32

The Act directs the CIA to perform five specific functions:

[*1860] (1) to advise the National Security Council (NSC) on matters related to national security;
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(2) to make recommendations to the NSC for coordination of intelligence activities of departments and agencies of
government;

(3) to correlate and evaluate intelligence and provide for its appropriate dissemination within the government;

(4) to perform for the benefit of existing intelligence agencies such additional services of common concern as the
NSC determines can be more efficiently accomplished centrally;

(5) to perform such other functions and duties related intelligence affecting the national security as the NSC may
from time to time direct. n33

The CIA has interpreted this statutory authorization as "neither limit[ing] the powers of the President nor re-
strict[ing] his discretion in the choice of the agency through which he will exercise these powers." n34 In particular, it
has broadly construed the directive "to perform such other functions and duties related to intelligence." The CIA has
conducted its much-maligned covert actions under the authority of this directive. n35

During the early years of the Cold War n36 the Director of the State Department's Policy Planning Staff, George
Kennan, proposed that a State Department unit conduct overt and covert political warfare to counter Soviet tactics
[*1861] of global subversion. n37 In June, 1948 the NSC authorized the CIA's Office of Special Projects to undertake
covert political, economic, and paramilitary activities. n38

For more than two decades covert operations expanded n39 and were carried out without much public or congres-
sional scrutiny, even during the turbulent years of Vietnam and Watergate. Indirectly, however, Vietnam and Watergate
profoundly affected the intelligence function by shifting the balance of national power away from the executive branch
and toward Congress. n40 Although earlier, more isolated efforts had been made to give Congress a greater role in
intelligence oversight, n41 Congress showed little interest in such a role [*1862] until a combination of events in the
early 1970s ignited the media and turned the attentions of the recently aroused legislative branch to the CIA. n42

In late December, 1974, The New York Times printed a lengthy front-page article alleging that the CIA had engaged
in a massive spying operation against the anti-Vietnam War movement in the U.S. n43 The Times added to the story
almost daily. n44 The media and Congress urged each other on -- news stories led to congressional outcries which in
turn led to further news stories and more outcries. Early in the year, 1975 was already being called the "year of intelli-
gence." n45 By this time both Houses of Congress had created select committees to investigate power abuses in the
intelligence establishment.

The Senate Select Committee to Study Governmental Operations with Respect to Intelligence Activities, chaired by
Frank Church and known as the Church Committee, produced seventeen volumes of reports and testimony over a six-
teen-month period. n46 Although it occasionally disclosed sensational episodes from past CIA conduct, n47 the
Church Committee worked largely with [*1863] a cooperative attitude toward executive-branch concerns for the con-
fidentiality of sensitive information. n48 In stark contrast, the House Select Committee on Intelligence, named the Pike
Committee after its chairman Otis Pike, warred with the administration from the outset over the availability and classifi-
cation of information. n49 Eventually, the Pike Committee members and staff leaked sensitive information and were
themselves the subjects of a House investigation. n50 Despite differences in efficiency and attitude, the two commit-
tees reached much the same conclusion: Congress should establish permanent intelligence oversight committees. n51

Today, such oversight committees have been established n52 and have cooperated with the President in conduct-
ing intelligence activities. n53 Recently, some have expressed concern that the committees have been too coperative
n54 and have questioned the scope and effectiveness of congressional oversight. n55 The reported seventeen percent
rate of annual increase in the intelligence budget for the past three years n56 and covert support of Nicaraguan Contras
n57 have aroused congressional opposition and produced the Boland Amendment, a path-breaking piece of legislation.
n58 The renewed conflict between the executive [*1864] and the legislative branches over the conduct of foreign intel-
ligence activities makes this an appropriate time to examine the extent of executive authority to conduct such activities
in the face of congressional opposition.

III. CONSTITUTIONAL SOURCES OF PRESIDENTIAL AUTHORITY TO CONDUCT FOREIGN
INTELLIGENCE ACTIVITIES

To determine the scope of the executive's independent constitutional power, the Supreme Court has ratified a pseu-
do-algebraic analysis. In Dames & Moore v. Regan, 159 the Court referred to Justice Jackson's concurrence in the
Steel Seizure Case 160 as an approach which "brings together as much combination of analysis and common sense as
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there is" on the question of executive authority. n61 Jackson's well-known opinion categorizes executive power in rela-
tion to congressional action: if Congress approves, presidential power is at its maximum, "for it includes all that he pos-
sesses in his own right plus all that Congresss can delegate”; n62 if Congress takes no action to make its will known,
the President operates in a twilight zone in which the distribution of authority between executive and legislature is un-
certain; n63 if, however, Congress has expressly or by implication indicated its opposition to the President's course,
then "[the President's] power is at its lowest ebb, for then he can rely only upon his own constitutional powers minus
any constitutional powers of Congress over the matter." n64

To estimate the measure of independent authority in the President, then, the following analysis assumes a direct
confrontation between the political branches. Congressional authority over intelligence work must therefore be "sub-
tracted" n65 from presidential authroity to determine whether anything remains of the latter. After briefly describing
the types of intelligence activities, the note then lists relevant congressional powers, examines constitutional sources of
presidential authority to conduct foreign intelligence activities, and explains why the President has authority to conduct
such activities despite the subtraction of congressional powers.

A. TYPES OF INTELLIGENCE ACTIVITY

"Intelligence," a shorthand term for "strategic intelligence," refers to information about events and circumstances in
the world which the authors and [*1865] implementers of a nation's foreign policy use to guide their judgments. n66
Intelligence activities naturally include the gathering and analysis of such information. n67 Intelligence activities,
however, are not solely informational; much of what occurs under the rubric of intelligence work is covert action, or so-
called "special activities," n68 which the CIA defines as the secret use of either political means or varying degrees of
force to influence events abroad. n69 For purposes of analysis, foreign intelligence activities can be categorized n70
as informational or covert. Informational activities consist of gathering information, both openly and by espionage, and
the analysis and evaluation of the information gathered. Covert activities, in turn, can be categorized as political and
paramilitary. Political activities include the creation and dissemination of progaganda, and the provision of funds and
organizational expertise to political groups or individuals. Paramilitary activities involve the provision of tactical in-
struction about weapons and expertise on their use and the actual participation of agents in hostilities. Each of these
activities can be further classified according to whether they are carried out by American agents or by the agents of a
surrogate nation.

Not all of these distinctions make a difference in constitutional analysis, as the following discussion should make
clear, n71 but one additional variable -- the existence of war or peace between the United States and the country which
is the target of the intelligence action -- is essential to analyzing the constitutionality of a President's conduct of foreign
intelligence activities. n72 The great weight of constitutional scholarship holds that the President's commander in chief
status allows him to take action during war which would be beyond his prerogative during peacetime. n73 Once a con-
stitutionally recognized basis for making war exists, n74 the President has independent authority and perhaps a
[*1866] duty to employ the full range of intelligence action against the enemy. Because there is no real issue of the
President's independent authority during war, the following discussion assumes, unless otherwise indicated, that the
United States is not in a constitutionally authorized war with the nations targeted for covert activities. n75

B. RELEVANT CONGRESSIONAL POWERS AND THEIR ASSERTION

The Constitution authorizes Congress "To provide for the common Defence and general Welfare of the United
States," n76 "To declare War," n77 "To make Rules for the Government and Regulation of the land and naval Forc-
es," n78 and "To make all Laws which shall be necessary and proper for carrying into Execution . . . all . . . Powers
vested . . . in the Government of the United States." n79 These powers plus congressional control of the public purse
n80 give Congress a significant role in foreign activities. n81

In 1974 Congress passed the Hughes-Ryan Amendment, the first statutory provision regulating foreign intelligence
activities. n82 The Act prohibited expenditure of funds for CIA covert action unless the President found the operation
necessary for national security and made a timely report describing the operation and its scope to "appropriate commit-
tees of Congress." n83

Six years after passing the Hughes-Ryan Amendment, Congress passed the Intelligence Authorization Act for Fis-
cal Year 1981. n84 The new act

replace[d] the Hughes-Ryan framework with one that is at once more limited and more encompassing -- more lim-
ited in that reports to Congress . . . go to only the two intelligence committee; but more encompassing in that [it]
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appl[ies] to [covert action] conducted by any agency, not just the CIA, and prior notification to Congress . . . [is]
[*1867] for the first required by statute. n85

Perhaps the most specific attempt to regulate intelligence work is the Boland Amendment. n86 Passed in Novem-
ber, 1983 as part of appropriations legislation, it sets a cap of $ 24 million on spending for military and paramilitary
activities in Nicaragua during fiscal year 1984. n87

This kind of legislation, which purports to bind the President in his execution of the foreign intelligence function,
has not been undisputed. The Carter Administration opposed certain requirements that the Senate Select Committee on
Intelligence was considering in 1980, n88 even though the requirements were substantially the same as those in the
President's own Executive Order. n89 Then Director of Central Intelligence (DCI), Admiral Stansfield Turner, told the
Senate Intelligence Committee "it would be improper to attempt to impose such requirements in the statute. Such statu-
tory requirements would amount to excessive intrustion by the Congress into the President's exercise of his powers un-
der the Constitution." n90

[*1868] C. SOURCES OF PRESIDENTIAL AUTHORITY TO UNDERTAKE SPECIFIC INTELLIGENCE
ACTIVITIES

That the President has some measure of independent authority over foreign intelligence activities is beyond ques-
tion. Even in arguing that Congress can prescribe the mode by which the President carries out the foreign intelligence
function, n91 the Church Committee acknowledged that, "[i]n view of the President's own constitutional powers, Con-
gress may not deprive the President of [that] function." n92 Those constitutional powers support the President's inde-
pendent conduct of both informational and covert intelligence activities.

1. Informational Intelligence Activities
Gathering. Three different constitutional powers give the President independent authority to gather information.

(1) The Commander in Chief Power. Because Presidents generally have succeeded in having their actions ratified
by Congress, either with broad advance [*1869] grants of power or after-the-fact pronouncements, n93 and because
the courts have avoided judging the constitutionality of presidentially ordered military actions, n94 the outer limits of
presidential authority under the commander in chief clause n95 have never been fully defined. Initially the clause was
considered a minor feature of the Constitution. Hamilton remarked that the power it actually conferred was inferior to
that possessed by the governor of New York as commander of that state's militia. n96 In Abraham Lincoln's hands,
however, the power came to mean a great deal more than Hamilton ever imagined or acknowledged.

Faced with the southern states' flouting of federal authority and their attacks on federal installations, Lincoln cou-
pled the commander in chief clause with his constitutional injunction to "take care that the laws be faithfully executed"
n97 and derived a "war power." n98 During the World Wars, Presidents Wilson and Roosevelt likewise exercised
sweeping powers under the commander in chief authority. 199 The eminent constitutional scholar Esward S. Corwin
noted that, "if we are to judge from the past, in each successive crisis the constitutional results of earlier crises reappear
cumulatively and in magnified form." n100 The result, Corwin said, is that "the constitutional practices of wartime
have molded the Constitution to a greater or less extent for peacetime as well. . .." nl01

Corwin's analysis, written in 1957, has proven accurate in the last two decades, though probably not in the way he
envisioned. The claims of constitutional power made by Presidents Johnson and Nixon during the Vietnam War n102
have indeed had an impact on constitutional interpretations of the commander in chief power. Their perceived abuse of
the commander in chief power n103 has led Congress nl104 and commentators n105 to interpret that power far
[*1870] more narrowly. The most significant evidence of this reaction is the War Powers Resolution. n106 Although
no President has conceded its constitutionality, Ford, Carter, and Reagan all have given token compliance nl107 or rea-
sons why they believed an action taken was not within the statute. n108

Despite the challenge of the War Powers Resolution, the President's commander in chief status gives him important
responsibilities and independent power in foreign affairs. As commander in chief, he is under a constitutional duty to
protect the United states, n109 a duty which he can discharge only if he is fully and timely informed of international
events. The lack of a vigilant, professional intelligence service within the government before World War II had left the
United States grossly misinformed and unprotected. When Secretary of the Navy Frank Knox received news of Japan's
crushing attack on Pearl Harbor, he exclaimed, "My God, this can't be true. This must mean the Philippines." nl110 A
perception that today the United States is not likely to suffer an attack on her borders does not lessen the President's
constitutional duty to be alert to that possibility by monitoring international events. Arguably, the President's com-
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mander in chief authority empowers him to protect not only United States borders, but also United States citizens and
property abroad. Far more plausible threats to America than invasion are recurrences of such events as the Iranian hos-
tage crisis, nll1 the bombing of the Marine headquarters in Beirut, n112 or the United States Embassy bombing in
Kuwait. nl13 In those incidents, as with Pearl Harbor, a paucity of relevant, accurate information [*1871] contributed
to American vulnerability. nl14 These experiences affirm the necessity of a constitutional interpretation giving the
Commander in Chief full authority to conduct informational intelligence activities.

(i1) The "Foreign Affairs" Power. Even if the President were not charged with the powers and duties of commander
in chief, he would still possess sufficient authority to conduct foreign informational intelligence activities because of his
status as the sole organ of external relations.

The Constitution mentions no foreign affairs power as such. Unlike their philosophical forebears, nl115 the Fram-
ers did not see that power as falling naturally within the province of the executive. Although the constitutional conven-
tion met in part because the Articles of Confederation had proven unsatisfactory in obtaining nationwide compliance
with treaty obligations, nl16 apparently many who attended assumed that governance of foreign affairs would contin-
ue to be centered in the legislature. n117 The political maneuvering of Alexander Hamilton, who strongly believed in a
powerful executive, nl18 raised the issue of control of foreign affairs. n119 The only relevant discussion, however,
focused on the narrower question of the treaty-making power. n120

Hamilton, however, had another opportunity to work his views into the development of constitutional law. In 1793,
upon the outbreak of war between Great Britain and France, President Washington issued a proclamation declaring that
the United States intended to pursue a neutral course. n121 When French sympathizers challenged the proclamation as
being beyond the President's constitutional authority, Hamilton wrote a pseudonymous defense of Washington's action,
n122 arguing that the grant of executive power in the opening clause of Article II is a grant of all powers which are ex-
ecutive in nature and that the direction of foreign policy is such a power. nl123

[*1872] The effects of that argument were argument were evident early on. Six years after the letter appeared,
John Marshall stood as a Congressman and defended President John Adams' ordering the extradition of an alleged fugi-
tive from British justice. "The President," Marshall said, "is the sole organ of the nation in its external relations, and its
sole representative with foreign nations." nl124 Although Marshall's intent may be disputed, n125 the phrase has
come to mean that the president has principal responsibility for initiating and implementing American foreign policy.
nl26

Marshall's phrase developed constitutional status largely as a result of Justice George Sutherland's majority opinion
in United States v. Curtiss-Wright Export Corp. 1nl127 The defendant in that case argued that Congress, in giving the
President power to prohibit the export of arms and ammunition, had unconstiutionally delegated its legislative power.
n128 The Supreme Court rejected that reasoning and stated, "[W]e are here dealing not alone with an authority vested in
the President by an exertion of legislative power, but with such an authority plus the very delicate, plenary and exclu-
sive power of the President as [*1873] the sole organ of the federal government in the field of international relations. .
.." nl29

Specific constitutional language buttressing this executive primacy provides that "[the President] shall receive Am-
bassadors and other public Ministers; . . . shall take Care that the Laws be faithfully executed . . . [,] n130 [and] shall
have power, by and with the Advice and Consent of the Senate, to make Treaties . . . and . . . appoint Ambassadors . . .
." nl31 The treaty-making power and the duty to faithfully execute the law make it imperative that the executive un-
derstand the context in which he or she is dealing. This understanding in turn depends on current, correct information.
The ability to obtain such information hinges on the peculiar ability of the executive to act quickly and discreetly. As
John Jay wrote in The Federalist No.64:

It seldom happens in the negotiation of treaties, of whatever nature, but that perfect secrecy and immediate des-
patch are sometimes requisite. There are cases where the most useful intelligence may be obtained, if the persons pos-
sessing it can be relieved from apprehensions of discovery. Those apprehensions will operate on those persons whether
they are actuated by mercenary or friendly motives; and there doubtless are many of both descriptions, who would rely
on the secrecy of the President, but who would not confide in that of the senate and still less in that of a large popular
assembly. nl132

In the last decade, Congress has recovered from its previous near-total subservience to the executive in developing
foreign policy. nl33 The President, however, is still expected to take the lead in formulating American foreign policy.
nl34
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(iii) The Power to Faithfully Execute the Law. Once a treaty or similar agreement is in effect, the duty to ensure its
faithful execution devolves on the President. n135 Just as this duty gives the President the power to fill the interstices
of [*1874] domestic statutes, nl136 it also authorizes him or her to interpret and implement the policies contained in
treaties and international law. n137 To be successful in this task, the President must be informed. Obligations of mu-
tual defense, for example, require the chief executive to be apprised constantly of our allies' security. Similarly, he must
ascertain what conditions exist prior to dealing under a conditional trade agreement.

Presidents have, among other dramatic uses, n138 invoked the mandate to execute the laws to suppress piracy,
n139 to intern foreign insurgents, nl40 and, in connection with the commander in chief power, to send American
troops overseas. nl41 The already substantially independent power which the "faithfully execute" clause confers is
made more independent to the degree that presidents can enter into executive agreements with foreign governments
without congressional authorization. n142

These three constitutional powers -- the commander in chief power, the "foreign affairs" power, and the power to
execute treaties and other international obligations -- cannot be removed by Congress indirectly any more than they can
be removed directly. Because access to information is at the very heart of the President's ability to wield these powers,
no amount of congressional action should be able to prevent him from gathering the intelligence he deems necessary for
the exercise of these powers. Once intelligence is gathered, however, a question concerning its control arises.

Analysis and Evaluation -- Executive Control of Information. The President's power to retain sensitive information
has frequently been pitted against Congress' power to investigate the dealings of the federal government. The constitu-
tional doctrine of executive privilege gives the President an advantage in these contests, nl143 and this is a doctrine
with historical roots. n144 Hamilton [*1875] wrote perceptively, and, perhaps, prophetically when he asked:

To what purpose separate the executive or judiciary from the legislative, if both the executive and judiciary are so
constituted as to be at the absolute devotion of the legislative? . . . The representatives of the people, in a popular as-
sembly, seem sometimes to fancy, that they are the people themselves, and betray strong symptoms of impatience and
disgust at the least sign of opposition from any other quarter; as if the exercise of its rights, by either the executive or
judiciary, were a breach of their privilege, and an outrage to their dignity. n145

The assertion of executive privilege reaches back to the first executive. In 1792, a committee of the House of Rep-
resentatives inquired into an expedition which had been conducted under the authority of Washington's Secretary of
War and requested certain documents from the Secretary. nl146 The Secretary notified Washington, who then called a
cabinet meeting because, as Jefferson recorded, "he wished that so far as it should become a precedent, [the handling of
the congressional request] should be rightly conducted." n147 According to Jefferson, Washington and his cabinet

were of one mind . . . that the Executive ought to communicate such papers as the public good would permit, and
ought to refuse those, the disclosure of which would injure the public . . . [and] that neither the committee nor the House
had a right to call on the Head of a Department, who and whose papers were under the President alone. n148

A half-century later, President James Polk stated, in refusing to furnish [¥1876] Congress with an accounting of
payments made for certain intelligence activities:

In time of . . . impending danger the situation of the country may make it necessary to employ individuals for the
purpose of obtaining information or rendering other important services who could never be prevailed upon to act if they
entertained the least apprehension that their names or their agency would in any contingency be divulged. n149

The changing world has not changed the need for such secrecy. In 1980, DCI Stansfield Turner told the Senate Se-
lect Committee on Intelligence, "[ W]e must recognize that rigid statutory requirements requiring full and prior congres-
sional access to intelligence information will have an inhibiting effect upon the willingness of individuals and organiza-
tions to cooperate with our country." nl150

The Supreme Court addressed the nature and scope of executive privilege in United States v. Nixon. nl151 Even in
rejecting an unqualified presidential right to withhold information from a court conducting a criminal adjudication,
n152 the Court nevertheless carefully restricted its holding to situations in which the assertion of privilege was made
"[a]bsent a claim of need to protect military, diplomatic, or sensitive national security secrets." n153 The Court did not
indicate whether its holding applied to civil cases or to congressional demands for information from the executive. The
Court did indicate that even in the context of the criminal adjudication before it, in which the asserted privilege involved
"no more than a generalized claim of the public interest in confidentiality of nonmilitary and nondiplomatic discus-
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sions," it was "in the public interest to afford Presidential confidentiality the greatest protection consistent with the fair
administration of justice." nl54

Congress cannot, then, legitimately claim a constitutional right to obtain from the President intelligence information
concerning military, diplomatic, or national security secrets. Nor can it claim that the assertion of executive privilege
strips the Congress of its rightful role as overseer of the armed forces and public monies of the nation. Congress should
be informed as specifically as possible, given the critical nature of intelligence work, of the ways in which American
resources are spent. But Congress, in accepting the necessity of selfdefense and the need for credibility with our allies,
must accept as constitutionally valid the Executive's independent power to maintain the total secrecy of information
which in the Executive's judgment will threaten those national security interests. n155

[*1877] 2. Covert Intelligence Activity

The principal source of the President's power to conduct covert activities is the executive prerogative to act in crisis
situations. The President's power to conduct covert activities thus differs fundamentally from his power to conduct in-
formational intelligence activities.

Covert action is a phrase which evokes more emotion than reason. This is, perhaps, because the variety of activities
identified by that label are not considered individually; instead, they are lumped with the spectacular failures or per-
ceived abuses of paramilitary covert action and are colored by memories of the Bay of Pigs n156 and visions of ex-
ploding bridges nl57 or poisoned Marxist leaders. n158 Covert action is not, however, all of a piece. n159 Yet all
covert action shares a distinctive feature: it is an extension of force n160 into another sovereign nation. Unlike infor-
mational intelligence, covert action is not simply a tool for understanding other nations, it is a tool for changing them.
Although the Executive's need to understand the world is constant, his need to change the world by force is not. Unlike
the broad, unchanging power to conduct foreign informational intelligence activities, the executive power to conduct
foreign covert intelligence activities is thus a function of changing worl