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PART B7(E)
MEMORANDUM OF UNDERSTANDING (MOU)
BETWEEN

THE DEPARTMENT OF STATE (DOS),
BUREAU OF CONSULAR AFFAIRS (CA)

AND
THE US DEPARTMENT OF LABOR (DOL)
OFFICE OF INSPECTOR GENERAL (O1G),
WAGE HOUR DIVISION (WHD),
AND
EMPLOYMENT AND TRAINING ADMINISTRATION, OFFICE OF FOREIGN
LABOR CERTIFICATION (ETA-OFLC)
FOR THE SHARING OF VISA AND LABOR CERTIFICATION INFORMATION
I. PARTIES
A. The Parties to this Memorandum of Understanding are:
. The Department of State., Burcau of Consular Alfairs (DOS/CA);

2. The Department of Labor’s (DOL) Oftice of Foreign Labor
Certification (OFLC), situated in the DOL™s Employment and Training
Administration (ETA);

3. DOLs Wage Hour Division (WHD); and

4. DOL s Oftice of Inspector General (O1G).

B. Any relerences to “DOL™ in this MOU mean OFLC, WHD, and OIG only
and no other agency or sub-agency component of DOL.
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PURPOSE

. This MOU between DOS/CA and DOL establishes the overarching

arrangement by which DOS/CA and DOL. will provide access to and share
the information in visa record and labor certification databases, and
documents the basic mechanisms and responsibilities established to protect
this data.

B. Data sharing between the Parties is intended to support immigration, U.S.

JIL
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labor law enforcement, fair employment and foreign policy objectives, and
other national interests of the United States. This includes ensuring the
proper administration of 11.S. immigration laws in DOS/CA’s adjudication
and issuance of visas and other travel documentation,

BACKGROUND

Fundamental to the mission of DOS/CA is to protect and assist U.S.
citizens abroad, enhance U.S. border security, and facilitate the lawful
entry into the United States of persons eligible for U.S. visas. DOS/CA is
charged with facilitating travel to the United States while maintaining
border security. DOS/CA holds responsibility for U.S. visa operations
worldwide, for the adjudication of U.8. visa applications, and for the
issuance of 1.5, visas and other travel documents.

. Fundamental to the mission of the OFLC is assisting U.8. employers to

obtain a reliable and legal workforce while protecting the wages and
working conditions of U.S. workers similarly employed. OFLC has the
responstibility for processing center operations nationwide, adjudicating
and issuing permanent and temporary labor certifications, and conducting
audit examinations of employer compliance with regulatory requirements.
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OFLC can benefit from access to and sharing of visa issuance information
contained in the DOS/CA Consular Consolidated Database Interagency
(CCDi) for purposes of identifying potential program noncompliance in the
course of adjudicating employer applications, enabling OFLC to request
additional information or corrections to deficiencies preventing the
issuance of permanent or temporary labor certifications in relevant cases,
and to support other appropriate regulatory actions on certifications that
have been issued.

B7(E)

.. WHD is responsible for administering and enforcing a wide range of labor

laws, including the Fair Labor Standards Act, the Family and Medical
Leave Act, the Migrant and Seasonal Agricultural Worker Protection Act,
worker protections provided in several temporary visa programs, and the
prevailing wage requirements of the Davis-Bacon and Related Acts and the B7(E)
Service Contract Act. Allowing WHD direct access to the CCDi would

L Nothing in this MOU limits the WHD’s enforcement of
estang omer statutes.

The information sharing and enhanced cooperation among the Parties to this
MOU is authorized under, and complies with, the provisions of the following:

epic.org
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A. DOS/CA enters into this MOU under the authority provided by the
immigration and Nationality Act (INA), 8 U.S.C. §§ 1101, §§ 1104, 1185
and 1202(1),

B. DOL enters into this MOU under the authority provided by the INA, 8
US.Co§§ 11015 1153; 1182; 1184; 1188; and 1288; 5 U.S.C. §§ 552 and
552a; the Inspector General Act of 1978, as amended (5 U.S.C. App. 3); 20
C.F.R. Parts 655 and 656; and 29 C.F.R. Parts 501 and 503.

V. DATA SHARING RESPONSIBILITIES

The data sharing responsibilities of each Party to this MOU are as follows:
A. DOS/CA Visa Data
[. DOS/CA will:

a. Provide DOL. users with direct fog-on access to the nonimmigrant visa
(NIV) and immigrant visa (1V) portions of the CCDi, in a Sensitive But
Unclassified (SBU) form via an agreed upon connection as described in the
Interconnection Security Agieement (ISA). The specific elements of data are
identified in a Reports and Users document attached to the MOU (see

Appendix A);

b. Respond to DOL gueries for clarification or additional information arising
from DOL access to specific information and reports drawn from the NIV
and TV portions of the CCDi, as appropriate.

B. DOL Data
1. OFLC will:

a. Provide DOS/CA with direct access using a web based application
to OFLC’s PERM and iCERT systems (or successor systems) to
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view, on a read-only basis, case specific data and documentation
drawn from applications for nonimmigrant and immigrant labor
certification. OFLC will provide access via an agreed upon
connection as described in the ISA. The DOL System of Records
Notice (SORN} used for the purpose of this information exchange
is the DOL/ETA-7 — Foreign Labor Certification System and
Employer Application Case Files;

b. In addition, OFLC will provide DOS/CA with direct access to
electronic immigrant and nonimmigrant labor certification data
using a web-based application programming interface. OFLC will
provide access via an agreed upon connection as described in the
ISA. The DOL SORN used for the purpose of this information
exchange is the DOL/ETA-7 — Foreign Labor Certification System
and Employer Application Case Files

¢. Respond to DOS/CA queries for clarification or additional
information arising from DOS/CA access to PERM and iCert
systems relating to specific case data and documentation drawn
from applications for nonimmigrant and immigrant labor
certifications, as appropriate.

Vi. TECHNOLOGY STANDARDS

DOS/CA and DOL will comply with the following standards and procedures
for ensuring the administrative, technical, and physical security of the
information exchanged under this MOU and the results of such programs:

A. The Parties are committed to updating the information technologies
employed to implement this MOU and to ensure that the relevant systems
remain efficient as data volumes increase and more advanced technologies

become available.

B. In order to enable read access to the CCDi, DOL accepts the responsibility
to establish a connection to the designated State data center that complies
with State’s SBU standards contained in the Foreign Affairs Manual for
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agencies accessing the CCDI, in accordance with an [SA that governs the
technical and security requirements for interconnecting the DOS and DOL,
networks. The Parties will maintain the highest level of security that is
commensurate with the risk and magnitude of the harm that could result
from the loss, misuse, disclosure or modification of the information
contained in the CCDI.

C. All modifications of transport, use, or storage of either Parties’ data
pursuant to this MOU require written request and approval from each
Party.

D. The Parties will comply with the Federal Information Security
Management Act (FISMA), 44 U.S.C. § 3541 et seq., as amended by the
Federal Information Security Modernization Act of 2014 (Pub. L. 113-
283); Federal Information Processing Standards (FIPS), Mandatory
Security Processing Standards 199 & 200; related Office of Management
and Budget (OMB) circulars and memoranda, including revised Circular
A-130, Management of Federal Information Resources, 81 Fed. Reg.
49689 (July 28, 2016) and Memorandum M-06-16, Protection of Sensitive
Agency Information (June 23, 2006); National Institute of Standards and
Technology (NIST) directives; and the Federal Acquisition Regulations
(FAR). These laws, regulations, and directives provide requirements and
guidance for safeguarding Federal information systems and Pl used in
Federal agency business processes, as well as related reporting
requirements.

<. FISMA requirements apply to all Federal organizations, contractors, or

sources that possesses or uses Federal information, or that operate, use, or
have access (o Federal information systems on behall of any Other
Government Agency (OGA) or Non-Government Organization (NGO).
Each agency receiving information under this MOU is responsible for
oversight and compliance of its contractors and agents with FISMA
requirements.
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LIMITATIONS ON THE DISCLOSURE AND USE OF
INFORMATION

A. General Provisions

i

E\)

Except as provided in this MOU, DOL will restrict access to DOS/CA
data to individual DOL personnel who require access to the data to
perform their official duties for DOL. When an individual no longer has a
need to access DOS/CA data, access will be promptly disabled by DOL.

Data provided, exchanged, stored, retained, or otherwise governed by this
MOQU will not be shared, handled, or further disseminated in a manner
that would violate federal law, regulation, or applicable SORNs.

Both Parties acknowledge that the data and other information provided
under this MOU may be subject to various statutes and other authorities,
including INA § 222(f), 8 U.S.C. § 1202(1), (Visa Record
Confidentiality); 8 U.S.C. § 1367 (VAWA Restricted Disclosure of T and
U Visa Data}; and the Privacy Act, 5 U.S.C. § 552a.

Exchange of such information pursuant to this MOU is not a public
disclosure under the Freedom of Information Act, 5 U.S.C. 552.

Confidential information means information that may be exempt from
disclosure to the public or other unauthorized persons under state and
federal statutes. Confidential information includes: U.S. Department of
State visa records; the identities of persons who have given information
to the Parties in confidence or under circumstances in which
confidentiality can be implied; any employee statements in DOL’s
enforcement files that were obtained under these conditions; internal
opinions and recommendations of federal or state personnel, including
(but not limited to) investigators and supervisors; information or records
covered by the attorney-client privilege and the attorney work-product
privilege; personal information on living persons; individually
identifiable health information; and confidential business information and
trade secrets.
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6. When confidential information is exchanged it shall be used and accessed
only for the limited purposes of carrying out activities pursuant to this
MOU as described herein. Unless otherwise specifically authorized
pursuant to an advance consent provision in this MOU, the confidential
information shall not be duplicated or disclosed without the written
authority of the agency providing the information (hereinafter the “donor
agency”) or a court order.

7. In the event that there is a public proceeding, such as a trial, in which
confidential information may be used or testimony of DOL employees
sought, DOL requires that DOS/CA notify DOL..

8. If either Party receives a request for information, including under the
Freedom of Information Act (FOIA), $ U.S.C. § 552, the Privacy Act, 5
U.S.C. §552a, or pursuant to any judicial or administrative process, and
the Party determines that donor agency data is responsive to that request,
the Party that received the information must promptly refer the request to
the donor agency for coordination and consent on whether the responsive
data is releasable. The Parties agree that any documents or records based
upon or incorporating information obtained pursuant to this MOU that
are to be released to third parties (including under FOYA, Privacy Actor
any legal or administrative proceeding) will be coordinated with the other
Party prior to release.

9. For purposes of records disclosure under this MOU and the applicable
SORNSs, other bureaus within DOS are not considered third parties or
agencies in relation to DOS/CA. Similarly, other directorates, groups,
branches or offices within DOL - and outside of OFLC, OIG and WHD
- are not considered third parties or agencies in relation to DOL for
record disclosure purposes under this MOU and the applicable SORNs.
The Parties agree that neither DOS/CA nor DOL is precluded from
disclosing information under this MOU with each Party’s respective
offices, bureaus, directorates, groups, branches, or component agencies
on an official need basis as authorized under this MOU, and applicable
privacy and confidentiality statues and requirements,
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B. DOS/CA Visa Records

1.

o

Department of State visa records are considered “confidential” under §
222(f) of the INA. {See 8 U.S.C. § 1202(D).

The Parties recognize that the data and other information that DOS/CA
i3 to share with DOL, under this MOU constitute visa records within the
scope of INA § 222(f). Such records, including extracts from and
portions of such records, are considered confidential under INA §
222(f) for purposes of preserving the authorized use, disclosure and
dissemination protections under this provision, and may be used “only
for the formulation, amendment, administration, or enforcement of the
immigration, nationality, and other laws of the United States,” as

determined by DOS/CA.

Both Parties further recognize that a visa bearer’s immigration status
may change from that of nonimmigrant to immigrant, lawful permanent
resident, or United States citizen. In recognition that the records of
tawful permanent residents and United States citizens are subject to
Privacy Act requirements at 5 U.S.C. 552a, both parties are to follow
their respective internal procedures for meeting those requirements.

€. Responsibilities of the Parties

To ensure the proper handling, disclosure and protection of visa records,
the Parties define their responsibilities as follows:

1.

DOS/CA will:

a. Train designated DOL users on the effective and appropriate use of
the CCDi. Training will include an explanation, data fields, and
queries, as well as applicable laws, regulations and procedures
pertaining to proper treatment and safeguarding of DOS/CA
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Appendix B
DOL/OFLC Form ETA-9089 Data Elements

Note: TA Form 9089 is known as the Application for Permanent Employment Certification.
I'he form is used to support certain employment-based petitions for legal permanent residence.

( I)‘}ta i* lement i i Descri;;tiosi ) - )
A ReﬁL_g_InSWuCn01as - m:j
P;m:zl\ date from prior A “Yes” or "No™ sclection indicating whether an employer is
certilication (ISTA 750) seeking to use a priority date associated with an carlier filing

| . | under a precedent permancnt prograni i )

. thmm hhno gdate I_}g_lp_q_f}_hcl_;gylggm filing
State Workforce Apency Fhe SWA or Stale with where the prior filing was submitted
(SWA) or State of previous
filing ) e L
B . Sl wdule A Sheepherder Information
Schedule A Sheepherder A “Yes” or “No” selection indicating whether the [iing is fora

Application Schedule A sheepherding occupalion

| C. Employer Information (Headquarters or Main Office)

Employer name The legal business name is the exact name of the individual.

corporation. LLC, partnership, or other organization as
) o _ reflected in icgal documents

Trade name/DBA I app licable, other trade or dmng, business as™ name by
‘ ‘which the employer is known

Address 1 o _|Street addruse of the employer ermj_ place of business
Address 2 . . . Street address (additional «,}}acc)
City The city where the employer’s prmu pal plat,e of business is

| ‘ focated
State/Provinee The state where the cmp!o; er's prmupal p}aw ‘of business is

o o located N

Postal Code The postal or /zp “code where the cmpioyu s prmmpai slace

| o ee ... . |ofbusiness s locatcd )
Country The country in which the employer™ s pmncxpai placc of

B - o business is located R
Phone number The arca code and te tdcphonc number for the employer’s

i | principal place of business o
Extension i apphwblc the extension of the u.,lcphone number {or the

cmployer’s principal place of business
| Number ol cmplo} ees | The total number of cmployer’s employees B
Y:.ax Lommuwgd busmess (. not hc year the the eny) employer commenced business 01 mwrpomu.d
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Appendix C
DOL/OFLC Form ETA-9035 Data Elements

Note: 1XTA Form 9033 is known as the Labor Condition Application (L.CA) and is used in the
H-1BUH-1B1 and [:-3 visa programs.

R , - . -
j}_gta iulemcnt. o LM Description )
Prehimnary Collection Elements J
Employer agreement The “Yes™ or “No” response to the agreement to prinl and signa

hardcopy of the certilicd LLCA: maintain it in the public access
{ile; submit it to USCIS in support of the 1-129. and provide a
hardcopy to cach 11-1B nonimmigrant employed pursuant to that -

R N p— RS -

ILCA obligali&is atlestation | The “Yes” or “No™ rwponse 10 attestation that the statcments on |
the LCA are true and accurate and that the employer undertakes
j obligations sct out in the L.C'A in its inslructions.

I.CA instructions atlestation | I3 mpioyu s choice to either cluctmmcally attach the LCA
- instructions or not, and agreement to be bound by LLCA

 obligations
_{Q&DOL USE ONLY (this information is contained on each page of the LCA) ]
| Case Number - [ The LCA unique case number as issued by DOL.
Case Status ‘ The status of the case (e.p. C ertificd)
|
| Period of iimpioymem | The of‘ﬁi:ialymgc;d of‘eiﬁ}af&)ﬂn@nt, also I'Cp?CS‘Ci.}U?;i.g‘ the \alldl{;‘ 4
period of the 1.CA L _
P. Employment-based Nonimmigrant Visa Information_ ]
Visa classification lhe visa classification supporied by the application (te. H-1B.

I-1B1 (Chile/Singapore) or [:-3 (Australia)

Q Tempo?&&%eed Information B - _ ]

Job Title Prospective workers job title . ;
SOC (O*NET/OES) code The Standard Occupauonal Code (consistent with the
Occupational Network and/or Occupational Employment
Statistics survey) assigned to the occupation in which the

N . - | worker{s) will be employed

SOC(OENET/OES) The Standard Qccupational Code tille (()u,up'monal Network
Occupational Title and/or Occupational Employnent Statistics survey code)
assigned to the occupation in which the worker(s) witl be

.. pemployed . S
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Appendix D
DOL/OFLC Form ETA-9142 Data Elements

Neote: Forms [ETA-9142A and B are known as the Application for Temporary Employment

Certification. The A version of the form is used m the T-2A visa program and the B version of
the Torm is used in the 11-2B visa program.

_ Data Element L Deseription
CC. Employment-based Nonimmigrant Visa Information
Visa classification ] The visa classification supported by the app lication (i. ¢ H-1B,
o | H-1B1 (Chile/Singapore) or -3 (Australia)
DD Tempomry Need Information ]
.Iot Tile o Plospu:twc \Amker(a) Job tnlc / o ]
SOC (O*NET/0ES) code "Fhe Standard Occupanonal Code (consmtcnt with the
Occupational Network and/or Occupational Employment
! Statistics survey) assigned to the occupation in which the
_worker{s) will be employed
C SOC (O*NET/OES) " The Standard Occupational Code title (()uupallondi Network
Occupational Title and/or Occupational Emplovment Statistics survey code)
assigned 1o the occupation in which the worker(s) will be
... |employed N B
Fall Time Position .‘\ Ygs or “No™ answer mgardm& whether the position is full
Period of Intended iiugm and end dates of intended em )loymc,m in
Employment (MM/DIYYYYY) format o o 11
Worker Positions Needed The total number of worker posmom supporu.d by the ,
application, and breakout by categorics (¢.g. new employment. j
. \ o | change in employer. ¢te.) L
Nature ol Temporary Need x\ seleetion of “Scasonal,” “Peakload.” “One-time Occurrence”™ |
- - . or “Intermittent or Other hn’zporary Need” ;
Statement of Temporary Need Ifapphcab?c the cn‘zplo«) er’s description of 1umporar5 need {
(required only for H-2B applications) ]
FOR DOL USE ONLY (this information is contained on cach page of the application)
Case Number __ . | The appfication unique case pumber as issued by DOL
( ase Status Fhe status of the case (¢.g. C cm(md} _
Validity Period The vahdlty per iod of the certilication, i.c. cerlified period of
. _jemployment L o
EI‘ Empl o;/_r Information L o i
T egal business name The legal name is the exact name of the individual, corporation,
LLC. partnership, or other organization that is reported to the
. laternal Revenue Service
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Appendix E
Persons to Contact

Ao US. Department of State

| ~ US.DepartmentofState
. NamefTiti/Agency | Phome [ E-Mail
~Gary Corse Deputy Director T?()2~485~7547 CorseGR{state. pov

" Daniel R Veenhaas VisaSpeciéIisi ! 202-485-7545 [ yﬁcenbaasl)f{@statc.goy

P E B . . . e e

B.  U.S. Departiment of Labor

U.S. Department of Labor e
- Name/Title/Agency _ Phone | E-Mail ]

Brian Pasternak. Program Manager ] B6

Olfice of Foretgn Labor Certification

DOL-ETA - | |

Geolfrey Colley. I'T Manager B6

Oftice of Information Systems

DOL-ETA - N

Christopher Cooper. Special Agent-in- B6

Charge

Division of Advanced Technology and

Anatytics

DOL-OIG . ] B6

Michael Mikulka, Special Agent-in-

(Charge

New York Regional Office

DOL-0IG o o

SENSITIVE BUT UNCLASSIFIED
46

epic.org EPIC-18-10-12-DOS-FOIA-20191217-Interim-Production 000088
™ UNCLASSIFIED U.S. Department of State Case No. F-2019-00429 Doc No. C06838447 Date: 12/17/2019 —



	F-2019-00429 Epic Biometrics RD letter 12.19.2019
	FOIA Exemption Guide
	F-2019-00429 12.19.17
	C06838435
	C06838437
	C06838438
	C06838440
	C06838443
	C06838447




