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Department of Homeland Security June 2006L-1

Sample: Proposal Evaluation Plan

Basis of Evaluation (check one): X Best Value Trade-Off
Lowest-Price, Technically Acceptable
Other

Non-Cost Factors 
Evaluation factors and significant subfactors shall be listed, and their relative order of importance cited in adjectival terms 

Numerical ratings shall not be used in the evaluation of delivery order proposals. 

List the specific areas of your technical requirements to be evaluated.  These areas should correspond with, and relate to, 
specific requirements

1.  Technical Approach
The contractor will be evaluated on its effort to provide unclassified, open source, multi-media 
technical and analytical support services for NOC Operations which operates 24 hours a day, 
seven (7) days a week, and 365 days a year (24x7x365). These are two 24x7x365 functions, one 
to specialize in Media Monitoring and other to specialize in Social Networks. Shifts shall be 
developed by the contractor to ensure that each desk is covered at all times.  

List the specific areas of your management requirements to be evaluated.  These areas should correspond with, and relate 
to, specific requirements

2.  Management  Approach and Key Personnel
The contractor’s proposal shall indicate the labor category and FTE hours (broken out by 
respective task areas).  Additionally, the contract’s proposal should identify subject matter 
experience/qualifications/certifications proposed for each FTE in each task area identified in 
this SOW. The contractor will be evaluated based on experience conducting outreach and 
providing support to DHS National Operations Center(NOC) Media Monitoring Capability 
support, Office of Operations Coordination and Planning, Department of Homeland Security
List the specific areas of your past performance requirements to be evaluated.  These areas should relate to specific work 
statement requirements.
3.  Past Performance
The contractor will be evaluated on the quality of past performance by, and relevant experience 
of, its own staff and/or the staff of partners/subcontractors in each task order area (strategic 
outreach and communications planning; ability to conduct awareness and communications 
campaigns; ability to execute mission integration engagements to include evaluating and 
initiating engagements with users, gathering user requirements and communicating requirements 
to the development team, training users, providing support and assistance to users in furtherance 
of fostering positive user experiences and relationships with DHS);  and the degree of flexibility 
in previous engagements.  Past performance will not be limited to the submitted past 
performance references.  Past performance by offerors or their team members with incumbent 
performance on similar DHS or other government agency programs will be verified and 
considered as part of the past performance evaluation.

List any other evaluation criteria important to you, and their relative order of importance below.
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Department of Homeland Security June 2006L-2

Order of Importance of Technical Factors
List the order of importance with regards to corporate experience, technical/management approach and any other non-cost criteria for which 
you may want to evaluate contractor proposals.  Examples: a) Factor 1 is more important that Factor 2; Factor 2 is more important that Factor 
3; b)  Factor 1 and Factor 2 are equal; Factors 1 and 2 are more important than Factor 3. 

Past performance is more important than technical approach and management approach and key personnel 
when combined. 

Cost Factor

Note that balancing cost against the non-cost factors is how you make your best value trade-off decision, and as a result, a percentage is not 
applied to the cost factor.  Indicate whether all non-cost evaluation factors, when combined:

Are significantly more important than: X More important than: Comparatively equal to:

...the cost factor
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Department of Homeland Security June 2006L-3
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Page 1 of 8 

MARKET RESEARCH REPORT

Authority

Market research is required in accordance with: 
� FAR 7.102, Acquisition Planning Policy.  
� FAR 10.001, Market Research Policy.
� POP 203, Conducting Market Research 

Background Information

Describe the background of the procurement and circumstances/events leading up to the 
requirement. 

The Operations Coordination Division of the Office of Operations Coordination and 
Planning has a requirement for Media Monitoring Center support services.  The period of 
performance shall be for one twelve (12) month base period and four (4) twelve month 
option periods.  The requirement has an estimated value of $9.2 million.  Also, the contractor 
is required to have a Secret facility clearance and contractor personnel are required to have a 
Secret clearance. Market research was conducted for this requirement from June 1, 2008 
through January 1, 2009. 

The services are currently provided by SPAWAR through Interagency Agreement (IAA) 
HSHQDC-07-X-00816.  The IAA expires on 31 December 2009. 

The Program Office Point of Contact is The Acquisition Team members are 
listed in the following chart.

Name Title Office Telephone Email Address

Senior Watch 
Officer

Operations 
Coordination (OPS) 202-282 @dhs.gov

Management 
& Program 

Analyst 

Budget and 
Acquisition 202-282 @dhs.gov

Contract 
Specialist

Office of 
Procurement 

Operations (OPO)
202-447 @dhs.gov

Contracting 
Officer

Office of 
Procurement 

Operations (OPO)
202-447 @dhs.gov

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)
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Page 2 of 8 

Initial Requirements (as identified by the Program Office)

� Describe the essential physical and performance characteristics/functions required to 
meet the Government’s needs.  Describe what the product or service must do. 

The Media Monitoring Center (MMC) is designed to monitor, collect, analyze, and forward 
operationally relevant open source information to the DHS National Operations Center 
(NOC). The Social Media/Networking (S/N) initiative involves advising the Director of 
Operations Coordination and Planning on the integration of Social Media/Networking into 
DHS OPS operations in order to enhance DHS OPS situational awareness, fusion and 
analysis, and decision support to senior leaders. 

� Describe the performance requirements (i.e., the qualities and attributes of the product or 
service) 

Provide 24 hour 7 day a week support, timely dissemination of information. 

� Describe distinguishing characteristics

 None 

� Describe physical characteristic requirements

None 

� Address any cost effectiveness issues associated with requirements

The method of gathering and digesting information and the reporting method will potentially 
cost more and be a tradeoff to the government. 

� Describe schedule requirements

Contract needs to be awarded mid November to allow security clearances to be transferred and 
the POP to start 1/1/2010.   Once awarded the contractor will have to staff 24x7x365 

� Identify DHS Advance Acquisition Plan including AAP number, when plan was 
published to the public, if part of the DHS Forecast of Small Business Opportunities
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Page 3 of 8 

Participants in Market Research

Describe the involvement of the individual Acquisition Team members and any other 
participants in the market research effort.  

Name Title Office Telephone Email Address Role in Market
Research

Program Official OPS 202-282 @dhs.gov
Assisted in the 

preparation of the Market 
Research Report

Contracting 
Officer OPO 202-447 @dhs.gov Approve Market 

Research Report
Contract 
Specialist OPO 202-447 @dhs.gov Assist Program Staff in 

documenting requirement

Small Business 
Specialist OPO 202- 447 @dhs.gov

Review Market Research 
Report to determine 

acquisition’s potential 
inclusion into the 

socioeconomic program
Management & 

Program Analyst OPS 202-828 @dhs.gov Prepare Market Research 
Report

Market Research Techniques and Sources

Indicate techniques and sources used during market research investigation. The following table 
may help structure and summarize the techniques used in the market research.

Check 
if part of 
research

Sources Used in Market Research Details of Research/Comments

Research Sources

DHS Advance Acquisition Plan reviewed
X Acquisition history reviewed

Other recent market research reviewed
Interviewed knowledgeable individuals in industry 

X Interviewed knowledgeable individuals in 
Government 

X Government databases reviewed www.ccr.gov; GSA Advantage; 
www.epls.gov

Commercial databases reviewed 
Participated/Attended Tradeshows and Industry 
Conferences
Professional Journals reviewed
Source Lists of DHS and Other Government agencies 

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)
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Page 4 of 8 

Check 
if part of 
research

Sources Used in Market Research Details of Research/Comments

reviewed
Catalog and Product Literature reviewed
Participated in DHS Small Business Vendor Outreach 
Sessions
Reviewed requirement with OPO Small Business 
Specialist
Other _________________
Other _________________
Other _________________
Mandatory Sources Reviewed
Products: Agency inventories Requirement is not for a product 
Products: Excess from other agencies Requirement is not for a product

Products: Federal Prison Industries at 
www.unicor.gov 

Requirement is not for a product

Products: Procurement list maintained by the 
Committee for Purchase from People who are Blind 
or Severely Disabled (Ability One (formerly Javits-
Wagner-O’Day (JWOD)) Program at 
www.jwod.gov/procurementlist

Requirement is not for a product

Products: Wholesale supply sources (such as GSA) Requirement is not for a product

Products: Mandatory Federal Supply Schedules 
(GSA Advantage) at www.gsaadvantage.gov

Requirement is not for a product

Products: Optional Use Federal Supply Schedules 
(GSA Advantage) at www.gsaadvantage.gov

Requirement is not for a product

Products: Commercial sources Requirement is not for a product

X Services: Procurement list maintained by the 
Committee for Purchase from People who are Blind 
or Severely Disabled (AbilityOne (formerly Javits-
Wagner-O’Day (JWOD) Program)

Services not provided  by source 

NA Services: Mandatory Federal Supply Schedules
(FSS)

Services not listed in mandatory FSS 

X Services: Optional Use Federal Supply Schedules OPS would like to use an optional FSS
NA Services: Federal Prison Industries Services not provided  by source

Mandatory sources reviewed (per FAR Part 9) if 
applicable for:
� Public utility services
� Printing and related supplies  
� Leased motor vehicles 
� Helium

Requirement is not for any of these 
items or services

Other _________________
References/Sources Checked

X Central Contractor Registration (CCR) at 
www.ccr.gov

Checked for registration in CCR
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Check 
if part of 
research

Sources Used in Market Research Details of Research/Comments

X Department of Labor provides Service Contract Act 
(SCA) and Davis-Bacon Act (DBA) wage 
determinations information at www.wdol.gov

Professional Services, not covered 
under SCA 

Past Performance Information Retrieval System 
(PPIRS) at www.ppirs.gov

X Excluded Parties List System (EPLS) at 
www.epls.gov

Suggested sources not listed on EPLS

Other _________________
Contracting Officer-led Activities
Industry Conferences
Sources Sought Notices: Requests for Information 
(RFIs)
Sources Sought Notices: RFI published in an Industry 
or Association Publication
Sources Sought Notices: FedBizOpps at 
www.fedbizopps.gov
Pre-Solicitation Conferences
Pre-proposal conference
Site Visits
One-on-one Vendor Discussions 
Other _________________

Available Sources and Characteristics of their Product/Service 

� Identify potential sources contacted (and date contacted) or known 

None Contacted
� Identify potential brand name products known 

None 

� Identify business category of each potential source 

Business Category Name of Potential Sources

Large business Booz Allen  - GS-23F-9755H 
Mantech - GS-23F-9819H 
General Dynamics - GS-10F-0237L

Small business Kadix Systems - GS-10F-0278R 
Tech and Management Resourcing - GS-10F-0336P

Small/disadvantaged business
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Business Category Name of Potential Sources

Section 8(a) business 
Woman-owned business 
HUBZone Small Business
Veteran Owned Small Business
Service Disabled Veteran Owned Small 
Business 

� If sole source, describe efforts to locate additional sources 
� Summarize the information obtained from each source contacted including a summary of 

their product/service characteristics & capabilities

None contacted but reviewed vendor websites 

Extent of the Commercial Marketplace

� Describe marketplace
� Assess Government’s leverage in marketplace
� Describe nature of other market participants, e.g. other governments (foreign, state/local), 

commercial firms, etc.
� Identify availability of commercial or non-developmental items that satisfy requirement 

(value or shortcomings of each) and sub components 

This service is used in the government and private sectors; therefore it is not a unique 
requirement and should be available in the commercial marketplace.   

Prevalent Business Practices  

� Identify standard/customary terms & conditions and industry business practices (include 
information on payment, freight delivery, acceptance, and warranties). 

General commercial terms and conditions, invoice monthly. 

� Identify generally accepted business practices that differ from standard Government 
practices

None 

� Identify if contract financing is applicable.  If so, ensure compliance with FAR 32.202-3, 
Conducting Market Research About Financing Terms 

None 
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Market and Pricing Issues

� Identify pricing issues, price ranges, and price variations 

Service is requested using the GSA schedule labor categories/pricing 

� Identify trends - technical/pricing/business/etc.

None 

Other Considerations

� Identify other considerations gathered from market research, e.g., opportunities to 
“unbundle” requirements to enable more contracts or subcontracts to small, small 
disadvantaged and other socio-economic procurement categories

� Quality factors, including such issues as past performance, references, product testing or 
evaluation, customer satisfaction, warranties, and quality problems 

� What are the environmental concerns?
� What is the extent of recovered materials used in market products? 
� What are the energy efficiency standards in the marketplace?

Not applicable 

Market Analysis Summary

� Analyze the data gathered during market research
� Summarize the market analysis
� Provide market research conclusions and recommendations 
� Document the decision and rationale to satisfy the agency’s need with a commercial 

item/services, if market research so warrants
� Document the decision and rationale if the agency’s need cannot be satisfied with a 

commercial item/services
� Document the actions taken as a result of the market research

The following table provides a checklist for the Market Analysis Summary information. 

Yes No N/A  Market Analysis Summary

X Are there sources capable of satisfying the government’s requirements?
X Are commercial items/services available: To meet requirements?

X Are commercial items available: That could be modified to meet requirements?
X Are commercial items available: That could meet requirements if the requirements are 

modified to a reasonable extent?
X Are available items used exclusively for governmental purposes?

X If commercial items are not available, are non-developmental items available to meet 
requirements?
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Yes No N/A  Market Analysis Summary

X If commercial items are not available, are non-developmental items available that 
could be modified to meet requirements?

X If commercial items are not available, are non-developmental items available that 
could meet requirements if the requirements are modified to a reasonable extent?

X Could commercial items or non-developmental items be incorporated at the component 
level?

X Provided: Customary industry terms and conditions including warranties, buyer 
financing, discounts

X Provided: Requirements of any laws and regulations unique to the item being acquired
X Provided: Extent of competitive environment
X Provided: Environmental concerns 
X Provided: Extent of recovered materials used in market products
X Provided: Energy efficiency standards in the marketplace
X Provided: Distribution and support capabilities of potential vendors, including 

alternative arrangements and cost estimates
X Provided: Size and status of potential sources (including small business status and if 

use of the source is required by the FAR Part 8)
X Provided: Identification of available commercial items and describes the respective 

merits and shortcomings of each.
X Provided: Description of any market conditions that may be time sensitive or changes 

in supply or demand, technology, laws, and supplier costs, etc.
X Provided: Identification of Potential sources.  Description of capabilities of individual 

vendors; pricing information, delivery schedules, and standard terms and conditions, 
such as incentives and warranties.

X Provided: Any market surveys developed by industry or other Federal agencies. 
X Provided: Pricing issues, price ranges, and price variations
X Provided: Description of industry/market trends - technical/pricing/business/etc.
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Statement of Work (SOW) 

1. PROJECT TITLE: National Operations Center (NOC) Media Monitoring Capability
support, Office of Operations Coordination and Planning, Department of Homeland 
Security. 

2. BACKGROUND

The DHS Office of Operations Coordination and Planning (OPS) is responsible for 
monitoring the overall security situation of the United States on a daily basis and 
coordinating activities within the Department and with all homeland security partners to 
include Federal agencies, the Governors, state Homeland Security Advisors, law 
enforcement, private sector, critical infrastructure operators in all 56 U.S. States, 
territories, and possessions and international. 

DHS OPS mission is to integrate DHS and interagency planning and operations 
coordination in order to prevent, protect, respond to and recover from terrorist 
threats/attacks or threats from other man-made or natural disasters. In particular, DHS 
OPS collects, fuses and shares information, from a variety of sources, with Federal, state, 
local, tribal, territorial, private sector and international partners 

The mission of the NOC is to be the primary national-level hub for domestic situational 
awareness, common operating picture, information fusion, information sharing, 
communications, and operations coordination pertaining to the prevention of terrorist 
attacks and domestic incident management. The NOC is an integrated watch function 
staffed 24x7 and in conjunction with the Office of Intelligence and Analysis (I&A), 
issues homeland security threat advisories and bulletins, as well as specific protective 
measures, to all homeland security partners. 

3.  SCOPE

The objectives of this effort are to provide unclassified, open source, multi-media 
technical and analytical support services for NOC Operations which operate 24 hours a 
day, seven (7) days a week, and 365 days a year (24x7x365).  There are two 24x7x365
functions, one to specialize in Media Monitoring and the other to specialize in Social 
Networks.  Shifts shall be developed by the contractor to ensure that each desk is covered 
at all times.

4. TASKS

4.1 The Contractor shall design a Media Monitoring Capability (MMC) to monitor, 
collect, analyze, and distribute operationally relevant open source information 
as part of the DHS National Operations Center (NOC).  The operational hours 
of the MMC will be 24x7x365 a year. The MMC helps frame the operational 
picture that open source media is reporting, uncover problem areas for incident 
management leadership to further evaluate, identify nascent or evolving 
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situations, and provide valuable information/imagery that can be used to 
corroborate and/or reconcile first reports.  The Contractor shall understand DHS 
critical information requirements and monitor open sources news coverage for 
new incidents (Items of Interest – IOI) and with a perspective of how a story 
may be related to other important ongoing events and DHS activities.  The 
Critical Information Requirements (CIR) are: Potential threats and hazards to 
the homeland, to DHS, other Federal agencies,  state and local response units, 
facilities, and resources; Private sector; Public safety; Potential impact on DHS 
capability to accomplish the HSPD-5 mission; Identifying events with 
operational value and/or corroborating critical information; Identifying media 
reports that reflect adversely on the U. S. Government, DHS or prevent, protect, 
respond or recovery activities; The National planning scenarios. 

4.1.1 The contractor shall perform a broad open sources search for 
information on breaking news stories.  The contractor shall: 

4.1.1.1 Monitor major broadcast news networks  
4.1.1.2 Monitor and review all Associated Press (AP) stories generated 

within the U.S. by each state’s AP bureau
4.1.1.3 Monitor and receive alerts on other wire service stories via 

categorized/focused Really Simple Syndication (RSS) feeds. 
4.1.1.4 Monitor and receive alerts on local and regional broadcast 

news via categorized/focused text/video feeds 
4.1.1.5 Monitor appropriate Internet web sites on breaking situational 

events
4.1.1.6 Monitor and receive full motion video (FMV) or other 

streaming media

4.1.2 In the event an incident has occurred and an Items of Interest (IOI) 
follow-on analysis is underway or research is ongoing on a National 
Security Situation/ International Security Situation (NSS/ISS), the 
contractor shall:

4.1.2.1 Continue to monitor major broadcast news networks (cable 
service)

4.1.2.2 Query and search Associated Press (AP) stories for information 
specific to the incident

4.1.2.3 Query and search broadcast news via categorized/focused 
text/video feeds for information specific to the incident 

4.1.2.4 Query and search RSS feeds for information specific to the 
incident 

4.1.2.5 Query and search the Internet using other search engines such 
as Google and Yahoo 

4.1.2.6 Monitor and receive full motion video (FMV) or other 
streaming media specific to the incident 
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4.1.2.7 Monitor and search web sites including those representing 
regional and local media outlets (TV stations, radio stations, 
and newspapers source)   

4.1.2.8 Continue to monitor/review reports available via above open 
sources for information on other breaking news stories 

4.2 The Contractor shall provide Social Media/Networking (S/N) support to 
enhance DHS OPS situational awareness, fusion and analysis, and decision 
support to senior leaders.  The Contractor shall:

4.2.1  Monitor, collect, analyze, and distribute operationally relevant S/N as 
part of the DHS National Operations Center (NOC).   

4.2.2 Facilitate S/N support to provide:

4.2.2.1 Potential and emerging threats and hazards information for 
homeland security situational awareness, information sharing 
and decision support.  

4.2.2.2 Evolving incidents, crisis management and other Homeland 
Security information available to the public to include public 
alerts and notifications both sent and received 

4.2.2.3 Additional venues for the public to communicate critical 
information to the Department of Homeland Security that serve 
to corroborate or reconcile other reports or provide new 
information that has not come to the Department’s attention

4.3  Task Order Management – Monthly Status Reports 

The Contractor shall create monthly status reports.  The status reports shall contain 
a heading with the following information at a minimum:

4.3.1 Contractor Name, Project Manager’s Name and Telephone Number
4.3.2 Task Order Number and Task Order Period of Performance 
4.3.3 Scope of Task Order 
4.3.4 Period of Performance Being Reported
4.3.5 Submission Date 

The Contractor shall assist DHS in compiling useful data on work performed under 
this task order.  Each status report will contain the following items.
  
4.3.6 For each task, provide a summary of work completed 
4.3.7 Identify any significant problems and their causes and impacts, proposed 

corrective actions
4.3.8 Travel, if any
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5. DELIVERABLES AND DELIVERY SCHEDULE  

All deliverables shall be prepared using Microsoft Office Suite tools and delivered 
electronically to the NOC Senior Watch Officer Inbox.  Note: The Contractor shall 
include the Contracting Officer’s Technical Representative (COTR), Contracting Officer 
and the Contract Specialist on the distribution of the monthly status report (Task 4.3).  
 
 

Task 
Number Deliverable Title Due Date

4.1 NOC Media Monitoring 
Reports

As information emerges; 24/7/365 in 
accordance with NOC procedures

4.1 Media Summaries –
historical average is 15

Daily, NLT 1700

4.1 Daily Media Operational 
Summaries

Daily 

4.1 Weekly Data Reports NLT Monday for the prior week

4.2 NOC Social Networking 
Reports

As information emerges; 24/7/365 in 
accordance with NOC procedures

4.2 Social Network Summaries Daily, NLT 1700

4.2 Daily Social Network 
Operational Summaries

Daily 

4.2 Weekly Data Reports NLT Monday for the prior week

4.3 One (1) Monthly Status 
Report 

Monthly, NLT the 5th business day of 
each month for the previous monthly 
period.

 
 
6.  GOVERNMENT-FURNISHED EQUIPMENT (GFE) AND INFORMATION (GFI)   

There will be no GFE or GFI provided under this task order. 

7. PLACE OF PERFORMANCE
  
The place of performance will be at the contractor’s facility.  

8. PERIOD OF PERFORMANCE

The period of performance will be for a base period of twelve (12) months with four (4) 
twelve (12) month option periods. 
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9. SECURITY: 

This task order does not require a security clearance. However, employees of the 
contractor working on media monitoring shall be a US citizen or maintain lawful resident 
status.

10. CONFIDENTIALITY OF DATA AND INFORMATION

The contractor may have access to information in the possession of the Government for 
which the Government's right to use and disclose the data and information is restricted, or 
which may be of a nature that its dissemination or use, other than in the performance of 
this contract, would be adverse to the interests of the Government or other parties. 
Therefore, the contractor agrees to abide by any restrictive use conditions on such data 
and not to: 

(1) Knowingly disclose such data and information to others without written 
authorization from the Contracting Officer, unless the Government has made the data and 
information available to the public; 

         (2) Use for any purpose other than the performance of this contract. 

The contractor agrees to hold the Government harmless and indemnify the Government 
from any cost/loss resulting from the unauthorized use or disclosure of third party data or 
software by the contractor, its employees, Sub-Contractors, or agents.  While 
subcontracts are not anticipated under this Statement of Work, if deemed appropriate by 
both the Government and the contractor, the contractor agrees to include the substance of 
this provision in all subcontracts awarded under this contract. 

Except as the Contracting Officer specifically authorizes in writing, upon completion of 
all work under the contract, the contractor shall return all such data and information 
obtained from the Government, including all copies, modifications, adaptation, or 
combinations thereof, to the Contracting Officer.  Any data obtained from another 
company shall be disposed of in accordance with the contractor's agreement with that 
company, or, if the agreement makes no provision for disposition, shall be returned to 
that company.  The contractor shall further certify in writing to the Contracting Officer 
that all copies, modifications, adaptations or combinations of such data or information 
which cannot reasonably be returned to the Contracting Officer (or to a company), have 
been deleted from the contractor's (and any Sub-Contractor's) records and destroyed. Obta
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SECTION 1: SERVICES AND PRICES 

1.1 Task Order Type

This is a hybrid firm-fixed price and time and material task order against the Contractor’s 
General Services Administration (GSA) Mission Oriented Business Integrated Services 
(MOBIS) contract TO BE DETERMINED AT AWARD.

1.2 Supplies and Services 

The Contractor shall provide media monitoring and social media/networking support services to 
the DHS Office of Operations Coordination and Planning. 

1.3 Price Schedule 

See pages one (1) through six (6) of this Request for Quote. 

SECTION 2: STATEMENT OF WORK (SOW) 

SEE ATTACHMENT 1 

SECTION 3:  PACKAGING AND MARKING 

See SOW Section 5 for packaging and marking instructions for deliverables. 

SECTION 4:  INSPECTION AND ACCEPTANCE 

An inspection, acceptance and receiving report shall be signed by an authorized Government 
representative to evidence receipt, inspection and acceptance.  The report shall be completed at 
the place(s) specified in the task order for Government receipt and acceptance.  DHS Form 700-
21, Material Inspection and Receiving Report, will be used for this purpose. 

DHS inspection and acceptance of services, reports and other required deliverables or outputs 
shall take place at: 

U. S. Department of Homeland Security 
Office of Coordination and Planning 
245 Murray Lane, SW 
Building 410 
Washington, DC 20528 

Or at any other location designated by the Contracting Officer’s Technical Representative 
(COTR) where the services are performed and reports and deliverables or outputs are produced 
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Page 8 of 20

or submitted.  The COTR, listed in Section 6.1.3, has been delegated authority to inspect and 
accept all services, reports, and required deliverables or outputs. 

SECTION 5: DELIVERABLES OR PERFORMANCE 

5.1  Period of Performance 

The period of performance of this task order is for one (1) seven (7) month base period and four 
(4) twelve (12) month option periods. 

5.2  Place of Performance

The place of performance will be at the Contractor’s facility. 

5.3      Deliverables 

See the Deliverable Table in Section 5.2 of the SOW. 

SECTION 6: CONTRACT ADMINISTRATION 

6.1  Points of Contact for this task order 

6.1.1  Contracting Officer 
 U.S. Department of Homeland Security 
 Office of Procurement Operations (MGMT/OPO) / Stop 0115 
 245 Murray Lane 
 Washington, DC 20528-0115 

6.1.2  Contract Specialist 
 U.S. Department of Homeland Security 
 Office of Procurement Operations (MGMT/OPO) / Stop 0115 
 245 Murray Lane 

0115

6.1.3  Contracting Officer’s Technical Representative (COTR) 

TO BE DETERMINED AT AWARD 

(b) (6)

(b) (6)
(b) (6)
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6.2 Invoice and Payment Provisions 

6.2.1 The original invoice shall be submitted to the following Finance office: 

ATTN:  Finance Division, Building 66 
Department of Homeland Security 
Federal Law Enforcement Training Center (FLETC) 
1131 Chapel Crossing Road 
Bldg. 66 – FINANCE 
Glynco, GA 31524 

(phone)

Copies of the invoice shall be submitted to FLETC, the Contracting Officer, Contract 
Specialist and the COTR concurrently.  The invoice must contain the 1) contract number; 
2) order number; and 3) applicable contract line item number(s) (CLIN).   

To constitute a proper invoice, the invoices must include those items cited in FAR 
52.232-1 Payments (APR 1984), FAR 52.232-7 Payments under Time-and Materials and 
Labor-Hour Contracts (FEB 2007) and FAR 52.232-25 Prompt Payment (OCT 2008), 
paragraphs (a)(3)(i) through (a)(3)(x). 

6.2.2 Payment shall be made to the contractor upon delivery to and acceptance   by the 
Government office requesting services in the following manner: 

6.2.2.1 For CLINs 4006 and 4007, the contractor is authorized to bill, upon 
completion of the services, the associated unit price for the CLINs 
delineated in the Price schedule. 

6.2.2.2 For CLINs 0001, 0002, 0004, 1001, 1002, 1004, 2001, 2002, 2004, 
3001, 3002, 3004, 4001, 4002 and 4004, the contractor is authorized to 
bill, on monthly basis, the associated unit price for the CLINs delineated 
in the Price schedule. 

6.2.2.3 For CLINs 0003, 1003, 2003, 3003 and 4003, the contractor is 
authorized to bill, on a monthly basis, for the direct labor hours 
performed at the rates delineated in the Price schedule. 

6.2.2.4 For CLINs 0005, 1005, 2005, 3005 and 4005, the contractor is 
authorized to bill, on a monthly basis, for the travel costs associated with 
completed travel. 

(b) (6)

(b) (6)
(b) (6)
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SECTION 7: SPECIAL CONTRACT REQUIREMENTS 

7.1 Travel  

Costs for transportation, lodging, meals and incidental expenses incurred by contractor personnel 
on official company business are allowable subject to FAR 31.205-46, Travel Costs.  These costs 
will be considered to be reasonable and allowable only to the extent that they do not exceed on a 
daily basis the maximum per diem rates in effect at the time of travel as set forth in the Federal 
Travel Regulations.  The contractor will not be reimbursed for travel expenses within a 50-mile 
radius of the worksite.  Local travel expenses within the Washington Metropolitan area will not 
be reimbursed (this includes parking).  All travel outside the Washington Metropolitan area must 
be approved by the COTR in advance.  No travel will be reimbursed without prior approval from 
the COTR. Unless approved in advance by the CO, the contractor’s travel shall not exceed the 
maximum per diem rates established by the General Services Administration.

7.2  Post Award Evaluation of Contractor Performance 

7.2.1 Contractor Performance Evaluations 

In accordance with FAR Subpart 42.1502, Policy, agencies are required to prepare an 
evaluation of contractor performance for each (non-construction/A&E) contract in excess 
of $100,000.  An assessment must be prepared at least annually and at the conclusion of 
the contract.  In addition, contracts with a period of performance exceeding one year 
(including option periods) require interim evaluations so as to document contractor 
performance and provide current information for source selection purposes. 

7.2.2 Contractor Performance Assessment Reporting System (CPARS) 

The U.S. Department of Homeland Security utilizes the Department of Defense’s 
Contractor Performance Assessment Reporting System (CPARS), a web-enabled 
application that collects and manages the library of automated contractor performance 
assessments, to collect and maintain contractor performance assessments.  An assessment 
evaluated evaluates a contractor’s performance, both positive and negative, and provides 
a record on a given contractor during a specific period of time, under a specific contract 
or task order.  CPARS is for UNCLASSIFIED use only. 

7.2.3 Contractor Performance Information 

The DHS Office of Procurement Operations’ (OPO) assessments of contractor 
performance shall be accessed by the contractor electronically after completion of the 
assessment by logging onto CPARS at https://www.cpars.csd.disa.mil.  Contractors shall 
be given a minimum of thirty days to submit comments, rebut statements, and/or provide 
additional information to the Government. 

  The OPO Assessing Official shall review the Assessing Official Representative’s 
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assessment and consider the potential for disagreements between the Government and the 
contractor.  If the contractor’s response to the report is contentious, the Assessing Official 
will forward the evaluation to the Reviewing Official, who will serve as the mediator and 
shall resolve any dispute between the contractor and Government.  If the Reviewing 
Official cannot resolve the dispute, the matter shall be referred to the Deputy Director, 
Office of Procurement Operations, for decision and resolution. 

Copies of the evaluation, contractor response, and review comments, if any, shall be 
retained as part of the evaluation.  The evaluation may be used to support future award 
decisions.  The release of the completed contractor evaluation shall be restricted to 
Government personnel and the contractor whose performance is being evaluated.  Once 
the evaluation is completed, it is copied into the Past Performance Information Retrieval 
System (PPIRS), a web-enabled, government-wide application that provides timely and 
pertinent contractor past performance information to the Federal acquisition community 
for use in making source selection decisions, where it can be viewed by authorized 
personnel at any agency for source selection purposes.

SECTION 8: TASK ORDER CLAUSES 

8.1 The Contractor’s GSA MOBIS contract clauses are incorporated into this task order. 

8.2 Federal Acquisition Regulation (FAR) and Homeland Security Acquisition Regulation 
(HSAR) Clauses  

NOTICE LISTING CONTRACT CLAUSES INCORPORATED BY REFERENCE 

The following contract clauses pertinent to this section are hereby incorporated by 
reference (by Citation Number, Title, and Date) in accordance with the clause at FAR 
"52.252-2 CLAUSES INCORPORATED BY REFERENCE" in Section I of this 
contract.  Upon request, the Contracting Officer will make their full text available.  Also, 
the full text of a clause may be accessed electronically at these addresses: 
http://www.arnet.gov/far, http://farsite.hill.af.mil/VFHSARA.HTM. 

CITATION
NUMBER TITLE DATE

FAR 52.237-3 CONTINUITY OF SERVICES JAN 1991 
FAR 52.222-54   EMPLOYMENT ELIGIBILITY VERIFICATION JAN 2009  
HSAR 3052.222-70 STRIKES OR PICKETING AFFECTING  

TIMELY COMPLETION OF THE CONTRACT 
 WORK DEC 2003
HSAR3052.242-71  DISSEMINATION OF CONTRACT 
 INFORMATION DEC 2003
HSAR 3052.242-72 CONTRACTING OFFICER'S TECHNICAL 
  REPRESENTATIVE DEC 2003
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FAR 52.217-8 OPTION TO EXTEND SERVICES (NOV 1999) 

The Government may require continued performance of any services within the limits 
and at the rates specified in the contract. These rates may be adjusted only as a result of 
revisions to prevailing labor rates provided by the Secretary of Labor. The option 
provision may be exercised more than once, but the total extension of performance 
hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by 
written notice to the Contractor within 30 days of the end of the current period of 
performance.

FAR 52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT 
(MARCH 2000) 

(a) The Government may extend the term of this contract by written notice to the 
Contractor within 29 days of the end of the current period of performance; provided that 
the Government gives the Contractor a preliminary written notice of its intent to extend at 
least 30 days before the contract expires. The preliminary notice does not commit the 
Government to an extension. 

(b) If the Government exercises this option, the extended contract shall be considered to 
include this option clause.

(c) The total duration of this contract, including the exercise of any options under this 
clause, shall not exceed 55 months.

HSAR 3052.215-70    KEY PERSONNEL OR FACILITIES (DEC 2003)

(a) The personnel or facilities specified below are considered essential to the work being 
performed under this contract and may, with the consent of the contracting parties, be 
changed from time to time during the course of the contract by adding or deleting 
personnel or facilities, as appropriate. 

(b) Before removing or replacing any of the specified individuals or facilities, the 
Contractor shall notify the Contracting Officer, in writing, before the change becomes 
effective. The Contractor shall submit sufficient information to support the proposed 
action and to enable the Contracting Officer to evaluate the potential impact of the 
change on this contract. The Contractor shall not remove or replace personnel or facilities 
until the Contracting Officer approves the change. 

The Key Personnel or Facilities under this Contract: 

Project Manager - NAME TO BE INSERTED AT AWARD 
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SECTION 9: LIST OF DOCUMENTS, EXHIBITS AND OTHER 
ATTACHMENTS

Attachment 1   Statement of Work (SOW) (11 pages) 

Attachment 2  Past Performance Questionnaire (5 pages) 

SECTION 10: MEDIA MONITORING DEMONSTRATION (MINIMUM
REQUIREMENT)

Media Monitoring Demonstration

The offeror’s summary sheet submissions will be evaluated based on the following: 

a. Relevance of the Critical Information Requirements provided.  
b. Accuracy of the information provided in the summary.  
c. Inclusion of the following required minimum information: 

i. Identify the location of the event; 
ii. Identify the title of the event; 
iii. Identify which Critical Information Requirement is being summarize; and 
iv. Provide an Excerpt/Summary of a media story, media source and the link to 

media source if applicable. 

d. Provide at least ten (10) Items of Interest (IOI) with at least eight (8) of those IOIs 
identifying print media as the source.    

The Government will not further evaluate and will not consider for award quotes that contain 
summary sheet submissions that do not meet all of the above listed criteria. If the offeror 
successfully passes the minimum requirement, the offeror will be evaluated against criteria 
identified in Section 11 Evaluation Factors. 

SECTION 11: EVALUATION FACTORS 

The evaluation factors for this requirement are as follows: 

1. Technical Approach 
2. Management Approach 
3. Personnel/Key Personnel 
4. Past Performance 
5. Price (not rated)

Factor 1, Factor 2, Factor 3, and Factor 4 are non-price evaluation factors. 
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Relative Importance of the Evaluation Factors

The non-price evaluation factors are equally important; and when combined together they are 
significantly more important than price, which is not rated. 

SECTION 12: BASIS FOR AWARD 

One (1) award will be made to the Offeror whose quote is determined to best meet the needs of 
the Government after consideration of all factors, that is, the quote that provides the best value to 
the Government.  Best value is defined as the offer that results in the most advantageous 
acquisition decision for the Government as determined a trade off between the non-price and 
price factors. 

As the evaluations of the non-price evaluation factors become more equal between the Offerors, 
price becomes more important in making the award determination.  In the event that two or more 
offers are determined not to have any substantial technical differences (i.e., are substantially 
equivalent with respect to the non-price factors), award may be made to the lower priced offer.  
It should be noted that award may be made to other than the lower priced offer if the 
Government determines that a price premium is warranted due to technical merit.  The 
Government may also award to other than the highest rated offer, if the Government determines 
that a price premium is not warranted. 

The Government intends to award upon the basis of initial quotations, without holding 
discussions, although the Government reserves the right to hold discussions at the sole discretion 
of the Contracting Officer.  Quoters are therefore cautioned that each initial quotation should 
contain the Offeror’s best offer. 

SECTION 13: EVALUATION CRITERIA

Quotes submitted in response to this RFQ will be evaluated based on the following criteria: 

Factor 1: Technical Approach

The offeror’s quote will be evaluated to determine if the offeror has demonstrated a thorough 
understanding of the requirements of the Statement of Work and has clearly articulated how each 
task will be accomplished. 

Factor 2: Management Approach

The offeror’s overall management approach demonstrates an effective approach to managing the 
requirements in the Statement of Work. 
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Factor 3: Personnel/Key Personnel

The offeror’s quote will be evaluated to determine the offeror’s ability to properly staff the 
requirement and the availability of personnel. 

Factor 4: Past Performance

The Offeror’s quote will be evaluated to determine the extent to which their performance 
demonstrates the likelihood of successful performance in providing requirements similar in size 
and scope to this solicitation.  The Government may choose to evaluate publicly available 
reports, and/or data from the Past Performance Information Retrieval System (PPIRS).  The 
Government may use present and/or past performance data obtained from a variety of sources, 
not just those contracts identified by Offeror. The information gathered for past performance 
may also be used in the responsibility determination.  

The Government will review all past performance data submitted with the quote and may contact 
all of the referenced companies/organizations and others to verify past performance information. 

If the Government receives a “poor” or “unsatisfactory” rating from a reference or negative past 
performance information from any other source on which the Offeror has not had a previous 
opportunity to comment, the Offeror will be afforded the opportunity to comment on the 
negative information. 

If the Offeror is a new entity and none of its principals have ever performed work for others that 
is similar to the requirement in this solicitation, the Offeror will be rated neutral on the past 
performance factor. 

Factor 5: Price

In evaluating price, the Government will consider the level of effort and the mix of labor 
proposed to perform a specific task being ordered, and for determining that the total price is 
reasonable in accordance with FAR 8.405-2 (d).  

The Government expects to receive price competition through the submission of price quotations 
from multiple vendors.   

The Government will validate that any information provided in other parts of the quotation is 
consistent with the information provided in the price quotation. Any inconsistencies will be 
noted and may adversely affect the quotation evaluation. 

The Government will evaluate quotations for award purposes by adding the total price for all 
options to the price for the base requirement.  Evaluation of options does not oblige the 
Government to exercise the options. 

The Government will consider the option at 52.217-8 to have been evaluated through the 
evaluation of rates proposed for all contract periods.  Offerors should assume that if the 
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Government exercises clause 52.217-8 to extend performance, that the option will be priced at 
the rates in effect when the option is exercised. 

SECTION 14: INSTRUCTIONS 

Each Quoter shall electronically submit its quotation to  at 
 and by 10 A.M. Eastern Standard Time (EST)

on February 5, 2010.  Hand delivered and faxed quotes will not be accepted. 

The technical and price quotes shall be separate documents so that the evaluation of each part 
may be conducted independently.  The page limitations for each quote are as follows: 

Volume 1: Technical Quote – Limited to 15 Pages (excluding cover letter, table of contents, 
resumes, past performance references and past performance questionnaires) 

Volume 2: Price Quote – No Page Limitation 

MEDIA MONTORING DEMONSTRATION (PASS/FAIL) 

The offeror shall demonstrate their understanding of DHS critical information requirements and 
ability to monitor open sources of news coverage for the designated twenty-four (24) hour period 
beginning at 6:00 AM EST on February 1, 2010 and ending at 6:00 AM EST February 2, 2010.  The 
offeror shall identify any new incidents and Items of Interest (IOI) with a perspective of how a story 
may be related to any important ongoing events and DHS activities.  

The offeror shall provide written summaries of all Items of Interest (IOI) discovered during the 
designated time period. Items of Interest (IOI) discovered during the 24- hour period, shall meet 
the following Critical Information Requirements: 

a. Report any potential threats or hazards to DHS Homeland Security, Federal 
Agencies, State and Local Governments and emergency response units, facilities 
and resources. 

b. Identify any potential threats or hazards to public and private sector safety. 
c. Identify any potential impact on DHS capacity to accomplish the HSPD-5 

mission. 
d. Report any media reports that reflect adversely on the U.S. Government and the 

Department of Homeland Security (DHS) ability to prevent, protect, and respond, 
to recovery efforts or activities related to any crisis or events which impact 
National Planning Scenarios. 

The individual Item of Interest (IOI) summary sheet shall be no longer than one (1) page in 
length and shall include the following information at a minimum:  

i. Identify the location of the event.
ii. Identify the title of the event.  
iii. Identify which Critical Information Requirement is being summarize.  

(b) (6) (b) (6)
(b) (6)
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iv. Provide an Excerpt/Summary of a media story, media source and the link to 
media source if applicable and briefly discuss how potential threat or hazard can 
compromise the security of the homeland. 

Electronically submit written summaries to  and 
v by 9 AM EST on February 2, 2010.  Please note that this date 

precedes the quote deadline. 

Volume 1: Technical Quote

NOTE: The technical quote must not contain any pricing information but reference to resource 
information such as data concerning labor hours, labor categories, materials, subcontractors, etc. 
must be provided so that the Offeror’s understanding of the requirements may be evaluated. 

Section A: Technical Approach

The technical approach shall demonstrate the offeror’s understanding of the requirements of the 
statement of work (SOW) and demonstrate the approach to accomplishing the tasks in the SOW.   

Section B: Management Approach

The management approach shall demonstrate the offeror’s approach to staffing, recruitment and 
replacement of personnel and subcontracting, if any.  Also, the approach shall demonstrate the 
offeror’s lines of authority for coordination and supervision of personnel including 
subcontractors, if any, and interfacing with the Government.  Also, include a draft Transition 
Startup Plan that identifies all transition activities. 

NOTE:   A final version of the Draft Transition Startup Plan will be a separate deliverable 
due fifteen (15) calendar days after task order award. 

Section C: Personnel/Key Personnel

The offeror’s quote shall demonstrate that the proposed personnel have the skill levels, 
education, training and prior experience to perform the work required by the SOW.  Identify the 
number of people and skill level mix for the period of performance.  Identify the critical skills 
required to accomplish the effort and describe the personnel qualifications that will be required 
of these people.  Provide a list of all subcontractors, if any, and identify the effort that they will 
be contracted to perform.  The Offeror shall provide a staffing plan that identifies the labor 
categories along with the SOW tasks that they will be assigned to perform. 

The Offeror shall provide resumes of the Key Personnel listed in SOW Section 6.1.  The resumes 
shall contain, at a minimum, the company name and address, telephone number, point of contact, 
overview of duties and the dates employed.  A company overview, prepared by the offeror, is 
not considered a resume and will thus not meet this requirement.

(b) (6)
(b) (6)
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The quote shall also contain a job description of the proposed key personnel’s duties as it relates 
to this requirement.  Describe the availability and existing commitments of key personnel.  
Letters of commitment must be submitted for contingency hires, defined as persons not currently 
employed but who have executed a letter of commitment for employment with offeror, if the 
offeror receives award under subject solicitation.  All information proposed will be evaluated to 
assure relevant technical experience, specialized training and time availability for the project as it 
relates to this requirement. 

Section D: Past Performance

Identify at least three (3) contracts, task orders and/or delivery orders, either on-going or 
completed within the past thirty six (36) months prior to this solicitation issue date, including 
federal, state and local government and the private sector, that demonstrate at least satisfactory 
performance that is similar to this requirement.  The Offeror may submit performance as a 
subcontractor, part of a team, joint venture or as part of a predecessor organization.  Discuss any 
negative performance issues that occurred during the performance of the identified contracts 
and/or task orders and any corrective actions taken. 

For each past performance reference submitted, provide the following information, in the format 
provided:

PAST PERFORMANCE 

Contract Type and Number (or Identifier) 
Name and Address of Company/Agency 
Contact Person 
Telephone and Fax Number of Contact Person 
E-mail Address of Contact Person 
Identify if you were the Prime or Subcontractor 
Period of Performance (e.g. start date and 
completion date) 
Contract Value 
Description of Work (Types of work performed, 
problems encountered and their resolutions, any 
subcontractors or partnerships…) 

Provide the Past Performance Questionnaire (see Attachment 2) to each reference; request that 
the reference complete the questionnaire and provide it to 
or by fax to by the quote deadline.

Volume 2: Price Quote

Each Offeror shall submit a price quote separate from the technical quote. 

(b) (6)
(b) (6)
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The Offeror’s price quote may be compared to the response to the technical approach to 
determine the Offeror’s (1) understanding of the work to be performed; and (2) capability and 
capacity to perform the required work and provide the required resources. 

The price quote shall include the following:

a. Proposed labor categories that are consistent with the Offeror’s GSA Schedule contract.  The
hourly rates shall not exceed the GSA Schedule contract rates. Offerors are strongly 
encouraged to offer discounts off of their published contract rates.  Identify by percent 
any discounts or price reductions offered. 

b. Identification of the prime contractor’s rates and the subcontractor’s rates, if any. 

c. A copy of the Offeror’s GSA Schedule contract that includes the hourly rates. 

d. If an Offeror intends to recover indirect costs on travel, the price quote shall include a 
narrative statement which identifies the indirect rate(s) to be utilized and supporting
independent documentation (e.g. DCAA audit) that substantiates the rate and states 
recovering indirect costs on travel is in accordance with the Offeror’s established accounting 
practices.  Otherwise, the quote shall contain a statement that the Offeror does not intend to 
recover indirect costs on travel. The requirement for a narrative statement does not require 
the calculation of travel costs.  Offerors shall not include a profit or fee on travel. 

e. For each period of performance, provide a breakdown for each contract line item number 
(CLIN) that identifies 1) the labor categories proposed, 2) the corresponding hourly labor rate 
for each labor category, 3) total hours proposed for each labor category, 4) the total price for 
the CLIN, 5) the total price for the period of performance (e.g. base period and option period.  
Also provide a summary that shows the total price for each period of performance and the 
total price of the task order. 

Contract Line Item Types

a. The following tasks in the SOW will be Firm-Fixed Price: 

Task 4.1 - Media Monitoring 
Task 4.2 - Social Media/Networking 
Task 4.4.1 - Task Order Management – Project Management 
Task 4.4.5 - OPTIONAL TASK – Task Order Management: Transition Closeout Plan 
Task 4.4.6 - OPTIONAL TASK – Task Order Management: Transition Closeout Activities 

b. The following tasks in the SOW will be Labor Hour: 

Task 4.3 - OPTIONAL TASK – Surge Support 

c. The following section in the SOW will be Cost Reimbursement: 

Section 10 – Travel 
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Surge Support

The Government estimates surge support at: 

� $35,802 for the base period;
� $63,772.80 for option period 1; 
� $66,262.10 for option period 2; 
� $68,583.50 for option period 3; and
� $70,780.80 for option period 4. 

These amounts will serve as the surge support cost for the designated performance periods of the 
task order. Offerors, however, shall propose labor categories and labor rates for the surge 
support.  The Task Order Contracting Officer’s Technical Representative (COTR) will approve 
the time, place of performance and level of effort (hours) or surge support prior to execution. 

Travel

Travel will be reimbursed at cost.  The Government estimates travel at $3,000 for the base period 
and $5,000 for each option period.  These amounts will serve as the evaluated travel cost for the 
designated periods of the task order.  Travel will be reimbursed in accordance with the Federal 
Travel Regulations.  Travel must be approved in advance and in writing by the Task Order 
COTR.

REMINDER:  If an Offeror intends to recover indirect costs on travel, the price quote shall 
include a narrative statement which identifies the indirect rate(s) to be utilized and supporting
documentation (e.g. DCAA audit) that substantiates the rate and states recovering indirect 
costs on travel is in accordance with the Offeror’s established accounting practices.
Otherwise, the quote should contain a statement that the Offeror does not intend to recover 
indirect costs on travel. 

Thank you for your consideration of submitting a response to this request.  If you have any 
questions, please contact  Contract Specialist at (  or 

(b) (6)
(b) (6) (b) (6)

(b)
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ATTACHMENT 1 
Page 1 of 11 

STATEMENT OF WORK 

1.  PROJECT TITLE

Media Monitoring and Social Media/Networking Support Services for the Office of 
Operations Coordination and Planning’s National Operations Center 

2.  BACKGROUND 

The Department of Homeland Security’s (DHS) Office of Operations Coordination and 
Planning (OPS) is responsible for monitoring the security of the United States on a daily 
basis and coordinating activities within the Department and with all homeland security 
partners which include Federal agencies, the Governors, state Homeland Security 
Advisors, law enforcement partners, private sector, critical infrastructure operators in all 
50 States, territories, and possessions and international stakeholders. 

The mission of the OPS is to integrate DHS and interagency planning and operations 
coordination in order to prevent, protect, respond to and recover from terrorist 
threats/attacks and other man-made or natural disasters. OPS maintains situational 
awareness by gathering, coordinating and sharing information among Federal, State, 
Local, Tribal, Private Sector and International Homeland Security partners. 

Through the National Operations Center (NOC), the OPS provides real-time situational 
awareness and monitoring of the homeland, coordinates incidents and response activities, 
and, in conjunction with the Office of Intelligence and Analysis, issues advisories and 
bulletins concerning threats to homeland security, as well as specific protective measures. 
The NOC, which operates 24 hours a day, seven days a week, 365 days a year (24/7/365), 
coordinates information sharing to help deter, detect, and prevent terrorist acts and to 
manage domestic incidents. 

3.  OBJECTIVE 

The objective of this effort is to provide media monitoring support and social 
media/networking support services to the NOC Operations on a 24/7/365 basis to  
enhance DHS OPS situational awareness, fusion and analysis and decision support to 
senior leaders. 

4.  TASKS  

4.1 Media Monitoring 

Media monitoring assists DHS frame the operational picture that open source 
media is reporting, uncover problem areas for incident management leadership 
to further evaluate, identify nascent or evolving situations and provide valuable 
information and imagery that can be used to corroborate and/or reconcile first 
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reports.  The Contractor shall monitor, collect, analyze, and distribute 
operationally relevant real-time open source information to homeland security 
issues 24/7/365. 

The Contractor shall understand DHS Critical Information Requirements (CIR) 
and monitor open source news coverage for new incidents that relate to the 
CIRs (Items of Interest – IOI) and understand how a story may be related to 
other important ongoing events and DHS activities.  The CIRs are as follows:

a. Potential threats and hazards to the homeland, DHS, other Federal 
agencies, state and local response units (i.e., first responders), 
facilities (e.g., dams, major bridges and buildings), and resources 
(e.g., water supply, H1N1 vaccine); Private sector; and Public safety 
(e.g., where the public is involved, football game);  

b. Potential impact on DHS capability to accomplish the HSPD-5 
mission; 

c. Identify events with operational value (e.g., successful space shuttle 
landing) and/or corroborating critical information (i.e., subsequent 
reporting to the initial report); 

d. Identifying media reports that reflect adversely on the U. S. 
Government, DHS (e.g., a coast guard ship collides with another or 
impacting DHS from accomplishing its mission) and the National 
planning scenarios. 

4.1.1 The Contractor shall perform a broad open sources search for 
information on breaking news stories.  The contractor shall: 

4.1.1.1 Monitor major broadcast news networks  
4.1.1.2 Monitor and review all Associated Press (AP) stories generated 

within the U.S. by each state’s AP bureau 
4.1.1.3 Monitor and receive alerts on other wire service stories via 

categorized/focused Really Simple Syndication (RSS) feeds. 
4.1.1.4 Monitor and receive alerts on local and regional broadcast 

news via categorized/focused text/video feeds 
4.1.1.5 Monitor appropriate Internet web sites on breaking situational 

events
4.1.1.6 Monitor and receive full motion video (FMV) or other 

streaming media 

4.1.2  An Item of Interest (IOI) is determined by those events or activities that 
require DHS NOC steady state or update reporting, an event requiring 
the DHS NOC to prepare Phased reporting or the formation of a Crisis 
Action Team as directed by DHS leadership through the DHS NOC. In
the event an incident has occurred and an (IOI) follow-on analysis is 
underway or research is ongoing on a National Security Situation/ 
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International Security Situation (NSS/ISS), the contractor shall perform 
the following as determined by the DHS leadership:

4.1.2.1 Continue to monitor major broadcast news networks (cable 
service)

4.1.2.2 Query and search Associated Press (AP) stories for information 
specific to the incident 

4.1.2.3 Query and search broadcast news via categorized/focused 
text/video feeds for information specific to the incident 

4.1.2.4 Query and search RSS feeds for information specific to the 
incident

4.1.2.5 Query and search the Internet using other search engines such 
as Google and Yahoo 

4.1.2.6 Monitor and receive full motion video (FMV) or other 
streaming media specific to the incident 

4.1.2.7 Monitor and search web sites including those representing 
regional and local media outlets (TV stations, radio stations, 
and newspapers source)

4.1.2.8 Continue to monitor/review reports available via above open 
sources for information on other breaking news stories 

4.1.3  The Contractor shall create NOC media monitoring reports, media 
summaries, daily media operational summaries and weekly data reports.

4.2  Social Media/Networking 
   
  The Contractor shall provide 24x7x365 Social Media/Networking (S/N) support 

to enhance DHS OPS situational awareness, fusion and analysis, and decision 
support to senior leaders.  The Contractor shall: 

4.2.1  Monitor, collect, analyze, and distribute operationally relevant S/N as 
part of the DHS National Operations Center (NOC). 

4.2.2 Facilitate S/N support to provide: 

4.2.2.1 Potential and emerging threats and hazards information for 
homeland security situational awareness, information sharing 
and decision support.

4.2.2.2 Evolving incidents, crisis management and other Homeland 
Security information available to the public to include public 
alerts and notifications both sent and received 

4.2.2.3 Additional venues for the public to communicate critical 
information to the Department of Homeland Security that serve 
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to corroborate or reconcile other reports or provide new 
information that has not come to the Department’s attention 

4.3 OPTIONAL TASK: Surge Support 

The Contractor shall provide additional Media Monitoring and Social 
Media/Networking support when operational conditions require staffing to support 
OPS during emergency operations and national level exercises.  Surge support 
temporarily increases the staffing level of Tasks 4.1 and 4.2. 

The Task Order (TO) Contracting Officer’s Technical Representative (COTR) will 
approve the time, place of performance and level of effort for surge support prior to 
execution.

 4.4 Task Order Management 

4.4.1 Project Management 

The Contractor shall designate a single point of contact as the Project Manager 
(PM) with whom the TO Contracting Officer (CO), TO Contract Specialist (CS) 
and the TO COTR will communicate technical and administrative issues relating to 
this task order.  The PM shall ensure that: (1) the goals and objectives of the project 
and (2) problem resolution and customer satisfaction are accomplished within 
prescribed time frames and funding parameters.  Key duties include planning, 
organizing, directing and controlling the project to ensure all contractual obligations 
are fulfilled, quality standards are met and associated expectations of performance 
achieved.  Other duties include developing schedules, reviewing work 
discrepancies, communicating policies and managing and controlling resources.  
THIS IS NOT A FULL-TIME POSITION. 

 4.4.1.1 Monthly Task Order Status Report 

The Contractor shall create monthly status reports.  The status reports shall 
contain a heading with the following information at a minimum: 

4.4.1.1.1 Contractor Name, Project Manager’s Name and 
Telephone Number 

4.4.1.1.2 Task Order Number and Task Order Period of 
Performance 

4.4.1.1.3 Scope of Task Order 
4.4.1.1.4 Period of Performance Being Reported 
4.4.1.1.5 Submission Date 

The Contractor shall assist DHS in compiling useful data on work 
performed under this task order.  Each status report will contain the 
following items. 
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4.4.1.1.6 A brief, factual summary description of technical 
progress;

4.4.1.1.7 For each task, provide: a summary of work completed, 
work in progress and work planned; and for labor hour 
tasks include hours/dollars expended for the reporting 
period and cumulatively and hours/dollars remaining; 

4.4.1.1.8 Updated Project Management Plan; 
4.4.1.1.9 Identify significant problems and their impacts, causes, 

proposed corrective actions; and the effect that such 
corrective actions will have on the accomplishments of 
the task order objectives; 

4.4.1.1.10 The Schedule status or the degree of completion of 
tasks/activities by time intervals; 

4.4.1.1.11 Upcoming events; and 
4.4.1.1.12 Status of Travel, if any; 

4.4.2 Post Award Orientation Meeting
   
A Post Award Orientation meeting will be scheduled within ten (10) business days 
after task order award.  The orientation aids both the Government and Contractor 
personnel to (1) achieve a clear and mutual understanding of all task order 
requirements and (2) identify and resolve potential problems.  Attendees will be at a 
minimum:  TO CO, TO CS, TO COTR and the Contractor’s Program Manager. 

The Post Award Orientation will take place at 301 7th Street, SW, Washington, D.C.  
The TO CO will establish the time of the orientation, prepare the meeting agenda 
and notify the appropriate Government and Contractor representatives of the 
meeting. 

4.4.3 Task Order Kick-Off Meeting

The Task Order Kick-Off meeting will take place after the Post Award Orientation 
meeting.  The purpose of this meeting is to introduce team members and present 
their roles and responsibilities, present an overview of the requirement based on the 
contents of the SOW and discuss any administrative matters. 

The TO COTR will establish the time and place of the meeting and notify the 
appropriate Government and Contractor representatives.  The meeting agenda will 
be prepared by the Government. 

4.4.4 Transition Planning 

An incumbent Contractor is currently performing the services outlined in 
the Statement of Work. The Contractor shall develop transition plans for 
startup and closeout activities.
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4.4.4.1  Final Transition Startup Plan  

The final Transition Startup Plan shall be a refined and finalized 
version of the Draft Transition Startup Plan submitted with the 
Technical Quote submission.  

4.4.4.2 Transition Startup Activities  

In the event that the tasks described in the SOW are transferred to 
a new contractor or to the Government, the new contractor and/or 
the Government shall participate in meetings with the incumbent 
contractor for an orderly and efficient transition. DHS anticipates a 
30 to 60 calendar day transitional period during which the 
incumbent and new Contractor will be under contract.  

4.4.4.2.1 The Contractor shall initiate and accept the 
transfer of relevant information and data from the 
incumbent Contractor.  

4.4.4.2.2 The Contractor shall begin such coordination 
activities on the effective date of the task order.

4.4.4.2.3 Within 30 calendar days after favorable Entry on 
Duty (EOD) is granted, the Contractor shall be 
fully operational on all tasks.  

4.4.5 OPTIONAL TASK: Transition Closeout Plan 

The Contractor shall develop and submit a Draft Transition Closeout Plan sixty 
(60) calendar days prior to the conclusion of the task order for transferring 
responsibility of the tasks described in the SOW to a new Contractor or the 
Government.  The plan shall inventory the tasks required to perform each task 
and identify a transition team lead.  A Final Transition Closeout Plan shall be 
prepared and submitted fifteen (15) calendar days after receipt of Government’s 
comments on the Draft Transition Closeout Plan.   

4.4.6 OPTIONAL TASK: Transition Closeout Activities 

In the event that the tasks described in the SOW are transferred to a new 
Contractor or to the Government, the Contractor shall participate in meetings 
with the new Contractor and/or the Government for an orderly and efficient 
transition.  DHS anticipates a thirty (30) calendar day transitional period during 
which the Contractor and the new Contractor will be under contract.  The 
Contractor shall prepare a Final Transition Out Plan Briefing that shows the 
final status of all deliverables and tasks. 
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5.  DELIVERABLES AND DELIVERY SCHEDULE   

All deliverables shall be prepared using Microsoft Office Suite module tools and 
delivered electronically to the NOC Senior Watch Officer Inbox.  All deliverables are due 
by 5 PM local time (Washington, D.C.) unless otherwise stated in the Deliverable Table.

Note: The Contractor shall send a copy of the monthly status report (Task 4.4.1.1) to the 
TO CO, TO CS and TO COTR.  Deliverables shall be free of any known computer virus 
or defects.  If the Government finds a virus or defect is found, the deliverable will not be 
accepted.  The replacement file shall be provided within two (2) business days after 
notification of the presence of a virus. 

In the event the Contractor anticipates difficulty in complying with any deliverable, the 
Contractor shall provide written notification immediately to the TO CO, TO CS and TO 
COTR.  Each notification shall give pertinent details, including the date by which the 
Contractor expects to make delivery; provided that this data shall be informational only 
in character and that receipt thereof shall not be construed as a waiver by the Government 
of any task order delivery schedule, or any rights or remedies provided by law under the 
GSA contract. 

5.1 Review of Deliverables 

The Government will provide written acceptance, comments and/or change requests, 
if any, within five (5) business days from receipt by the Government of the 
deliverable.  Upon receipt of the Government comments, the Contractor shall have 
two (2) business days to incorporate the Government’s comments and/or change 
requests and to resubmit the deliverable in its final form.  Deliverables will be 
assessed on: amount of revision required by the Government, timeliness, adherence to 
specified formatting and content requirements and accuracy (errors on part of vendor, 
revealed after acceptance).

5.2  Deliverable Table 
 

DELIVERABLE TABLE 

Task 
Number Deliverable Title Due Date 

4.1 NOC Media Monitoring 
Report

Daily, as events occur 
(historical average is 15) 

4.1 NOC Media Monitoring 
Operational Summary (roll 
up of NOC Media 
Monitoring Reports from the 
previous 24 hours) 

Daily, NLT 0600
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DELIVERABLE TABLE 

Task 
Number Deliverable Title Due Date 

4.1 Weekly Data Reports – A 
statistical report based upon 
the previous weeks reporting 
of Incidents of Interest. Other 
weekly summaries maybe 
required based upon other 
criteria as required by the 
NOC leadership 

Monday for the prior week, or as required. 

4.2 Social Network Summaries– 
A summary of an Item on 
Interest

Daily, as events occur 

4.2 Daily Social Network 
Operational Summaries – 
Operational Summary (roll 
up of NOC Media 
Monitoring Reports from the 
previous 24 hours) 

Daily, NLT 0600

4.2 Weekly Data Reports – A 
statistical report based upon 
the previous weeks reporting 
of Incidents of Interest. Other 
weekly summaries maybe 
required based upon other 
criteria as required by the 
NOC leadership 

Monday for the prior week 

4.4.1 Monthly Status Report 1st report - 5th business day after the end of 
the first 30 calendar days 

Subsequent reports – 5th business day after 
the end of the previous 30 calendar day 
period

4.4.4.1 Draft Transition Startup Plan Submitted with the Technical Quote 

4.4.4.1 Final Transition Startup Plan 15 calendar days after task order award 
4.4.5 OPTIONAL TASK: Draft 

Transition Closeout Plan 
Sixty (60) calendar days prior to the 
expiration of the Task Order 
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DELIVERABLE TABLE 

Task 
Number Deliverable Title Due Date 

4.4.5 OPTIONAL TASK: Final 
Transition Closeout Plan 

Fifteen (15) calendar days after receipt of 
Government’s comments on the Draft 
Transition Closeout Plan 

4.4.6 OPTIONAL TASK: Final 
Transition Out Plan Briefing 

As directed by TO COTR 

 
 

6.  KEY PERSONNEL 

The position that follows has been designated as Key Personnel. 

6.1 Project Manager - THIS IS NOT A FULL-TIME POSITION 

The Project Manager shall perform the duties associated with task 4.4.1.  The 
minimum qualifications are: 

6.1.1 Five (5) to seven (7) years of specific experience in managing large, 
complex projects in a task order/contract environment; experience 
performing the day-to-day management of overall contract/task order 
support operations involving multiple projects and groups of personnel;   
experience organizing, directing and coordinating the planning and 
production of contract/task order support activities; excellent written and 
oral communication skills; experience managing the client interface at the 
senior levels of the client organization.  Has the ability to establish and 
alter, as necessary, technical approach to directly effect contract support 
activities. 

6.1.2  A Bachelor’s degree from an accredited institution of higher learning. 

6.2  Substitution of Key Personnel 

The Contractor shall notify the TO CO and TO COTR prior to making any changes in 
Key Personnel.  All proposed substitutes shall have qualifications equal to or better 
than the qualifications of the person to be replaced.  The TO CO and TO COTR must 
be notified in writing of any proposed substitutions at least thirty (30) days in advance 
of the proposed substitution.  The notification shall include: 

6.2.1 An explanation of the circumstances necessitating the substitution; and 
6.2.2 A resume of the proposed substitute. 
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The TO CO and the TO COTR will evaluate substitutions and notify the Contractor 
of their approval or disapproval in writing. 

6.3 Removal of Contractor Employees 

The Contracting Officer may require dismissal from work of those contractor 
employees which he/she deems incompetent, careless, insubordinate, unsuitable or 
otherwise objectionable, or whose continued employment he/she deems contrary to 
the public interest or inconsistent with the best interest of national security.  The 
contractor must fill out, and cause each of its employees on the contract work to fill 
out, for submission to the Government, such forms as may be necessary for security 
or other reasons. 

7. GOVERNMENT-FURNISHED EQUIPMENT (GFE) AND GOVERNMETN 
FURNISHED INFORMATION (GFI)

There will be no GFE or GFI provided under this task order. 

8. PLACE OF PERFORMANCE 

The place of performance will be at the contractor’s facility.   

9. PERIOD OF PERFORMANCE 

The period of performance shall be for a base period of seven (7) months with four (4) 
twelve (12) month option periods. 

10.   TRAVEL 

Travel performed for personal convenience or daily travel to and from work at the 
Contractor’s facility or local Government facility (i.e. designated work site) shall not be 
reimbursed.  Travel will be reimbursed in accordance with the Federal Travel 
Regulations.  Travel will not be reimbursed within a 50 mile radius of the designated 
worksite.   The Contractor must get TO COTR approval prior to travel.   All travel must 
comply with the Federal Travel Regulations.  Unless approved in advanced by the TO 
CO, the Contractor’s travel shall not exceed the maximum per diem rates established by 
the General Services Administration.

The Contractor shall coordinate specific travel arrangements with the TO COTR to obtain 
advance, written approval for the travel about to be conducted.  The Contractor’s request 
for travel shall be in writing and contain the dates, locations and estimated costs of the 
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travel. If any travel arrangements cause additional costs to the task order that exceed 
those previously negotiated, written approval by Task Order modification issued by the 
TO CO is required prior to undertaking such travel.

The Contractor shall to the maximum practical extent, minimize overall travel costs by 
taking advantage of discounted airfare rates available through advance purchase and or 
existing Department transportation.  Charges associated with itinerary changes and 
cancellations of nonrefundable airline tickets are reimbursable as long as the changes are 
approved by the TO CO. 

11. TASK ORDER (TO) CONTRACTING OFFICER’S TECHNICAL 
REPRESENTATIVE (COTR) 

The TO COTR represents the TO CO by administration of technical details within the 
scope of the task order.  The TO COTR performs functions under the task order such as 
review or inspection and acceptance of supplies, services and other functions of a 
technical nature.  The TO COTR and Contractor may not make any representations or 
commitments on behalf of the TO CO or the Government.  The Contractor may not 
construe TO COTR inquiries as direction to work outside of the scope of the statement of 
work.  The TO COTR does not have authority to alter the Contractor’s obligations or to 
change the task order specifications, price, terms or conditions.  If, as a result of technical 
discussions, it is desirable to modify task order obligations or the specifications, changes 
will be issued in writing and signed by the TO CO.  The Contractor may propose changes 
to existing task order by sending such request to the TO CO. 

12.  SECURITY REQUIREMENTS 

This task order does not require a security clearance. 
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PAST PERFORMANCE QUESTIONNAIRE 

Name of Proposed Contractor:

In Response to Solicitation Number: HSHQDC-10-Q-00005

Name of Rater:     Phone Number:

Contract Type:

Place Of Performance:      

Performance Period:

Description of Work: 

Performance Grades: 

Exceptional  - The Contractor’s performance exceeded all contract requirements.  The 
contractual performance of the element or sub-element being assessed was accomplished with no 
problems.

Very Good – The Contractor’s performance exceeded most contract requirements.  The 
contractual performance of the element or sub-element being assessed was accomplished with 
problems for which corrective actions taken by the Contractor were effective.

Satisfactory – The Contractor’s performance met contract requirements.  The contractual 
performance of the element or sub-element being assessed was accomplished with problems for 
which corrective actions taken by the Contractor were adequate.

Marginal – The Contractor’s performance did not meet some contract requirements.  The 
contractual performance of the element or sub-element being assessed contains problems for 
which the Contractor’s corrective actions were partially effective.

Unsatisfactory – The Contractor’s performance did not meet contract requirements.  The 
contractual performance of the element or sub-element being assessed contains problems(s) for 
which the Contractor’s corrective actions were ineffective.

Return the completed questionnaire in response to solicitation number HSHQDC-10-Q-00005 to 
at or fax number by the quote deadline. 

 

(b) (6)
(b) (6) (b) (6)
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Return the completed questionnaire in response to solicitation number HSHQDC-10-Q-00005 
at or fax number by the quote deadline. 

 

Please circle each of the areas below of the contractor’s past performance based on the comments 
provided by the customer. 

1.  Customer Satisfaction Commitment:  To what degree was the Contractor considered responsive to and 
cooperative with customer personnel? 

Unsatisfactory Marginal Satisfactory Very Good Exceptional 

Comments: 

2. Quality of Service:  This area of the questionnaire deals with compliance of contract requirements, to 
include appropriateness of personnel and technical excellence. 

2.a.  Overall compliance with contract terms and conditions: 

Unsatisfactory Marginal Satisfactory  Very Good Exceptional 

Comments: 

2.b.  Effectiveness and reliability of Contractor’s Key Personnel. 

Unsatisfactory Marginal Satisfactory Very Good Exceptional 

Comments: 

2.c.  Adequacy of maintaining and controlling Government equipment. 

Unsatisfactory Marginal Satisfactory Very Good Exceptional 

Comments: 

(b) (6)(b) (6)
(b) (6)
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Return the completed questionnaire in response to solicitation number HSHQDC-10-Q-00005 to
at v or fax number ( by the quote deadline. 

 

3.  Timeliness of Performance:  This is the area that deals with the contractor’s ability to meet milestones 
and delivery schedule, to include responsiveness to technical direction, completion of efforts on time 
including wrap-up and contract administration. 

3.a.  Overall performance in planning, schedule, and monitoring. 

Unsatisfactory Marginal Satisfactory Very Good Exceptional 

Comments: 

3.b.  Completion of major milestones on schedule: 

Unsatisfactory Marginal Satisfactory Very Good Exceptional 

Comments: 

3.c.  Responsiveness to contract changes from a contract administration perspective. 

Unsatisfactory Marginal Satisfactory Very Good Exceptional 

Comments: 

3.d.  Responsiveness to changes in technical direction. 

Unsatisfactory Marginal Satisfactory Very Good Exceptional 

Comments: 

3.e.  Timely completion of efforts within period of performance. 

Unsatisfactory Marginal Satisfactory Very Good Exceptional 

Comments: 

(b) (6)(b) (6)
(b) (6)

Obta
ine

d b
y t

he
 E

lec
tro

nic
 P

riv
ac

y I
nfo

rm
ati

on
 C

en
ter

 

un
de

r th
e F

rre
do

m of
 In

for
mati

on
 A

ct 

www.ep
ic.

org



ATTACHMENT  2 
Page 4 of 5 

Return the completed questionnaire in response to solicitation number HSHQDC-10-Q-00005 to 
at v or fax number ( by the quote deadline. 

 

3.f.  Responsiveness/capability to respond to urgent/short term requirements. 

Unsatisfactory Marginal Satisfactory Very Good Exceptional 

Comments: 

3.g.  Efficiency in meeting cost targets without experiencing overruns. 

Unsatisfactory Marginal Satisfactory Very Good Exceptional 

Comments: 

3.h. Ability to control costs through use of evolving technology and Commercial Off-The-Shelf 
technology, and such efficiency are share with the Government, 

Unsatisfactory Marginal Satisfactory Very Good Exceptional 

Comments: 

3.i.  Effectively assess impacts of changes on other associated projects, task and efforts. 

Unsatisfactory Marginal Satisfactory Very Good Exceptional 

Comments: 

3.j.  Appropriately choose effective subcontractors and teaming partners and maintain good business 
relationships.

Unsatisfactory Marginal Satisfactory Very Good Exceptional 

Comments:  

(b) (6)(b) (6)
(b) (6)
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ATTACHMENT  2 
Page 5 of 5 

Return the completed questionnaire in response to solicitation number HSHQDC-10-Q-00005 to
at or fax number ( by the quote deadline. 

 

3.k.  Ability to solve contract performance problems without extensive guidance from Government 
personnel.

Unsatisfactory Marginal Satisfactory Very Good Exceptional 

Comments: 

3.l.  Effectiveness in interfacing with Government personnel. 

Unsatisfactory Marginal Satisfactory Very Good Exceptional 

Comments: 

3.m.  Has the Contractor ever been given a cure notice, a show cause notice, suspension of  progress 
payments, or other letters directing the correction of a performance problem? 

Yes_________   No___________ 

If yes, please explain: 

3.n.  Changes in contract dollars value throughout the life of the contract are/were attributable, for the 
most part, to (   ) Government-issued change orders; (  ) claims submitted by the Contractor,  (  ) other 
Government actions,  (  ) other contractor actions. 

Please explain: 

3.o.  Based on this Contractor’s overall performance, would you award this Contractor another 
Government contract? 

Yes____________   No___________ 

If no, please explain: 

(b) (6)(b) (6)
(b) (6)
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AWARD DECISION MEMORANDUM

MEDIA MONITORING AND SOCIAL SUPPORT
SERVICES FOR THE OFFICE OF OPERATIONSCOORDINATION

PLANNING'S NATIONAL OPERATIONS CENTER 

RFQ

1. Decision Statement

As the Selection Official for this acquisition, I have that the solution proposed
by General Dynamics Advanced Information Systems (GDAIS) provides the best overall
value to satisfy the DHS Office of Operations Coordination and Planning's (OPS) needs. 
In making this I considered the factors established in the solicitation and 
my integrated assessment and comparison of the strengths, weaknesses and risks of each
of the quotes submitted in response to the Request for Quote (RFQ). As part of the
decision making process, I reviewed the technical evaluation report and considered the
recommendations made by the Contracting Officer. This memorandum documents the
basis for my decision.

The table that follows summarizes the results of the technical evaluation conducted by
the Technical Evaluation Team (TET):

2. Best Value Analysis

Total Price

GDAIS submitted the highest rated quote; it received Outstanding ratings for technical 
approach, management approach, personnel and past performance for an
overall rating of Outstanding. oth received overall ratings of Good;

Procurement Sensitive Information
See FAR 3.104

Page 1 of 4

$1

(b)(3), (b)(4) (b)(3), (b)(4) (b)(3), (b)(4)

(b)(3), (b)(4) (b)(3), (b)(4)

(b)(3), (b)(4) (b)(3), (b)(4)
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received Good ratings for technical approach, management approach,
personnel and past performance while eceived Good ratings for
personnel and past performance and Acceptable ratings for technical approach and 
management approach.

The determined that proposed when implemented, is
expected to result in superior achievement of the Government's objectives with minimal
risk. GDAIS' ability to integrate news and social exploit lesser known and 
emerging technologies and mitigate the risk of inaccuracies in addition to the existing
knowledge and understanding of the information requirements indicates that it
will the requirements. GDAIS specified how it intends to maintain

service during disruptions due to weather and other emergencies. This planning
and foresight demonstrates that it understands the statement of work and the
environment in which it will be It also demonstrates that GDAIS has the ability 
to provide superior performance to the Government regardless of disruptions to facilities
or utilities. All proposed personnel, fiom the subcontractor, are currently in the
DHS Media Monitoring and Social Networking Center. Their experience and knowledge 
gained fiom in the Center will provide the Government superior performance.

The TET determined that when implemented is expected to
result in the achievement of the Government's objectives with minimal risk. Its

system and the system utilized by the on a similar project 
with DHS the Government confidence that it has the necessary technical ability
to provide media monitoring services. understands the challenges of
handling and the need to eliminate it its products which is a indication
that it grasps the details of the SOW requirements. however, did not state the
number of personnel that make up a team or how they would be rotated in an out which
could be a risk if staffs teams with an inadequate number of personnel.
Furthermore, none of proposed personnel have experience with social

sites or information which is critical to ensuring the correct assimilation and
dissemination of appropriate information. 

The TET determined that when implemented is expected to meet
the Government's objectives with minimal risk. demonstrated a lack of thorough
understanding of the social requirement because it did not reference the
challenges of personally identifiable information. Also, it did not address how its social

process will interface with the media monitoring effort which shows a 
potential lack of understanding of the utility and employment of the information by the
Government. Furthermore, none of proposed personnel have experience working 
with social sites or information which is critical to ensuring the correct
assimilation and disseminationof appropriate information. 

Procurement Sensitive Information
See FAR 3.104

(b)(3), (b)(4)

(b)(3), (b)(4)

(b)(3), (b)(4)

(b)(3), (b)(4) (b)(3), (b)(4)

(b)(3), (b)(4)

(b)(3), (b)(4)

(b)(3), (b)(4)

(b)(3), (b)(4)
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The has determined that quote will in superior achievement of the
Government's objectives as evidenced by the Outstanding it received for each of
the four technical evaluation factors. The GDAIS quote demonstrates an outstanding
understanding of the statement of work requirements and demonstrates how the teams
will be organized. Also, all proposed personnel have media monitoring and social
networking experience. GDAIS' record of past performance in projects of similar size
and scope indicates that the Government may expect superior performance and customer
satisfaction. The TET determined that the other offeror's quotes would result in only full
achievement of the Government's objectivesor just meeting them.

proposes the lowest price in the amount of followed by with a
price of and GDAIS proposes the highest price of $11,319,234.64. The
price difference among the and GDAIS quotes is significant. GDAIS'
proposed price is higher than the proposed prices. Since the 
level of effort was provided in the solicitation, a price comparison of the price quotes 
revealed that the difference appears to result approaches. GDAIS proposes
the use of more experienced personnel to perform all of the statement of work (SOW)
requirements which results in higher hourly rates. In contrast, proposes a mixture
of lower level and junior level personnel to perform SOW requirements, with most of the 
tasks performed by lower level personnel. As a result, it proposes lower hourly rates.

proposes a mixture of lower level and senior level personnel to perform the
requirements, with most of the tasks performed by the lower level personnel. Like BAE,

proposes lower hourly rates. GDAIS' proposed hourly rates and overall price are
higher than rates and overall prices.

The RFQ stated that all non-price factors are equally important and when combined
together they are significantly more important than the price factor. Although GDAIS
submitted the highest price quote, the TET thinks it warrants a price premium of

d over the quotes, respectively, due to the
technical merit of the quote; the Government is expected to get superior achievement of
its objectives based on its technical quote. The TET determined that the GDAIS quote
represents the best value to the Government.

3. Best Value Summary 

Quote selection was made in accordance with the guidelines provided in the Federal
Acquisition Regulation, the Department of Homeland Security Acquisition Regulation
for Best Value awards and the evaluation criteria specified in the RFQ. Accordingly, the
evaluation was based on best value principles which recommend that award be made to
the whose quote represents the best overall value to the Government, price and
other factors considered.

After considerationof the information provided to me by the Contracting Officer and my
independent assessment, it is my determination that GDAIS offers the best value quote 

Procurement Sensitive Information
See FAR 3.104

Page 3 of 4
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(b)(3), (b)
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for fulfilling the media monitoring and social support services
requirement.

I found that GDAIS' quote warranted the payment of a price premium because based on
the GDAIS quote the Governmentexpectsto get superior achievement of its objectives.

In my opinion, GDAIS' quote the best overall value to the Government. For
these reasons, as the Selection Official, I have decided to award the task order to GDAIS
at the price of $11,319,234.64 which includes all DHS OPS requirements including 
optionperiods.

Acting Director, National Center
Office of Operations Coordinationand Planning
Selection Official

Procurement
3.104

Date
(b) (6)
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(b) (6) (b) (6)
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(b) (6)
(b) (6)
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(b) (6)
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(b) (6)

(b) (6)
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(b)(6), (b)(7)(C)
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(b)(6), (b)(7)(C)
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(b) (6)
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(b) (6)
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(b) (6)

(b) (6)
(b) (6)
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(b) (6)
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(b)(6), (b)(7)(C)
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(b) (6)

(b) (7)(E)
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(b) (7)(E)
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(b) (7)(E)

(b)(6), (b)(7)(E)

(b)(6), (b)(7)(E)
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(b) (7)(E)
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(b) (6) (b) (6) (b) (6)
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Social Networking/Media Capability (SNMC) 
Battle Rhythm   

Version 11 
23March 2011

Battle Rhythm for Watch Analysts 

1.  Review and Sign-Off of the Changeover Briefing
� This is a synopsis of the previous shift and will aid the oncoming analyst to continue 

operations without any substantial break in reporting.  The following will be the 
search priorities for each analyst for every shift, including but not limited to:

o All items from the latest NOC Priorities and Monitoring Report including:
(sent via email – make sure you are receiving them)
� Any active National Situation Summaries (NSS)
� International Situation Summaries (ISS)
� Steady-State incidents
� Events of high media interest 
� Current requests for information from the NOC Watch Team, DHS Senior 

Staff Requests and any additional instructions for the next shift  
o Selected items from the MMC Operational Summary (OPSUM)
o TSI Management Notes/Directives/Instructions
o Watch Analyst’s Notes/Questions/Instructions including: 

� Hashtags, links and keywords (No PII) that are being used for 
events/incidents that would be helpful to the next analyst 

� Review the SNMC Changeover with the analyst going off-duty and then signoff that 
you understand what occurred in the previous shift, any new directives and directions 

� Perform all relevant checks on office equipment to ensure things are working 
properly 
o If a problem is detected, then do the following: 

� Work with the MMC analyst to find a solution 
� If you need call technical support, call 
� Send email to  summarizing the problem 

� Check Outlook - The previous analyst will have saved the Changeover on the T: 
Drive and the SNMC daily log on Google Docs.  Review the daily log and previously 
distributed SN Guardian Information Reports (GIRs) and Exceptional Items

2.  Check in with MMC Watch Analyst 
� Review the MMC’s Changeover Briefing
� Participate with MMC watch analyst on the call to the KMO, receive any special 

instructions and note all in the Daily log

(b) (6)
(b) (6)
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� Participate in all Blast Calls from the NOC
� Ask if there are any incidents they need help researching

o Media Sources
o Social Networks

3.  Login to NOC Watch room on HSIN over Jabber
� Need to have HSIN account access, which will be arranged by your team lead 

o An email with registration instructions to both HSIN and Jabber will be sent 
to analyst upon initial training

� Start the Jabber program and join the NOC Watch channel
� Communication with other watch standers 

o Provide only information that contributes to the situational awareness of the 
NOC

o No chit – chat, obscene language or jokes
o Respond immediately to requests from the NOC 
o If a request is beyond normal watch duties, contact Brad Duty or a team lead 

for guidance immediately
� Remain logged in during your shift 

4. Login into the combined MMC/SN Daily Log, the Clip Board and the IOI App
� Combined Daily Log – Lists all the IOIs and any notes made by the analysts during 

shift
o Read any notes left from the last shift, highlighted in Yellow
o Use the log as another way to check to see if the IOI you are writing has 

already been done or could be used as an update to a previous IOI 
� Clip Board – Used to build IOI drafts for peer review before being sent to the NOC 

distribution list(s)
o Clear the Clip Board of any leftover IOI drafts
o Use the Clip Board to build new IOI drafts to be reviewed by your MMC 

counterpart 
o Check for spelling, grammar, content and PII; including the links 

� IOI App – Used for sending IOIs to the distribution list(s) 

5.  Access SN Tools and enter relevant search terms
� Using relevant keywords from current incidents and trends, the 14 NOC Critical 

Information Requirement (CIR) categories and the most recent “Approved Key 
Words - Based on General PIA”, the SNMC will search for Items of Interest that 
provide situational awareness to the NOC 

� Access TweetDeck:  
o Under the granted PIA, one of our primary tools is TweetDeck.  TweetDeck is 

loaded on the Apple Mac Mini on the SN watch desk, and on analysts’ laptops 
� TweetDeck on the Mac Mini and analyst’s laptops will be configured with 

only SNMC approved social networking accounts 
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� No personal accounts will be configured for use on TSI-owned computers.  
Likewise, no general SNMC accounts will be configured or used on 
personal laptops 

� TweetDeck will not be used to post ANY information to social networks, 
unless it is directed by senior leaders. You will not engage the public or 
respond to any requests from the public. Doing so without 
authorization is grounds for termination.

o TweetDeck should be scanned regularly to identify breaking news/incidents 
relating to our mission

� Use the keywords and Twitter Search tabs on the Firefox browser on the Apple Mac 
Mini to scan for current reportable incidents 

o Make sure all the key words searches are there for your shift
� Work your way across all the search tabs 

o Access other Twitter search tools for deeper dives on topics: 
� Twitter Search:   http://search.twitter.com
� Twazzup:   http://www.twazzup.com 
� Tweetgrid:   http://www.tweetgrid.com
� Trendsmap: http://www.trendsmap.com 

� Access Picture/Video search tools
o PicFog:   http://www.picfog.com 
o TwitCaps:   http://www.twitcaps.com 
o Flickr:   http://www.flickr.com
o PhotoBucket: http://www.photobucket.com 
o YouTube: http://www.youtube.com 
o Yahoo Video: http://www.yahoo.com 

� Open up or continue running SN tools that are on the Mac mini.  Login instructions 
are located on a sticky note attached to the bottom of the Mac

o Username:   Admin
o Password:   
o Clear the cache on the Mac’s web browser both before and after your shift; 

current settings automatically do most of this for you
� Login to Shrook/RSS Owl or one of the other RSS readers and scan RSS feeds

o Scan through all the different folders to check for any leads for IOIs 
o Click the Read function under Tools to mark items as you go to better keep 

track of new information 
� Test television video switch settings by logging on to video switch site.  ‘Output 

Four’ is the designated SNMC screen and should be adjusted so that either the 
extended desktop on the Mac or laptop is shown while on watch.  ‘SNEXT’
corresponds with the extended desktop monitor for the laptop and ‘SNMAC’ 
corresponds with the Apple Mac Mini 

(b) (7)(E)
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o http://192.168.1.195/ content_switch.html 
� Username:   Administrator
� Password:   

6.  Searching

6.1  Full Initial Sweep of First Tier Social Network Sites (see First Tier List)
� Begin your search for emerging news stories and/or coverage of active situations.  

A recommended scan process is as follows:
o Determine what information was previously distributed (read and analyze 

prior SN Tips and IOIs).  Focus on the previous 24 hours but have a 
working knowledge of the previous 5 days 

o Keep an eye on live social networking streams on Twitter using 
TweetDeck, Twazzup, TweetGrid, or one of the other tools on the Mac 

o Run through the RSS reader list of sites
o Utilize search tools available on each site in an attempt to locate stories 

pertaining to items such as Homeland Security, DHS, terrorism, weather, 
or other items of focus 

� Use the Key Words list (See “Approved Key Words - Based on 
General PIA” in Training folder)

� Search terms based on current events/incidents, Changeover 
Briefing, CIRs and OPSUM 

� Repeat this process for Tier 2 and 3 social networking sites 
� Review the Change-Over/OPSUM and all other items in sections 1 and 2 of the 

Battle Rhythm and cycle through and search each of those priorities at least once 
every couple of hours  

� Employ use of Boolean logic, usage of “OR”, “AND” and “FROM:” to make 
searches more efficient.  Examples:

o arrested OR arrests OR arrest
o  “dirty bomb” OR “nuclear bomb” OR nuke FROM:cnn
o Operators such as “OR”, “AND” and “FROM:” must be capitalized for most 

search tools/engines
� Search and give tips to MMC based on CIRs 
� Do follow-up research on Trend Analysis Directives

6.1.1  Tracking developing events on Social Media: Examples

� Establish which Hashtags and keywords are being used by the public, note in  
Change Over and emails to teammates when possible

� Search Twitter, Youtube and Flickr
� Search blogs via Google Blogsearch, Google News

(b) (7)(E)
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� Watch Wikipedia entries on the topic for changes
� (See Section 8.0 and 8.1 for a complete list)

� For additional granularity: dig into second and third tier social networking sites or 
specific niche sites

7. Battle Rhythm for Project Time Analysts

� Check-in with SNMC Watch Analyst
� Support the SNMC Watch Analyst     
� Research trends
� Update OPS/NOC SNMC managed web sites, social network applications and widgets 
� Develop SNMC Trend Reports as directed by OPS/NOC (See SNMC Trend Reports 

section)
� Research and help manage ongoing development efforts to improve monitoring and 

public engagement/involvement projects 

8. Appendices

8.1 Social Media Web Sites Monitored by the NOC’s MMC-SN Desk  

This is a representative list of sites that the NOC’s MMC-SN Desk will start to monitor in order 
to provide situational awareness and establish a common operating picture under this Initiative. 
Initial sites listed may link to other sites not listed. The NOC’s MMC-SN Desk may also monitor 
those sites if they are within the scope of this Initiative.

This list is based on Appendix A of the “Publicly Available Social Media Monitoring and 
Situational Awareness Initiative” PIA, dated June 22, 2010. 

Tool Link User/Password Required 
General Search 
Collecta http://collecta.com No 
RSSOwl http://www.rssowl.org/ No 
Social Mention http://socialmention.com/ No 
Spy http://www.spy.appspot.com No 
Who's Talkin http://www.whostalkin.com/ No 
Shrook RSS reader http://www.utsire.com/shrook/ No 
Video 
Hulu http://www.hulu.com No 
iReport.com http://www.ireport.com/ No 
Live Leak http://www.liveleak.com/ No 
Magma http://mag.ma/ No 
Time Tube http://www.dipity.com/mashups/timetube No 
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Vimeo http://www.vimeo.com No 
Youtube http://www.youtube.com No 
MySpace Video http://vids.myspace.com/ No
Maps 
Global Incident Map http://globalincidentmap.com/ No 
Google Flu Trends http://www.google.org/flutrends/ No 
Health Map http://www.healthmap.org/en No 
IBISEYE http://www.ibiseye.com/ No 
Stormpulse http://www.stormpulse.com/ No 
Trends Map http://www.trendsmap.com No 
Photos 
Flickr http://www.flickr.com/ No 
Picfog http://picfog.com/ No 
Twicsy http://www.twicsy.com No 
Twitcaps http://www.twitcaps.com No 
Twitter/API 
Twitter/API http://www.twitter.com Yes 

Twitter Search 
Monitter http://www.monitter.com/ No 
Twazzup http://www.twazzup.com No 
Tweefind http://www.tweefind.com/ No 
Tweetgrid http://tweetgrid.com/ No 
Tweetzi http://tweetzi.com/ No 
Twitter Search http://search.twitter.com/advanced No 

Twitter Trends 
Newspapers on Twitter http://www.newspapersontwitter.com/ No 
Radio on Twitter http://www.radioontwitter.com/ No 
Trendistic http://trendistic.com/ No 
Trendrr http://www.trendrr.com/ No 
TV on Twitter http://www.tvontwitter.com/ No 
Tweet Meme http://tweetmeme.com/ No 
TweetStats http://tweetstats.com/ No 
Twellow http://www.twellow.com/ No 
Twendz http://twendz.waggeneredstrom.com/ No 
Twitoaster http://twitoaster.com/ No 
Twitscoop http://www.twitscoop.com/ No 
Twitturly http://twitturly.com/ No 
We Follow http://wefollow.com/ No 

Facebook 
It's Trending http://www.itstrending.com/news/ No 
Facebook http://www.facebook.com Yes 

MySpace 
http://www.myspace.com Yes 

MySpace (limited search) http://www.myspace.com No 

Blogs Aggs 
ABCNews Blotter http://abcnews.go.com/Blotter/ No 
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al Sahwa http://al-sahwa.blogspot.com/ No 
AllAfrica http://allafrica.com/ No 
Avian Flu Diary http://afludiary.blogspot.com/ No 
BNOnews http://www.bnonews.com/ No 
Borderfire Report http://www.borderfirereport.net/ No 
Borderland Beat http://www.borderlandbeat.com/ No 
Brickhouse Security http://blog.brickhousesecurity.com/ No 
Chem.Info http://www.chem.info/default.aspx No 
Chemical Facility Security 
News 

http://chemical-facility-security-
news.blogspot.com/ 

No 

ComputerWorld 
Cybercrime Topic Center 

http://www.computerworld.com/s/topic/
82/Cybercrime+and+Hacking 

No 

Counter-Terrorism Blog http://www.counterterrorismblog.com/ No 
Crisisblogger http://crisisblogger.wordpress.com/ No 
Cryptome http://cryptome.org/ No 
Danger Room http://www.wired.com/dangerroom/ No 
Drudge Report http://drudgereport.com/ No 
El Blog Del Narco http://elblogdelnarco.blogspot.com/ No 
Emergency Management 
Magazine 

http://www.emergencymgmt.com No 

Foreign Policy Passport http://blog.foreignpolicy.com/ No 
Global Security Newswire http://gsn.nti.org/gsn/ No 
Global Terror Alert http://www.globalterroralert.com/ No 
Global Voices Network http://globalvoicesonline.org/-

/world/americas/haiti/ 
No 

Google Blog Search http://blogsearch.google.com No 
Guerra Contra El Narco http://guerracontraelnarco.blogspot.com/ No 
H5N1 Blog http://crofsblogs.typepad.com/h5n1/ No 
Homeland Security Today http://www.hstoday.us/ No 
Homeland Security Watch http://www.hlswatch.com/ No 
Huffington Post http://huffingtonpost.com/ No 
Hurricane Information 
Center 

http://gustav08.ning.com/ No 

HurricaneTrack http://www.hurricanetrack.com/ No 
InciWeb http://www.inciweb.org/ No 
Informed Comment http://www.juancole.com/ No 
Jihad Watch http://www.jihadwatch.org/ No 
Krebs on Security http://krebsonsecurity.com/ No 
LA Now http://latimesblogs.latimes.com/lanow/ No 
LA Wildfires Blog http://latimesblogs.latimes.com/lanow/w

ildfires/ 
No 

Livesay Haiti Blog http://livesayhaiti.blogspot.com/ No 
LongWarJournal http://www.longwarjournal.org/ No 
Malware Intelligence Blog http://malwareint.blogspot.com/ No
MEMRI http://www.memri.org/ No 
MexiData.info http://mexidata.info/ No 
MS-13 News and Analysis http://msthirteen.com/ No 
Narcotrafico en Mexico http://narcotraficoenmexico.blogspot.co

m/ 
No 

National Defense Magazine http://www.nationaldefensemagazine.or
g

No 
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National Terror Alert http://www.nationalterroralert.com/ No 
NEFA Foundation http://www.nefafoundation.org/ No 
Newsweek Blogs http://blog.newsweek.com/ No 
Nuclear Street http://nuclearstreet.com/blogs/ No 
NYTimes Lede Blog http://thelede.blogs.nytimes.com/ No 
Plowshares Fund http://www.ploughshares.org/news-

analysis/blog 
No 

Popular Science Blogs http://www.popsci.com/ No 
Port Strategy http://www.portstrategy.com/ No 
Public Intelligence http://publicintelligence.net/ No 
ReliefWeb http://www.reliefweb.int No 
RigZone http://www.rigzone.com/ No 
Science Daily http://www.sciencedaily.com/ No 
STRATFOR http://www.stratfor.com/ No 
Technorati http://technorati.com/ No 
Terror Finance Blog http://www.terrorfinance.org/the_terror_

finance_blog/  
No 

The Latin Americanist http://ourlatinamerica.blogspot.com/ No 
Threat Level http://www.wired.com/threatlevel/ No 
Threat Matrix http://www.longwarjournal.org/threat-

matrix/ 
No 

Tickle the Wire http://www.ticklethewire.com/ No 
Tribuna Regional http://latribunaregional.blogspot.com No 
TruckingInfo.com http://www.truckinginfo.com/news/inde

x.asp  
No 

United Nations IRIN http://www.irinnews.org/ No 
Ushahidi Haiti http://haiti.ushahidi.org/ No 
War on Terrorism http://terrorism-online.blogspot.com/ No 

WireUpdate http://wireupdate.com/ No 
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Critical Information Requirements:

Critical Information Requirements (CIR) are utilized as the mechanism for MMC/SNMC 
collection, processing and distributions efforts – and used to categorize items of interest 
according to the following:

1. Potential threat to DHS, other federal, and state and local response units, facilities, and 
resources 

� Learning that something has occurred
� Collecting operational data, information, and imagery

2. Potential impact on DHS capability to accomplish the HSPD-5 mission
� Corroborating/reconciling reports
� Threatens DHS and other response units, facilities, or supporting activities
� Present unique demands on low density – high demand 

3.  Identifying events with operational value…corroborating critical information
� Collecting imagery not otherwise available 
� Identifying operational factors that may impact DHS capabilities
� Analyzing the effectiveness of response activities

4. Identifying media reports that reflect adversely on DHS and response activities
� Identifying gaps in the response
� Identifying inaccurate and/or incomplete media reports 

5. Standing HSC planning scenarios (see next page)
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Homeland Security Council Scenarios:

The Homeland Security Council (HSC) national planning scenarios are used by DHS to 
guide the development/elicitation of critical data requirements and to organize 
information.  MMC should the use the HSC scenarios as additional guidance in reporting 
parameters.

1. Nuclear Detonation – Nuclear Detonation
2. Biological Attack – Aerosol Anthrax
3. Biological Disease Outbreak – Pandemic Influenza
4. Biological Attack – Plague (e.g. Pneumonic Plague)
5. Chemical Attack – Blister Agent
6. Chemical Attack – Arsine
7. Chemical Attack – Nerve Agent
8. Chemical Attack – Chlorine
9. Natural Disaster – Earthquake
10. Natural Disaster – Hurricane
11. Radiological Attack – RDD (Radiological Dispersal Devices)
12. Explosives Attack – IED (Improvised Explosive Devices)
13. Biological Attack – Food Contamination
14. Biological Attack – FMD (Foreign Animal Disease)
15. Cyber Attack – Cyber Critical Infrastructure
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IOI Categorization
(Last updated - 13 Jan 10) 

These IOI categories complement the more formal, broad CIRs and help in the 
establishment of search criteria.  They also facilitate specially requested look-back 
research efforts.  The categories include:
  

1. Terrorism: Includes media reports on the activities of terrorist organizations 
both in the United States as well as abroad.  This category will also cover media 
articles that report on the threats, media releases by al Qaeda and other 
organizations, killing, capture, and identification of terror leaders and/or cells. 

2. Weather/Natural Disasters/Emergency Management: Includes media 
reports on emergency and disaster management related issues.  Reports include 
hurricanes, tornadoes, flooding, earthquakes, winter weather, etc. (all hazards).  
Reports will outline the tracking of weather systems, reports on response and 
recovery operations, as well as the damage, costs, and effects associated with 
emergencies and disasters by area.  Will also include articles regarding requests 
for resources, disaster proclamations, and requests for assistance at the local, 
state, and federal levels.

3. Fire: Includes reports on the ignition, spread, response, and containment of 
wildfires/industrial fires/explosions regardless of source. 

4. Trafficking/Border Control Issues: Includes reports on the trafficking of 
narcotics, people, weapons, and goods into and out of the United States of an 
exceptional level.  Reports will also include articles outlining the strategy 
changes by Agencies involved in the interdiction of the items outlined above.

5. Immigration: Includes reports on the apprehension of illegal immigrants, 
policy changes with regard to immigration in the United States, and border 
control issues.

6. HAZMAT: Includes reports on the discharge of chemical, biological, and 
radiological hazardous materials as well as security and procedural incidents at 
nuclear facilities around the world, and potential threats toward nuclear 
facilities in the United States.  Also included under this category will be reports 
and response to suspicious powder and chemical or biological agents.

7. Nuclear: To include reports on international nuclear developments, attempts to 
obtain nuclear materials by terrorist organizations, and stateside occurrences 
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such as melt downs, the mismanagement of nuclear weapons, releases of 
radioactive materials, illegal transport of nuclear materials, obtaining of 
weapons by terrorist organizations, and breaches in nuclear security protocol.

8. Transportation Security: To include reports on security breaches, airport 
procedures, and other transportation related issues, and any of the above issues 
that affect transportation.  Reports will include threats toward and incidents 
involving rail, air, road, and water transit in the United States.

9. Infrastructure:  Includes reports on national infrastructure including key assets 
and technical structures.  Reports will include articles related to failures or 
attacks on transportation networks, telecommunications/ internet networks, 
energy grids, utilities, finance, domestic food and agriculture, government 
facilities, and public health, as well as those listed above.

10. National/International Security:  Includes reports on threats or actions taken 
against United States national interests both at home and abroad.  Reports 
would include articles related to threats against American citizens, political 
figures, military installations, embassies, consulates, as well as efforts taken by 
local, state, and federal agencies to secure the homeland.  Articles involving 
intelligence will also be included in this category.

11. Health Concerns, National/International:  Includes articles on national and 
international outbreaks of infectious diseases and recalls of food or other items 
deemed dangerous to the public health.

12. Public Safety:  Includes reports on public safety incidents, building lockdowns, 
bomb threats, mass shootings, and building evacuations. 

13. Reports on DHS, Components, and other Federal Agencies:  Includes both 
positive and negative reports on FEMA, CIA, CBP, ICE, etc. as well as 
organizations outside of DHS.

14. Cyber Security: Reports on cyber security matters that could have a national 
impact on other CIR Categories; internet trends affecting DHS or government 
security such as cyber attacks, computer viruses; computer tools and techniques 
that could thwart local, state and federal law enforcement; and Emergency 
Management use of social media strategies and tools that aid or affect 
communications and management of crises.
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Trend Analysis Requirements

1. Credible Source (media-linked reporter or expert)

2. Credible Evidence (photo, audio or video)

3. Collection of corroborating “hits” indicating a trend (posts, observations 
and opinions from multiple sources)

4. Official Alerts (local, state, national, NGO)

Must meet at least one of the above requirements to be a candidate for a match with DHS 
Critical Information Requirements (CIRs). If matched, the SN “Hit” becomes a potential 
“Item of Interest” (IOI) or a “Tip” that is passed through the MMC to DHS OPS/NOC. 

Sourcing Items of Interest:

1. Official Alert: The item of interest was distributed by governmental and 
NGOs.

2. Alert: The item of interest was initiated because of a “real time” alert via email, 
RSS or other instant communication format.

3. Passive Scan: The item of interest was produced following the finding of an 
article as the analyst searched websites (Twitters, Flickr, YouTube, Facebook, 
etc.) without any prior alert by a SNMC tool.

4. Active Search: The item of interest was distributed after the analyst found an 
article by seeking out certain topics in search engines (Google, Twitter, Bing, 
etc.).
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Privacy Compliance Review
Office of Operations Coordination 

Olympics Social Media Monitoring Initiative

Below is a preliminary list of questions to help guide the discussion.  The 
demonstration and walk through of the Olympics Social Media Monitoring Initiative 
may answer many of these questions.   

We’ll plan to talk through this list during the round table discussion.  

1. What written guidance have you provided to your analysts on what is 
acceptable or not acceptable information to review and then include in 
situational reports and the common operating picture? 
Analyst Handbook: PIAs, CONOPs, PII Reference Chart (also on the wall), 
Privacy Reference Documents,

2. Do you maintain copies of what is reviewed?  We don’t keep copies of all the 
things we review; we only keep copies of we actually send

3. How do you maintain the source of the information?  
The sent email has it, and the daily log has a primary source link, unless the 
links had to be redacted for PII. 

4. What is your process from initial review to creation of the product? 
See CONOPS sect 5 and 6.3
a. Who signs off on final products? 
GARs and GIRs are created and sent by the watch analyst.  GSRs are built by 
analysts and reviewed by a senior reviewer.  In training the analysts get 
guidance and review by a senior reviewer prior to sending.  

5. How are you defining success?  - Positive feedback that the reports are useful 
i.e. from NOC, State  
a. Provide examples of success stories. – State Dept., Joint Task Force Haiti,

Blast call ref to an Olympic GSR
b. How many reports have you distributed? – Appx. 281 reports as of 23 Feb

(Olympic = 62 Haiti = 219) 
c. Have you received any feedback from the distribution on the utility of the 

reports? – Yes, State Dept. Joint Task Force Haiti, FBI

6. How are you sharing the situation reports and the common operating picture?  
- Just by email, and occasionally phone
a. How are recipients using the information?   
b. Is it used to do further, more targeted, monitoring/and or searches? 
c. Do you maintain copies of what is disseminated?  - Yes

7. Have you discovered PII or other information in an identifiable form?  Yes
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a. If so, when and what were the circumstances? – Daily, but the information 
is not collected under normal operations and is ignored while searching 
and deleted while generating reports

b. What did you do with it to ensure it did not enter agency files? – We do 
not collect it, we delete it and we run scan systems to ensure we delete 
files and cookies.  

8. Have you had to engage in social networking where OPS employees were 
required to establish a username and password to gain access to information? 
No, it was never allowed 
a. If so, explain the circumstances. – N/A

9. How did you train OPS employees on what was permitted under social media 
monitoring vs full social networking? – CONOPs, PIAs, Reference Materials 
and in-class training
a. Please provide a copy of the training.  (Analyst book  will be provided) 

10. Has your records officer established a NARA approved retention and disposal 
policy for this Initiative? – No, the process is still ongoing with Privacy as we 
understand it

NOTES
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DDon,
Thanks for sharing your thoughts with the MMC Team last week.  The more insights they get from 
you, the better we’ll be able to tailor MMC’s involvement, coordination, and report products to assist 
the NOC, and the DHS senior leadership situational awareness and decision support processes.  I
wanted, for our collective benefit, to capture the key areas from our discussions, 
particularly where you agreed to follow  up or provide additional direction, and approved 
specific MMC recommendations that were presented to you.   

1. You agreed: 
a. with our assessment of the “new  Overarching PIA” in terms of what it 

allows and what it does not allow
b. to reach out to OPA in order to obtain a copy of the Facebook Terms of 

SService (TOS) Agreement that was referenced a week or so ago, and to 
determine whether other impending TOS Agreements were soon to be signed.  
(These are important to us for a number of reasons, but specifically regarding any 
direction for “Username” naming conventions and account opening related items.)

c. to confirm the situation rregarding who informed us by 
email that he was no longer with OPA

d. to provide direction regarding who should be on Distribution List B (limited 
distribution) and, when required Distribution List C (special distribution) 

   
2. You approved MMC Recommendations to:

a. Use DHSNOCMMC-1 through DHSNOCMMC-n as the naming convention
the MMC and management staff would use to ensure full disclosure regarding the 
MMC being an element of the DHS National Operation Center (absent any conflicting 
OPA direction)

b. Adopt MMC “Overarching PIA” Implementation concept
1. Relate social networking/media (SN) report to a standing or incident CIR

2. Corroborate SN report with other SN posts, MMC reports, or other sources

3. Determine SN report has DHS incident or strategic value

4. Provide senior level review of draft SN report

5. Distribute SN report to the appropriate distribution list
a) Distribution List A – full distribution (FULLDIS)
b) Distribution List B – limited distribution (LIMDIS)
c) Distribution List C – special distribution (SPECDIS)

 
6. Complete a daily post processing review of all SN reports

7. Provide structured daily feedback to SN watch standers

c. Reduce the number of MMC and SN report formats from nine to five total  

d. Adopt the new  MMC report formats that w ill be standard to media 
monitoring and social media reports

(b)(6), (b)(7)(C)
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ee. Implement the new  MMC application in accordance w ith the schedule 
below :
1. July 26-30:  

a) Individual Training on MMC application via emailed instructions  
b) Analysts will post test reports with a non-live version of the MMC 

application prior to formal training
c) Provides testing feedback prior to formal training

2. August 2-6:  
d) Analysts will attend one of two scheduled formal training days, based on 

their preference and schedule
e) Formal training will reinforce the individual training
f) Two training days will allow for each analyst to attend at least one session
g) Analyst will have ample time to post multiple reports into the system prior 

to beginning concurrent operations

3. August 7-15:  
h) Concurrent reporting via both Outlook (live) and the MMC application 

(archive only)
i) Concurrent reporting will allow the syncing of report numbers to the 

beginning of the month
j) Reports will be added into the database, building an operational archive
k) Analysts will continue to learn and train in live-fire conditions
l) “Live” testing will expose any possible programming or formatting issues

4. August 16: Switch to MMC application for full live operations at 1200 EDT 

V/ r,

 

(b)(6), (b)(7)(C)
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DRAFT 
22 Nov 2010 

To:   Media Monitoring Capability (MMC) Watch Analysts 
 
CC:  
 
Subject:  Draft Inadvertent PII Inclusion Procedure (External) 
 
From: Senior Ops Advisor, NOC Media Monitoring  
 
 In the event of an inadvertent PII inclusion in MMC reports (IOI, Steady State, NSS/ISS, OPSUM, 
Weekly Data Reports, etc.), the following procedure must be implemented to fully comply with 
Personally Identifiable Information (PII) guidance and rules. 
 
 As soon as unauthorized PII has been identified, the analyst must notify (or his backup if 

is unavailable) will notify the DHS/OPS Current Branch Chief and NOC Director (CC to
that an IOI with inadvertent PII included been sent (template 1 below) and request authorization 

for the watch to send an email deletion advisory (template 2 below) to the full distro list.   The latter 
email will advise readers that unauthorized, but unclassified information was accidentally included in 
the IOI (identified by subject line and DTG) and therefore must be permanently deleted.  A general 
description of how to permanently delete the IOI in MS Outlook will be provided along with a notice to 
contact the recipients’ system administrator with questions for programs other than Outlook. 
 
Template 1:  Initial notification to NOC Leadership of inadvertent PII: 
 

Sir,  
MMC has sent out an IOI containing inadvertent PII to the (full or LIMDIS) distro list.  The IOI 
was: 

(example) Germany Tightens Airport and Rail Security Over Possible Late November 
Terror Attack--MMC IOI #2627-10;   (sent 11/16/10 at 5:17 pm) PII was included in the 
3rd bullet.  With your approval we will send an IOI deletion advisory to the affected 
distro list.    

  
Template 2:  IOI deletion advisory for inadvertent PII: 

You received a NOC Media Monitoring email report (IOI) that inadvertently included 
unauthorized but unclassified information.  Therefore, please permanently delete the following 
report: 

(Example) Germany Tightens Airport and Rail Security Over Possible Late November 
Terror Attack--MMC IOI #2627-10;   (sent 11/16/10 at 5:17 pm) 

 
NOTE: for MS Outlook users, an email can be permanently deleted by either holding the shift 
key when deleting it from the inbox or folder or deleting it and then deleting again from the 
Deleted Items folder.   
 
For programs other than MS Outlook, please contact your System Administrator if you have 
questions.      
 
 

(b  
(b) (6)

(b) (6)

(b) (6)

(b) (6)
(b) (6)

(b) (6)
(b) (6)
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DRAFT 
John Doe 
Operations Analyst 
DHS NOC Media Monitoring  
Phone: 
Cell: 7
 

This procedure has been coordinated with  Acting Director, Operations Coordination 
Division, DHS/OPS.   
 
 

(b) (6)
(b) (6)

(b) (6)

(b) (6)
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22 Nov 2010 

To:   Media Monitoring Capability (MMC) Watch Analysts 
 
CC:  
 
Subject:  Inadvertent PII Inclusion Procedures (Internal) 
 
From: Senior Ops Advisor, NOC Media Monitoring  
 
 In the event of an inadvertent PII inclusion in MMC reports (IOI, Steady State, NSS/ISS, OPSUM, 
Weekly Data Reports, etc.), the following procedure must be implemented to fully comply with 
Personally Identifiable Information (PII) guidance and rules. 
 
 As soon as unauthorized PII has been identified, the analyst must notify (or his backup if 

s unavailable).  Please provide enough details with report ID#, dates, and PII items in your 
message.  and Jae will confer, after which will notify all MMC and SNMC team members and 
provide direction.   
 
 Direction to TechOp readers other than analysts will be to permanently delete the offending IOI 
for Outlook by either holding the shift key when deleting or deleting it from the Deleted Items folder.  
For MMC analysts and within the MMC application, the offending PII will be manually deleted and 
overwritten based on where in the IOI the PII is.   
 
 The manual deletion procedure will be included in each email directing such action.  The 
following steps must be used:  

1. Open the email message 
2. Select “Other Actions” in the “Actions” section of the toolbar at the top of the page 
3. Select “Edit Message” from the Other Actions pull down menu  
4. Replace the offending PII with “xxxx,” “NO Link due to PII,” whichever is directed in the email 

communication 
5. Close the edited email, and click yes when asked if you want to save changes  

 
 In all cases, analyst or senior reviewer, confirmation of completion of the action must be sent to 

within 24 hours of receipt.   
 
 

(b) (6)

(b) (6)

(b) (6)
(b) (6) (b) (6)

(b) (6)

(b) (6)
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New PIA Revisions  
Effective immediately (1715, 7 Jan11) 

All analysts will read and initial before they may accept a shift 
 

OPS is conducting this update to the Privacy Impact Assessment (PIA) because this initiative may now collect and 
disseminate PII for certain narrowly tailored categories.  (Abstract p.2) 

 
Furthermore, PII on the following categories of individuals may be collected when it lends credibility to the 
report or facilitates coordination with federal, state, local, tribal, territorial, foreign, or international government 
partners:  (Overview p.3)  See NOTE below 
 
1) U.S. and foreign individuals in extremis situations involving potential life or death circumstances; (this is no 
change) 
 
2) Senior U.S. and foreign government officials
 

 who make public statements or provide public updates;  

3) U.S. and foreign government spokespersons
 

 who make public statements or provide public updates; 

4) U.S. and foreign private sector officials and spokespersons 

 

who make public statements or provide public 
updates; 

5) Names of anchors, newscasters, or on-scene reporters who are known or identified as reporters in their 
post or article or who use traditional and/or social media in real time to keep their audience situationally 
aware and informed
 

; 

6) 

 

Current and former public officials who are victims of incidents or activities related to Homeland Security; 
and  

7) Terrorists, drug cartel leaders or other persons known to have been involved in major crimes of Homeland 

Security interest, (e.g., mass shooters such as those at Virginia Tech or Ft. Hood) who are killed or found 
dead
 

.  

NOTE:  PII on these individuals may include: 1) full name; 2) affiliation; 3) position or title; and 3) publicly-
available user ID.  Analysts are trained to use only approved PII that is easily identifiable and to ignore and 
exclude any non-authorized PII.  Practical implementation:  the PII must add value, i.e. we can now say Sheriff or 
Fire Chief, but if the name is not important (and it usually isn’t) don’t include the name, just the title, esp for 
lower level officials.  Should PII come into the NOC’s possession, apart from these categories, the NOC shall 
redact it prior to further dissemination of any collected information.  (Section 1.1, p.4) (Current PII retraction 
procedures do not change)   
 
What was NOT approved:    
- We will not report on Individuals suspected or accused of committing crimes of National or Homeland Security 
interest, if captured, (see # 7 above for the exception if they are killed or found dead) 
  
- We will not report on Private Citizens no matter if they are witnesses, victims, observers or some other way 
connected to an event  
 
- We will not report on high profile people such as celebrities, sports figures or media members who are victims.  
(see # 6 above for the exception if they are current or former public officials) 

(b) (6)

(b) (6)
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From the current PIA:
 Furthermore, PII on the following categories of individuals may be collected when it lends 
credibility to the report or facilitates coordination with federal, state, local, tribal, territorial, 
foreign, or international government partners:
 1) U.S. and foreign individuals in extremis situations involving potential life or death 
circumstances; (no change from what has always been in force) 
 
2) senior U.S. and foreign government officials who make public statements or provide public 
updates;  

3) U.S. and foreign government spokespersons who make public statements or provide public 
updates;  ��������		
������	�����	����	���������	���

4) U.S. and foreign private sector officials and spokespersons who make public statements or 
provide public updates; ���������	�������	�������	�����	����	���������	���

5) Names of anchors, newscasters, or on-scene reporters who are known or identified as reporters 
in their post or article or who use traditional and/or social media in real time to keep their 
audience situationally aware and informed;

6) Current and former public officials who are victims of incidents or activities related to 
Homeland Security; and  

7) Terrorists, drug cartel leaders or other persons known to have been involved in major crimes 
of Homeland Security interest, (e.g., mass shooters such as those at Virginia Tech or Ft. Hood) 
who are killed or found dead.  
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****ANSWER KEY**** 

NOC MEDIA MONITORING CAPABILITY 

Privacy Proficiency Exam (Answer Key) 

I. Multiple Choice�

�

1) �������	
�����
���������

�� ���������

�	�����	��

�� �	�
����������������	����	��

�� �	�
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�� ������	�������������	����	�	�

�

ANSWER:  ��

�

2) ������
���	�����	���������
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�

ANSWERS:  �

a) Always 

b) Always 

c) Sometimes  

( ������	�
�������������������������
��
����
	�����	�����������
��
��������
���������	�
���������������������

d) Sometimes 
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- Sometimes�
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�������������)0)��������
����������
������
�
������
����������

f) Sometimes 
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�������������
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������
	��������
	�����
���
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g) Always 

( $������
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h) Always (!!) 

i) Sometimes 
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�
�

3) �������	
���!�
���������

�� ������	�����������!�	���

�� ������	�����������!���

�� ��	�	�����	�����	��!

	

�	��

�� ���������������!
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ANSWER:  3�

�
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ANSWER:  2

�

5) 3�����	������������4���	����+��4	���������
����	
������	
���5���	��������	
��	��
4����+��������������������%��*�����������������
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ANSWER:  /1���
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6) )�����	��������� ����*���������������+��3������	�����
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ANSWER:  �1�/1��1�)1�@1�;�

( 2A$�5$�=0:$B���

o ������C�
����������
�����������C
���� ��
	�������������
���������

o )�����������������
���������
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8) �����������	��	���������
�����4������������	
���� ������
����������������%��*����������
�������

�� 8	�������	��4������4�����*"
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ANSWER:  &; )�

( 8	����������	������
�

II. TRUE OR FALSE?

1) �������������	
����������	�����7	
������	�'��	��$���	
<��������	
�������������������	��	��
��������
�������������
�����	��������	�	+�
True   /   False 

EXPLANATION:  5���%��
�
�����

2) ����������������	
����'+$+�����7	
<���������	
������	�����7	
�������	������
��
��	��+��
True   /   False 

EXPLANATION:  5���%��
�
����
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3) ,�	�����������	��	
	�������
����	�����	������
	����4�
=��/%	����"
�����	
�������	��
60+�
True   /   False 

EXPLANATION:  �%�����
�����������
���������
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4) 9	���
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����	��������
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 ���"
��*����������
�	��
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�����+�
True   /   False 

EXPLANATION:  �����
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��
���	�
���������
��)0)��������
����
��.

5) ����	�����
��	��������������������	�����	����*��������������	��	��	���:	��������	(
�����
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�
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True   /   False 

EXPLANATION:  )��%�����������
��
�����0=5>A:��):9�0:9$F5�C)F5:�
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MMC-SN Overarching PIA  
Implementation CONOPs

1. Relate social networking/media (SN) report to a standing or incident CIR 
  

2. Corroborate SN report with other SN posts, MMC reports, or other sources 
 

3. Determine SN report has DHS incident or strategic value 
 

4. Provide senior level review of draft SN report 
 

5. Distribute SN report to appropriate distribution list 
 

a. Distribution List A – full distribution list 
b. Distribution List B – limited distribution group 
c. Distribution List C – special distribution group  

 
6. Complete a daily post processing review of all SN reports 
 
7. Provide structured daily feedback to SN watch standers 
 
Challenges with SN Going Fully Engaged 
1.  Overwhelming readers with double the MMC distributions  
2.  Ensuring MMC-T and SN are complementary and not overlapping or redundant  
3.  Avoiding false positives 
4.  Figuring out how to fully exploit early warning for the NOC without releasing too much “fluff,”  i.e. 
inundation with suspicious packages or school closings due to bomb threats reports 
5.  Integrating and standardizing with MMC-T IOIs (IOI numbering and follow-ups) while ensuring 
readers area able to tell whether a report is based on new or traditional media  
6.  Keeping a tight feedback loop, e.g. for QC, NOC and leadership feedback, adapting and tailoring both 
search terms and IOIs  
7.  Getting all SN analysts on the same page with regard to what warrants an IOI when the PIA is wide 
open instead of narrowly focused on one topic 
 
Meeting the Challenges 
1.  Overwhelming Readers  

� Refocus both teams on emphasizing “substance”  
o Determine DHS relevance at incident, operational or  strategic level  

� Change output standard from 1 per hour per team, to 3 per 2 hours from both teams 
� Use  or limited distro (incl. ) to let NOC know about 

potential items, e.g. initial reports of suspicious package at Lincoln Memorial …notifies 
NOC/SWO know so they can pulse their net without flooding full distro list 

 
 

(b) (7)(E) (b) (7)(E)
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2. Ensuring No Overlap  
� Minor format changes to IOIs, (allows app to work) makes IOIs standard for readers  

o SN or MMC boldly obvious in first line  
o Adds NOC number to Steady State and NSS/ISS updates (per NOC request to help them 

with tracking)   
o Allows both SN and MMC-T to use sequential one system numbering;  follow ups can 

refer to the same IOI regardless of originator      
 
3.  False Positives 

� Same ROE as for topic-specific PIAs, don’t release without corroboration, for truly urgent 
breaking news, notify SWO of unconfirmed incident and advise that search is underway for 
more corroboration (like MMC-T does now with SWO) 

o  If in doubt, analyst will always call a Senior Reviewer. 
 
4.  Exploit Early Warning  

� Use  or limited distro (incl. Restricted email box) to give heads up on potential 
items, allow NOC/SWO to pulse their net for official corroboration 

� This does not mean flooding SWO with every suspicious package or bomb threat, but there are 
plenty of cases (i.e. Metro or a DC Monument) that the SWO needs to know about but do not 
warrant an IOI to full distro.   

 
5.  Integrating and Standardizing  

� Separate briefing to address IOI format changes, enhancements and standardization 
� Readers will still be able to quickly and easily tell  if traditional or new media, but headers/subj 

lines will be standard  
 

6.  Keeping Tight Feedback Loop 
� Initially Senior Level Review before SN report release 
� Very close monitoring by daily presence in the Watch,  
� Daily (M-F) review of and feedback on the previous 24 hours’/weekend ’s reports (Reviews by 

senior reviewers, team  leads and QC) 
� Incorporate feedback into frequent training and team-wide feedback 
�  React quickly and adapt to NOC leadership feedback and requests 
�  Recognize this will evolve (as MMC-T did) as the NOC, SWO, and leadership get used to SN full 

output and recommend changes which MMC will be ready to rapidly implement     
 
7.  Getting Analysts on Same Page 

� Mtg set for Mon 19 Jul to: 
o Get guidance 
o Inform leadership of proposed changes and the rationale 
o  Get approval for format changes  

� Conduct skull session with as many analysts as possible to re-emphasize priorities, CIRs, and 
standards 

o After that, each analyst not at session will be backbriefed before their first shift    

(b) (6)

(b) (6)

(b) (7)(E) (b) (7)(E)

(b) (6)
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MMC - New Media Capability 
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Version 1 
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TRAINING PARAMETERS – Crossing Training from MMC to SN 
Item  Parameter  
Type of Staff to be Trained  New Analysts – MMC New Media Capability 
Type of Training  MMC – New Media 101 
Amount of Time Allotted   3 days (specific days unknown at this time) 
Number of Training Sites  One 
Number of Classrooms  Three (Conf. Room, PT Office, Watch Room) 
Number of Trainees  1 
Number of Trainers  2 to 5 
Length of Each Session  8 hours 
Recommended Classroom Size  1 - 3 
Amount of Equipment (for Trainee)  1 laptop, 1 mouse, access to printer 
Travel Time and Holidays  None 
Special Circumstances  Training must be completed before TBA 

  

1. INTRODUCTION 

1.1 Assumptions 

The training strategies, activities, and methods are predicated upon the following assumptions: 

� A laptop will be provided to each analyst for training and shift work 
� New staff will have a working knowledge of XP-based PCs, Microsoft Office and web 

browsers 
� The only stupid questions are the ones not asked 

1.2 Goals of the Training Plan 

The goals of the training plan are to: 

� Provide new staff with an understanding of the role of the MMC’s New Media Capability 
(also referred to as SNMC or SN), and provide continual refinement and training for 
current staff 

� Educate and train new staff about the issues, processes and procedures regarding 
monitoring social networks/media and engagement on behalf of DHS and the policies of 
the MMC 

� Explain how the New Media Capability works with the Media Monitoring Center (MMC) 
� Train new staff in the creation of SN products and quality controls and assessments 
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� Train new staff to properly handle personally identifiable information (PII) 

1.3 Overview of the Training Plan 

This document defines the Training Plan for the Department of Homeland Security’s OPS/NOC 
MMC New Media Capability.  The Training Plan is a working document.  It is revised on a 
continuous basis as decisions are made and issues are resolved.  The document is organized as 
follows: 

� Training Scope: Clearly states a list of the objectives and goals of the training, as well as 
a list of assumptions 

� Training Offerings: Describes the offerings that define the training, including the 
training groups, types of training, training approach, training curricula, training 
schedule, and logistical information 

� Roles and Responsibilities: Presents the roles and responsibilities of the staff 
responsible for preparing, conducting, and evaluating the training, and includes a clear 
definition of the resources and a work plan 

� Contingency Plan: Identifies anticipated contingencies and details a plan for each 
contingency 

� Training Material Design, Standards, and Guidelines: A copy of the Training Material 
Design, Standards, and Guidelines that will be used to prepare the training materials 

2. TRAINING SCOPE 

2.1 Training Goals and Objectives 

The objectives of the training are: 

� Completion of a 13 day training period 
� Introduction to the MMC New Media Capability and its relationship with the MMC and 

DHS OPS/NOC 
� Familiarization with the Department of Homeland Security components and leadership 
� Familiarization with NOC operations, procedures, communications, and priorities 
� Familiarization with the 24/7 schedule and shift Battle Rhythm 
� Familiarization with software and technologies utilized by the MMC New Media 

Capability 
� Knowledge of processes and software tools involved in monitoring social networks 
� Awareness of the issues surrounding Personally Identifiable Information (PII) and the 

directives and guidelines set by the MMC New Media Capability’s Privacy Impact 
Assessments, as well as DHS and TSI senior leaders 

� Efficient use of the Critical Information Requirements (CIRs) and Trend Analysis 
Requirements 
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� Creation of Items of Interest (IOIs), TIPs to the MMC, Combined MMC Operational 
Summary (OPSUM), Daily Log and Change Over Briefing 

� Understand and learn to use the MMC reporting application 
� Develop an understanding of “exceptional” circumstances and the handling of PII in 

those cases 
� Understanding the New Media Capability policies regarding personal vs. company 

accounts/identities 
o Understanding issues and guidance regarding terms of service agreements and 

usernames/passwords 
� Safeguarding DHS NOC MMC social networking presences and applications 
� Understanding New Media Capability weekly and monthly data reports, quality control 

reporting and grading, in addition to other project time directives 
� Team operation, coordination and innovation from the same understandings and 

directives 

To achieve these objectives, the following goals are established: 

� Describe the mission of the MMC New Media Capability 
� Present the trainees with information on DHS structure and personnel 

o Have trainees do research on DHS organizational structure 
� Explain and give examples and practice with Personally Identifiable Information (PII) and 

the MMC New Media Capability’s PII policies 
� Learn the Director’s Criterion, Critical Information Requirements (CIRs), and Trend 

Analysis Requirements (TARs) 
� Instruct the staff on the daily Battle Rhythm and 24/7 shift schedule 
� Describe the coordination of the team 
� Educate new staff on the processes and sensitivities of monitoring social networks 
� Demonstrate the components of the New Media Capability watch desk and MMC watch 

desk and the NOC Watch Room in Jabber 
� Train new staff in the use of technologies and software to aid in the mission of the New 

Media Capability 
� Familiarize and train the analysts on the Apple Mac Mini, Dell laptops, Cradle Point, and 

server rack cabinet 
� Exercise the use of tools and processes to produce and log New Media Capability 

reports 
� Explain the differences and between Regular and Exceptional events  
� Outline policy on use of personal and company accounts and identities 
� Development, refinement and improvement of processes over time 
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3. TRAINING  

3.1 Training Logistics 

This section identifies logistical information based on the requirements for the defined training 
offerings.  The logistical information includes a list of the equipment and supplies required. 

 3.1.1  Analyst Trainee 
� Laptop for each analyst 
� Internet access 

o TSI email account 
o Gmail account 
o Access to New Media Capability Google Docs 
o Access to TSI SharePoint Portal 

� Training space 
� Documents 

o CONOPS (current draft) 
o Standard Operating Procedures (current draft) 
o Training Plan 
o Privacy Impact Assessment(s) 

� Haiti Social Media Disaster Monitoring Initiative  
� 2010 Winter Olympics Social Media Event Monitoring Initiative 
� April 2010 BP Oil Spill Response Social Media Event Monitoring 

Initiative 
� Publicly Available Social Media Monitoring and Situational 

Awareness Initiative 
� Social Networking Interactions and Applications (Future Vision) 

� (Communications/Outreach/Public Dialogue) 
 
3.1.2 Trainer Needs 

� Computer with internet access 
� Whiteboard 

o Markers 
� Updated Training Plan 
� Handouts 

o Analyst Notebook 

4. ROLES AND RESPONSIBILITIES 

This section details the roles and responsibilities of the personnel responsible for preparing, 
conducting, and evaluating the training for the MMC New Media Capability. 
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4.1 Resources 

MMC directors and team leads will be leading the training for the new analysts.  One will lead a 
section, but will work together to address all the training materials and objectives.  Senior Staff 
will make introductions and get us started, in addition to providing ongoing input and 
perspective during training. 

This section describes the roles of those involved, the individuals who will fulfill the roles, and 
their area of responsibility. 

TechOp Solutions International, Media Monitoring Capability Team Structure 

 

 

 

 

 

 

5. TRAINING CURRICULUM and SCHEDULE 

DAY 1 

DAY:1 SESSION:1 TIME: 0930-1030 LOCATION: PT Office / in-person lecture 
TOPIC: Trend Analysis Requirements/New Media Sources 
INSTRUCTOR/S:  
DESCRIPTION: Review of the sources that the MMC New Media Capability uses (ie. Twitter, 
blogs, etc.), source classifications and methods/requirements to ensure the credibility of 
information. 
OBJECTIVES: To ensure analysts know what the requirements are for monitoring, collecting 
information and reporting to the NOC, including the difference between MMC sources and New 
Media sources and how they are used. 
RESOURCES: 

� MMC New Media Training Binder

Asst. Director, 
SNMC Operations 

SN Team Lead  

Analyst Trainees 

Director,
Homeland Security Ops 
Support 

 President & 
Chief Executive Officer 

 
Vice President , 
Operations and Business Dev. 

Asst. Director, I.T. MMC Team Lead 

New Media (SN) Analysts MMC Analysts 

(b) (6) (b) (6) (b) (6)

(b) (6)
(b) (6)

(b) (6) (b) (6)
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1200-1300 - LUNCH BREAK (followed by 30 mins of review/Q&A time) 

 

 

 

 

 

 

� General PIA Appendix
� Battle Rhythm
� CONOPS

DAY:1 SESSION:2 TIME: 1030-1200 LOCATION: PT Office / in-person lecture 
TOPIC: The Battle Rhythm and You 
INSTRUCTOR/S: 
DESCRIPTION: How will each shift work and what tasks and objectives will need to be 
completed? 
OBJECTIVES: Review the Battle Rhythm document.  Opportunity for the trainee to ask questions 
about process, searching, sources, etc. 
RESOURCES: 

� MMC New Media Training Binder
� Battle Rhythm

DAY:1 SESSION:3 TIME: 1300-1530 LOCATION: PT Office and MMC Watch Office 
TOPIC: Battle Rhythm, Part 2: Tools, Search Engines and Social Networks 
INSTRUCTOR/  
DESCRIPTION: What search tools/sites are analysts allowed to use?  What are the protocols for 
TOS agreements and usernames? 
OBJECTIVES: Ensure the analyst has knowledge of the approved basic search tools.  Give time 
to analyst to familiarize themselves with search tools.  Trainee will visit the analyst on duty and 
observe their ongoing Battle Rhythm. 
RESOURCES: 

� MMC New Media Training Binder

(b) (6)

(b) (6)
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DAY 2 

 

 

 

 

DAY:2 SESSION:1 TIME: 0800-0830 LOCATION: PT Office 
TOPIC: Daily Objectives Brief 
INSTRUCTOR/S: 
DESCRIPTION: Review of previous day’s topics and briefing of the topics to be covered today. 
Check emails, visit the Watch office to check in and make sure you are aware of any ongoing 
hot issues/incidents. 
OBJECTIVES: Opportunity for analysts to ask questions and be refreshed on previous topics. 
RESOURCES: 

� N/A

DAY:2 SESSION:2 TIME: 0830-1030 LOCATION: PT Office 
TOPIC: Privacy Impact Assessments (PIAs)  
INSTRUCTOR/  
DESCRIPTION: Explanation and review of the overall directives for MMC New Media 
Operations.  What is a Privacy Impact Assessment (PIA)?  Review of the PIA that provides our 
main guidelines for operations.   
OBJECTIVES: Trainee will be provided with background and context on past and present 
directives for MMC New Media Capability operations.  Trainee will become versed in the 
requirements set forth by the “Publicly Available Social Media Monitoring and Situational 
Awareness Initiative” 
RESOURCES: 

� MMC New Media Training Binder

DAY:2 SESSION:3 TIME: 1030-1200 LOCATION: PT Office  
TOPIC: Personally Identifiable Information (PII) 
INSTRUCTOR/S: 
DESCRIPTION: What is PII and why do MMC New Media analysts care?  How do we protect 
privacy while doing our job?  How does the Privacy Impact Assessment (PIA) require us to 
handle PII?  Is PII stored? 
OBJECTIVES: To ensure analysts know the background, process and procedures for handling PII 
during normal operations. 
RESOURCES: 

� MMC New Media Training Binder
� MMC New Media Watch Privacy Resources Handbook
� Privacy Resource Documents Binder

(b) (6)

(b) (6)

(b) (6)
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1200-1300 - LUNCH BREAK 1200-1300 (followed by 30 mins of review/Q&A time) 

 

 

DAY:2 SESSION:4 TIME: 1300-1430 LOCATION: PT Office 
TOPIC: Exceptional Circumstances and Handling of PII 
INSTRUCTOR/S: 
DESCRIPTION: What are the exceptions to when MMC New Media is allowed to report PII to 
the NOC? 
OBJECTIVES: To ensure the analysts know the process, procedures and rules for collecting and 
reporting items that contain PII and how to properly dispose of it when the NOC no longer 
needs it. 
RESOURCES: 

� MMC New Media Training Binder
� MMC New Media Watch Privacy Resources Handbook
� Privacy Resource Documents Binder

DAY:2 SESSION:5 TIME: 1430-1500 LOCATION: PT Office  
TOPIC: The Sensitive Nature of Searching and Monitoring the Public 
INSTRUCTOR/S:  
DESCRIPTION: Discussion regarding the role of the MMC New Media Capability in the public 
eye.  Background on the evolution of New Media  
OBJECTIVES: Provide an understanding of the risks and procedures involved in operating a 
social networking monitoring program for DHS. 
RESOURCES: 

� MMC New Media Training Binder

DAY:2 SESSION:6 TIME: 1500-1600 LOCATION: PT Office  
TOPIC: Review and Set Up of New Media Applications/Tools 
INSTRUCTOR/S:   
DESCRIPTION: Trainees will install and configure applications and tools used by the New Media 
Capability on their laptops, including TweetDeck, RSS Owl and Notepad++.   Trainee will call 
HSIN help desk to set up a HSIN account, and will instal and ensure access to the 

OBJECTIVES: New Media analysts will have appropriate applications and tools installed on their 
laptops, which will enable them to communicate and work remotely in a surge operation. 
RESOURCES: 

� Laptop
� T: Drive –  read documents and presentations

(b) (6)

(b) (6)

(b) (6)

(b) (7)(E)

(b) (7)(E)

(b) (7)(E)
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DAY 3 

 

1200-1300 - LUNCH BREAK 1200-1300 (followed by 30 mins of review/Q&A time) 

 

DAY:2 SESSION:7 TIME: 1600-1730 LOCATION: MMC Watch Office 
TOPIC: Watch Desk Shotgun 
INSTRUCTOR/S: 
DESCRIPTION: Observe the operation of the watch desk 
OBJECTIVES: Analyst will show the trainee the battle rhythm they use on shift.  Opportunity for 
trainee to see the watch operations and ask questions. 
RESOURCES: 

� N/A

DAY:3 SESSION:1 TIME: 0800-0830 LOCATION: PT Office  
TOPIC: Daily Objectives Brief 
INSTRUCTOR/S:  
DESCRIPTION: Review of previous day’s topics and briefing of the topics to be covered today. 
Check emails, visit the Watch office to check in and make sure you are aware of any ongoing 
hot issues/incidents. 
OBJECTIVES: Opportunity for analysts to ask questions and be refreshed on previous topics. 
RESOURCES: 

� N/A

DAY:3 SESSION:2 TIME: 0830-1200 LOCATION: PT Office  
TOPIC: Building IOI, Change Over and OPSUM Reports 
INSTRUCTOR/S: 
DESCRIPTION: What are the components of IOI and OPSUM reports?  Trainee will study recent 
IOI reports and ask questions regarding IOI production.  Trainee will scan and search for 
incidents/news that can be drafted into IOI format for practice (not using the MMC APP at this 
time), and sent to a reviewer.  Trainee will learn how to set up MMC and New Media 
distribution lists. 
OBJECTIVES: Trainee will familiarize themselves with the IOI and OPSUM reporting formats and 
learn how to manually build each report type.  Trainee will learn to set up distribution lists. 
RESOURCES: 

� Recent IOI and OPSUM reports

(b) (6)

(b) (6)

(b) (6)
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DAY:3 SESSION:3 TIME: 1330-1430 LOCATION: PT Office  
TOPIC: Using the MMC Application to Send IOI Reports 
INSTRUCTOR/
DESCRIPTION: Trainee will be instructed on the use of the MMC Application and given the 
ability to use the MMC Application Testing Environment.  Trainee will use the MMC Application 
Testing Environment to build and publish IOI reports that include varied sources and images.  
Trainee will publish at least 15 IOIs to be reviewed by instructors, over the course of the next 
few training days. 
OBJECTIVES: Opportunity for analysts to ask questions and be refreshed on previous topics. 
RESOURCES: 

� MMC APP Training Handout (T: Drive)

DAY: 3 SESSION:4 TIME: 1430-1600 LOCATION: PT Office  
TOPIC: Practice – Monitor Sources and Create Reports 
INSTRUCTOR/
DESCRIPTION: Monitoring of SN sources, writing mock reports to be sent to a New Media 
analyst or senior reviewer.  Use of the MMC Application Testing Environment to send TEST IOIs 
to reviewers. 
OBJECTIVES: To help analysts understand the role of the MMC and how the SNMC will 
compliment their mission, plus learning from their experiences. 
RESOURCES: 

� MMC New Media Training Binder
� MMC New Media Watch Privacy Resources Handbook
� Privacy Resource Documents Binder

DAY:3 SESSION:5 TIME: 1600-1800 LOCATION: MMC Watch Office 
TOPIC: Watch Desk Shotgun 
INSTRUCTOR/S: 
DESCRIPTION: Observe the operation of the watch desk 
OBJECTIVES: Analyst will show the trainee the battle rhythm they use on shift.  Opportunity for 
trainee to see the watch operations and ask questions. 
RESOURCES: 

� N/A

(b) (6)

(b) (6)

(b) (6)
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DAY 4 

DAY:4 SESSION:1 TIME: 0900-1030 LOCATION: PT Office  
TOPIC: Review of SNMC Project Time Work 
INSTRUCTOR/   
DESCRIPTION: Review recently produced combined (MMC and New Media) weekly data reports 
and monthly reports.  Learn how to construct weekly and monthly reports.  Learn Q/C 
assessments and reporting. 
OBJECTIVES: Learn how to support the SNMC during project time hours. 
RESOURCES: 

� Previous combined Weekly Data reports and Monthly reports
� Combined Daily Log
� Recently produced IOI reports

 

DAYS:4 TIME: 1030-1800 LOCATION: PT Office and Watch Desk 
TOPIC: Mock Watch Sessions 
INSTRUCTOR/S: Watch Analyst 
DESCRIPTION: Analyst in training will simulate a watch shift through a mixture of sitting at 
either the watch desk, or in the PT office.  Trainee will use the tools and methods described in 
MMC New Media training to draft IOI reports.  Trainee will use the MMC Application Testing 
Environment to produce IOIs that will be sent to the designated trainer and   
OBJECTIVES: Produced IOIs will be critiqued by trainers and  and if relevant and timely – 
will be sent by the New Media analyst on watch to the distribution list.  Trainee will gain 
experience and knowledge by training in the same environment that analysts use on a daily 
basis.  When trainee has sufficiently proven their progress, will approve them to send 
reports via the MMC Application to the DHS distribution list.  No IOIs will be sent without his 
approval. 
RESOURCES: 

� NA

 

 

(b) (6)

(b) (6)
(b) (6)

(b) (6)
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Interim Guidance Regarding PII and Reference to Government Spokespersons and Non-U.S. 
Citizen Terrorist or DTO Leaders 
Mon 8/30/2010 10:46 PM 
 
TTeammates,
I discussed the Privacy Office PII  concerns regarding MMC IOIs and the 
rreference to government spokespersons and non--U.S. cit izen terrorists and 
DDTO leaders with late this afternoon.   and I have a 
teleconference discussion scheduled for Wednesday at 1600 with the Privacy Office.  
Until we conclude that discussion and develop an understtanding, adhere to 
the follow ing regarding social networking reports and referencing government 
spokespersons and non-U.S. citizen/U.S. citizen terrorists and DTO leaders:

1. Refer to the government spokesperson by posit ion, the L.A. County 
spokesperson or a Jefferson City fire chief. Do not include the 
individual’s name. 

2. Where the subject of the report is the killing, capture, or some other 
significant occurrence of a non-U.S. cit izen terrorist or DTO leader, 
include the individual’s name.

3. Where the subject of the report is the killing, capture, or some other 
significant occurrence of a U.S. cit izen terrorist or DTO leader, t ip the 
report to the Traditional Media watch stander to locate an article 
and publish an IOI . 

If you have an questions, please ccal or me at anytime.  V/r, 

(b) (6)(b) (6)

(b) (6)(b) (6)
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Interim MMC Personal Identifiable Information (PII) Guidance/Direction Effective 090110 at 
1800 Local 
Thu 9/2/2010 2:15 PM 
 
TTeammates,
The Office of Operations Coordination and Planning (OPS) is in discussion with the DHS 
Privacy Office to integrate additional operational scenario related guidance 
and direction in the PIA. These changes w ill enable MMC w atch standers to 
include in certain cases, PII  that may be important to DHS situational 
awareness and decision making.  The current Publicly Available Social Media 
Monitoring and Situational Awareness Initiative PIA dtd 22 Jun 2010 accommodates the 
inclusion of Personal Identifiable Information (PII) only in “in extremis situations”.   

While the additional operational scenario related guidance and direction is being 
developed for inclusion in a revised PIA, ALL MMC watch standers – effective 
090110 at 1800 – must strictly observe the below  guidelines for BOTH 
TRADITIONAL AND NEW MEDIA MMC reporting:  

1. NO PII is authorized to be included in any MMC reports unless 
approved by the appropriate DHS OPS authority or it is determined 
to be an in extremis situation. 

2. The appropriate DHS OPS authority includes the OPS Senior 
Executive leadership and the SWO.

3. An in extremis situation exists when there is an imminent threat of 
loss of life, serious bodily harm, or damage/ destruction to crit ical 
facilit ies or equipment.

4. MMC reports reflecting a senior government official, spokesperson, 
or law  enforcement officer’s comments provided to the public or the 
media, must not include the individual’s name, posit ion, or any 
other information w hen the inclusion of that information would 
enable someone to determine the individual’s name. Instead, the 
individual must be referenced, for instance, as a “Maryland State 
Spokesperson or Senior Maryland State Official”.   Similarly, MMC 
watch standers may not refer to the Governor of Maryland or the 
President, as they indicate a specific individual. 

5. MMC reports that address known or suspected terrorists, DTO 
leaders, or other individuals who are a threat to homeland security, 
regardless of whether a U.S. cit izen or non-U.S. cit izen, must not 
include PII . 

Obta
ine

d b
y t

he
 E

lec
tro

nic
 P

riv
ac

y I
nfo

rm
ati

on
 C

en
ter

 

un
de

r th
e F

rre
do

m of
 In

for
mati

on
 A

ct 

www.ep
ic.

org



6. MMMC reports that address a private sector spokesperson or private 
cit izen statement or information provided to the public or the 
media, regardless of whether a U.S. cit izen or non-U.S. cit izen, must 
not include PII . 

7. The MMC watch stander may provide the name, posit ion, or other 
information considered to be PII  to the NOC over the telephone 
when approved by the appropriate DHS OPS authority. That 
information must not be provided in a venue that would be stored in 
a database and could be subsequently searched by an individual’s 
PII . 

Follow the above guidelines explicitly, but also understand and adhere to the spirit 
and intent expressed therein.   

V/r,
 

(b) (6)
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VERSION 2 - Interim MMC Personal Identifiable Information (PII) Guidance/Direction Effective 
090110 at 1800 Local 
Fri 9/3/2010 10:17 PM 
 
TTeammates,
VERSION 2 (Changes are in Blue)

The Office of Operations Coordination and Planning (OPS) is in discussion with the DHS 
Privacy Office to integrate additional operational scenario related guidance 
and direction in the PIA. These changes w ill enable MMC w atch standers to 
include in certain cases, PII  that may be important to DHS situational 
awareness and decision making.  The current Publicly Available Social Media 
Monitoring and Situational Awareness Initiative PIA dtd 22 Jun 2010 accommodates the 
inclusion of Personal Identifiable Information (PII) only in “in extremis situations”.   

While the additional operational scenario related guidance and direction is being 
developed for inclusion in a revised PIA, ALL MMC watch standers – effective 
090110 at 1800 – must strictly observe the below  guidelines for BOTH 
TRADITIONAL AND NEW MEDIA MMC reporting:  

8. NO PII is authorized to be included in any MMC reports unless 
approved by the appropriate DHS OPS authority or it is determined 
to be an in extremis situation. 

9. The appropriate DHS OPS authority includes the OPS Senior 
Executive leadership and the SWO.

10.An in extremis situation exists when there is an imminent threat of 
loss of life, serious bodily harm, or damage/ destruction to crit ical 
facilit ies or equipment.

11.MMC reports reflecting a senior government official, spokesperson, 
or law  enforcement officer’s comments provided to the public or the 
media, must not include the individual’s name, posit ion, or any 
other information w hen the inclusion of that information would 
enable someone to determine the individual’s name. Instead, the 
individual must be referenced, for instance, as a “Maryland State 
Spokesperson or Senior Maryland State Official”.   Similarly, MMC 
watch standers may not refer to the Governor of Maryland or the 
President, as they indicate a specific individual. 

12.MMC reports that address known or suspected terrorists, DTO 
leaders, or other individuals who are a threat to homeland security, 
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rregardless of whether a U.S. cit izen or non-U.S. cit izen, must not
include PII . 

13.MMC reports that address a private sector spokesperson or private 
cit izen statement or information provided to the public or the 
media, regardless of whether a U.S. cit izen or non-U.S. cit izen, must 
not include PII .

14.MMC reports w ill continue to include the links to the actual articles 
or postings referenced provided the links themselves do not contain 
PII . 

15.The MMC watch stander may provide the name, posit ion, or other 
information considered to be PII  to the NOC over the telephone 
when approved by the appropriate DHS OPS authority. That 
information must not be provided in a venue that would be stored in 
a database and could be subsequently searched by an individual’s 
PII . 

Follow the above guidelines explicitly, but also understand and adhere to the spirit 
and intent expressed therein.   

V/r, 
 

(b) (6)
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COP Update change due to PII rules 
Thu 9/30/2010 12:19 PM 
 
Team 
 
We have a potential PII problem.  As you know, when the NOC goes to Phase 1, we are supposed to post 
updates to the COP via HSIN.   Those updates include an abstract as well as the full text of the article.  
There is also a place for an analyst note.   In the abstract it is easy to keep PII out—just don’t enter any.  
For the full text, you can no longer just cut and paste the entire article.  If not edited, it would obviously 
contain any PII in the article.  This is not permitted under our current ROE.   
 
Our solution to this issue is for the analysts to edit out the PII before posting the full text, and then 
posting the advisory: “Full text has been edited to redact PII” in the analyst note section.  
 
This course of action (COA) is what we will do until we get a change in guidance on the PIA.   This needs 
to be an interim change to the COP update procedures.   Please add it to changeover as well.  
 
New twist on acknowledging: Vote yes to acknowledge receipt and understanding, but please add your 
first to the subject line before voting OR vote and then when it asks if you want to edit before sending 
your vote, check edit response and then add your first name to the subject line.   (This helps me keep 
track of who has responded since you all show up as NOC Media Monitoring)  
 
 
Thanks 

 

(b) (6)
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MMC Application Training and Implementation Timeline

Wednesday, July 28: MMC Application Training for 
Time: 1300 tentative – Instructed by J
Friday, July 30: MMC Application Training for 

Time: 1745 tentative – Instructed by
Saturday, July 31: Basic MMC Application Training for  Time: 1745 tentative – 
Instructed by 

Starting at 0000, Sunday, August 1: 

WATCH: Analysts will continue to work within Outlook to draft and send 
IOI/GIR/GAR reports, but once they have received the report they just sent out, they will 
rebuild the IOI by logging in to the MMC App at . The time that the 
report is added is not as important as the order that the reports are added, which is VERY 
important and should mirror the order of reports sent via Outlook.  Current Steady-State 
and Phase reports will be preloaded so that new reports can be generated within the 
system. Updates (follow-ups) to previous reports that are not already in the MMC  app 
will not need to be added, because they will not be preloaded (we have no way to know 
what reports may need follow-ups).  Analysts will continue the cooperative coordination 
that has been achieved during reporting for Deepwater Horizon, across all topic areas.

PROJECT TIME: Analysts on project time will log in to a special TEST version of the 
MMC App at They will do their best to approximate live 
conditions of building an IOI within the MMC  App.  Analysts are encouraged to use a 
wide range of sources, including typical news sources, and SN sources (blogs, tweets, 
Facebook) and to cut and paste from those sources into the MMC App.   Both PT analysts 
should send reports together, as to mimic two analysts working on the app at the same 
time.  Analysts will be trained to document any bugs/problems they encounter in an email 
and send them directly 

Wednesday, August 4: MMC App Training for , Time: 1300 
tentative – Instructed by  

On Friday, Aug 16: 
WATCH: Analysts will begin drafting and sending IOI reports directly from MMC App 
at Noon. 

Training will consist of these topics:

- MMC App Implementation Timeline

- Concurrent Operations for Watch
� Using Outlook as primary send application, MMC App as secondary 

(b) (6)
(b) (6)

(b) (6)
(b) (6)

(b) (6)
(b) (6)

(b) (7)(E)

(b) (7)(E)

(b) (6)

(b) (6)
(b) (6)
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o MMC continues using current IOI format 
o SN continues using current GIR/GAR formats 

� Coordinating reporting across MMC and SN watch desks 
� Using MMC App

o Viewing and creating main Reports (IOI/Steady State/NSS/ISS)
o Viewing and creating other Reports (Tips/Other log entries)
o Using Search
o Using log/dashboard 
o Stats page
o Admin section

� Priorities in a breaking news/incident situation

- Concurrent Operations for Project Time
� Live Conditions Testing 
� Sources
� What we’re looking for during testing 
� Documenting Bugs/Errors

- Review of Backup Procedures in event MMC App is ever non-functional (After Aug.16) 
� Who to contact immediately
� Manual Operations Checklist will create)
� Use of new IOI format within Outlook  
� Continuing manual IOI numbering  
� MMC Distribution List (Automatically sent to analysts once per week via email)
� What needs to be done when MMC App is back online 

Operations Analyst 
DHS NOC Media Monitoring

 

(b) (6)

(b) (6)

(b) (6)
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TTeammates,

VERSION 2 Updated Guidance to: MMC Watch Standers and Senior Reviewers 
to Increase the Focus on Operationally Valuable Media Reporting

WHERE WE SEEM TO BE

It seems to me that w e tend to drift away from the OPS NOC Priorit ies and 
Monitoring Report, and particularly away from information/ media reporting 
that we know  the Secretary and her senior most staff must learn about right 
away.  MMC’s central focus must always be to “provide timely and accurate 
reports on relevant media coverage in order to enrich OPS situational 
awareness, support executive decision making, and reduce the likelihood of 
surprise”.   

In this effort, we are aided by what we will call “standing critical information 
requirements (CIRs) and, the NOC Priorities and Monitoring Report which are generally 
issued multiple times daily”.  The CIRs are fairly broad, seldom change, and you can 
accommodate a wide variety of topics.  The NOC Priorities and Monitoring Report are 
fairly straight forward, address anticipated or ongoing events, change modestly a few 
times daily, and are easily followed.  I have discussed various potential IOIs with many 
of you and the questions and discussion always seems to revolve around 
“what is operationally valuable to the DHS Sec and OPS, and what is not”.

Stay Away From IOI Reporting that:

- Addresses a policy issue, debate, or discussion

- Characterizes a study, review , or assessment

- Overviews proposed legislation or potential appeals on signed 
legislation

- Has an obvious polit ical bias or agenda

- Crit icizes the DHS or its leadership

- Is predictive or futuristic

As a matter then of routine, the MMC watch standers typically produce IOIs on 
events that are imminent, reported to have happened, or have already 
occurred:

1. Manmade and natural domestic incidents, significant events, disasters – We 
have been publishing IOIs on these stories.  We will continue publishing 
these IOIs to the full distribution list (FULLDIS).  Pay particular 
attention to the geo-spatial location of the event.  
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2. Deepwater Horizon issues, progress, operations, and activities – We have 
been publishing IOIs on these stories.  We will continue reporting these 
IOIs to the full distribution list (FULLDIS) as long as they relate to 
the Deepwater Horizon operations.

3. California wildfires, floods, and mudslides – We have been publishing IOIs on 
these stories.  We will continue publishing these IOIs to the full 
distribution list (FULLDIS).  

4. US/Mexico Border violence – We have been publishing IOIs on these stories.  
We will continue publishing these IOIs to the full distribution list 

(FULLDIS) as long the situation relates in some specific way to the 
United States and/or DHS.  Such reports could include extraordinary 
brutality; unseen before use of technology; effects on U.S. border 
communities; and/or involve U.S. citizens being killed, injured, or 
kidnapped.   

5. Counter drug stories in the western hemisphere – We have been publishing 
IOIs on these stories.  We will continue publishing these IOIs to the 
full distribution list (FULLDIS) as long the situation relates in some 
specific way to the United States/or DHS; involves U.S. citizens 
being killed, injured, and/or kidnapped; or involves 
interagency/DHS component operations and/or publicity.  

6. Mass/multiple killings or deaths – We have been publishing IOIs on 
these stories.  These generally involve a mass/multiple killing at a public 
places such as malls, universities, and mass transit venues/locations.  We 
have also covered mass/multiple killings that have occurred at public and 
private workplaces.  We will continue publishing these IOIs to the full 
distribution list (FULLDIS) as long the situation relates in some 
specific way to the United States/or DHS; involves U.S. citizens 
being killed, injured, and/or kidnapped; or involves 
interagency/DHS component operations and/or publicity.

7. Domestic oil spills - We have been publishing IOIs on these stories. We will 
continue publishing these IOIs to the full distribution list (FULLDIS).  

8. Afghanistan stories related to Taliban leaders being killed – We have been 
publishing IOIs on these stories.  WWE DON’T NEED TO ANY 
LONGER…unless the Taliban leader has been connected recently in some 
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way to the United States.  We will continue publishing these IOIs to 
the full distribution list (FULLDIS).  

9. Terrorism stories to include – We have been publishing IOIs on these stories.  
We have seemed to publish IOIs whenever the “terrorism” word is 
present in the article, even when the terrorist or activity is reported 
to be in Chechnya.  WWE DON’T NEED TO ANY LONGER…unless the 
terrorist, terrorist group, or terrorist activity has been connected recently in 
some way to the United States, or the event in another country (outside Iraq 
and Afghanistan) is exceptionally violent, i.e. a major attack on mass transit, 
or public infrastructure, or use unique means or technology.

10.Al Qaida leadership, activities, and threats – We have been publishing IOIs on 
these stories.  We have seemed to publish IOIs whenever “Al Qaida” 
is referenced in an article.  WE DON’T NEED TO ANY LONGER…unless 
the Al Qaida reference is connected recently in some way to the United 
States, then we will publish the IOI to the full distribution list 
(FULLDIS).

11.Suspicious packages, white powder reports, HAZMAT report – We will 
generally publish these reports to the limited distribution list 
(LIMDIS).  This unless the suspicious packages, white powder 
reports, HAZMAT situation is reported within the National Capitol 
Region or in proximity to national leaders or critical infrastructure in 
which case, we will publish the IOI to the full distribution list 
(FULLDIS).

12.School, public building, commercial building, mall, and sporting event
lockdowns – We will generally publish these reports to the limited 
distribution list (LIMDIS).  This unless the school, public building, 
and commercial building lock down is the result of a situation 
presenting a real and substantive threat to the children and/or 
occupants of the building; or the facility is located within the 
National Capitol Region or in proximity to national leaders or critical 
infrastructure in which case, we will publish the IOI to the full 
distribution list (FULLDIS).

13.Major disruption in the transportation system - We have been publishing IOIs 
on these stories.  We will publish these IOIs to the limited 
distribution list (LIMDIS) if the incident involves a traffic accident 
that disrupts a major United States traffic artery.  We will publish 
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these IOIs to the full distribution list (FULLDIS) when the situation 
relates in some specific way to DHS; involves suspicious 
circumstances; involves U.S. citizens being injured or killed; or 
involves interagency/DHS component operations and/or publicity.  

14.Explosions – We will generally publish these reports to the limited 
distribution list (LIMDIS).  This unless the explosion is reported 
within the National Capitol Region or in proximity to nation leaders 
or critical infrastructure in which case, we will publish the IOI to the 
full distribution list (FULLDIS).

I understand your ffrustrations that we’re “damned if you do, damned if you 
don’t”.  This played out again recently when the NOC was caught short for not 
alerting the distribution list when an explosion occurred at the Farragut West 
Metro Station.  The MMC watch checked all the normal sources and found only a 
Daily Caller report which indicated clearly that there didn’t appear to be any malicious 
causes; a transformer had exploded; Metro service was not interrupted; there were no 
injuries; and MPD was on hand.  No other coverage on line, radio, or TV occurred until 
5-6 hours later which only repeated the early report.  It seemed unreasonable that 
anyone would be upset that this hadn’t been reported.  The point many 
missed, or did not think about, was that the proximity to certain Washington 
D.C. vital areas made it important for some on the distribution list to be 
assured that the explosion was not the result of a terrorist explosion or in 
any way endangered the vital areas.

SCORING POTENTIAL IOIs
 
Scale Description 

5 Extremely time Sensitive; DHS Sec & senior staff need to know immediately; addresses 
DHS OPS CIRs/NOC Priorities and Monitoring Report directly; geospatially sensitive; 
adds significant operational value 

4 Time sensitive; DHS senior staff need to know at the first opportunity; relates to a 
homeland security matter of interest; not currently a top priority; may be geospatially 
significant to other ongoing events; adds operational value   

3 Uncertain time sensitivity; not currently a priority to federal officials; senior staff will be 
interested; addresses a storyline/situation that may become a matter of interest; 
additional information is required  

2 Not time sensitive; indirectly relates to homeland security matter of interest, may be political, 
academic, or deliberative; GAO or other report about DHS organization/operation/etc 

1 Not time sensitive; does not relate  to DHS OPS CIRs or NOC Priorities and Monitoring 
Report; generally relates to a homeland security matter of interest; provides a political 
perspective, does not add operational value 
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As you approach your responsibilities as MMC watch standers,, use the below  IOI 
Assessment Scoring Construct to assist you in assessing whether an IOI 
should be published for a particular story or a break ing event.  A “breaking 
event” will typically mean that the MMC watch stander will jabber the NOC SWO; MMC 
watch stander will also call the Senior Reviewer and/or MMC Project Manager; and a 
NOC blast call will occur.  I recommend using the matrix provided below:   
IOI ASSESSMENT SCORING CONSTRUCT

5 – If you score a story as a 5, you know an IOI absolutely must be published 
right away.   

4 – If you score a story as a 4, you are saying it is important, and that you need 
to publish an IOI as soon as you can.   

3 – If you score a story as a 3, you need to do further research and/or analysis, 
and score the story as either a 4 or a 2.  If you change the score to a 4, you need to 
publish an IOI as soon as you can.  If you change the score to a 2, you need to follow 
the rules below for scoring a story as a 2.    

2 – If you score a story as a 2, you should not publish an IOI unless it is a 
follow-up to an earlier IOI.  In that case, you may publish an IOI to the LIMDIS.   

1 – If on the other hand, you score a story as a 1, you should conclude that an 
IOI absolutely should not be sent.     

COORDINATING W/ EACH OTHER & SENIOR REVIEWERS
We are rolling out the full-PIA authorized social media/networking capability next week 
and wanted to share some thoughts regarding “what can we do to take the MMC 
effort to the next level?”  One easy thing that most recognize, is WE NEED TO 
RELY ON EACH OTHER MORE, YOU ALL COLLECTIVELY ON THOSE WHO HAVE 
BEEN THERE MUCH LONGER, AND ALL OF YOU ON BRAD, MITCH AND THE
SENIOR REVIEWERS.  There are simply times when the measureable gain in terms 
of speed and confidence that the MMC watch standers will get from using Brad, Mitch, 
or me as a sounding board is clear and significant.  I want to review briefly what some 
of those times are from my perspective.  These are times when you MUST call Brad, 
Mitch or the Senior Reviewer:

1) Something significant has occurred

2) A particular report seems IOI worthy, but there are no 
corroborating reports

3) The init ial IOI worthy report and the corroborating report are not 
from the Source List we typically use

4) The IOI worthy report reflects negatively on DHS or some other 
federal agency
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55) It appears the IOI  worthy report w ill require numerous updates and 
potentially be an enduring topic

6) You are not sure if an event has already been reported during a 
previous watch 

7) You feel a correction must be issued

8) You are experiencing system problems – even if you have addressed 
them

9) Whenever you have to employ your backup system capabil it ies

10) You are simply not sure about a particular report and want a 
second opinion

MMC CONOPs GOING FORWARD

1) Relate MMC IOIs and social networking/ media (SN) reports to 
standing CIRs, incident specific CIRs, and/ or NOC Priorit ies and 
Monitoring Report 

2) Corroborate IOI report w ith other SN posts, MMC reports, or other 
sources

3) Apply 1-5 IOI Assessment Scoring Construct to all potential IOIs

4) Generate IOIs through the MMC application (effective 16 Aug 2010)

5) Coordinate w / NOC SWO and Watch to closely monitor ongoing 
events

6) Coordinate all IOIs w /  social and traditional media watch 
counterpart 

7) Determine IOI  report has DHS incident or strategic value 

8) Provide senior level review  of draft IOI report

9) Distribute IOI reports to appropriate distribution list
A. Distribution List A – full distribution group
B. DDistribution List B – llimited distribution group ((Internal MMC + 

C. DDistribution List C – sspecial distribution group 
(b) (6) (b) (7)(E)
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110) Complete a daily (Mon-Fri 1500) post processing review  of all IOI  
reports (scoring the IOI ’s relevance, regular QC efforts stil l apply)

11) Provide structured daily feedback to MMC watch standers (spot 
check feedback on weekends)

Remember, if there is any doubt, call!

V/r, 

 
 

(b) (6)
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Exercises:

Quiz: Drill trainee on basic terminology once they’ve read about the program basics and 
reviewed IOIs. What’s the NOC? What’s a SWO? Who gets our reports? What is an IOI? Who’s 

 Who’s ? What are some of the differences between a MMC IOI and a 
SN IOI? Do the same for internal topics – What is the combined daily log? What is QC? How is 
it done? What do you do on a Project Time shift? Come up with any other questions you can 
think to ask. 

Keywords: Have trainee think up his/her own list of keywords for a specific topic area, ie., 
border violence, drugs, weather, LNG. Critique that list, giving pointers from your experience 
on what works and what doesn’t. 
Then, have the trainee apply those keywords to twitter and blog searches.  Ask the trainee to 
build a list of items that he/she feels would be candidates for IOIs. Critique that list.

Building IOIs without the App: Have the trainee build one IOI every 15 minutes, for 1 hour, 
based on different breaking news items. The content is not as important, the format is. The 
trainee should take a news article about anything and form it into an IOI, by hand in outlook. 

Getting acquainted with the App (Testing Environment): Ask the trainee enter 10 fake IOIs 
on any topic, just to get used to entering things into the App.  Review the IOIs produced. Make 
sure trainee also creates Steady-States, Phase reports.

PII: Prepare the trainee for the PII test  
 

(b) (6) (b) (6)
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