\

.!_

wowe_|(PID)

From; | (b3{E), )7 (PID)

Sent: Monday. Sentembar 262011 1:48 PM
To: l )8}, (BHTIe (PID)
Subject: FW: Modification 1

Attachments: DOC.PDF

Fram[ e, e I(PID)

Sent: Friday, September 23, 2011 11:04 AM )
To: | ©Ebfe _'_(PID)

Subject: FW: Modification 1

FYT,

v

From!  wo.pme  |(PRO)
Sent: Fnday,_September 23,2011 9:57 AM__ ~
Toj  we.moe (p1DY; | | i eime I(PID)
(S T (PID) T
Subject: Modification 1

Good morning,

Attached is the modification for Task Order H35801-10-F-0262, Cyveillance.

(b)(s} {D}(?]c ]

Small Busmess Special:st
2021 me,mme |

From ;;us:. b)) E PRC)
Sent; Thursday. Sepfember 22, 2011 5:47 AM
To;| w®e.0k |

Subject: Modification 1

Good morning,

Modification for Task Order H35S01-10-F-0262 is attached. The amount is $30,000.00. Please sign and return one copy
of the modification.

we. be | )

~ Small Business Specialist )

202 @6 o) |

USSS-000103




I__ - = _kPID)

From: l _to)e) Giie |
Sent: Fridav. September 23, 2011 3.00 PM
To: [ weom | (PRO)
Subject: RE: Modification 1
Attachments: USSS Mod 01 QinetiQ (092311).pdf
[ |
pie. wiy
Attached hereto is the executed modification. Thank you for the medification.
Best Regards, _
%{hns)‘ o)
Froml {b}(5), )7k -
Sent: Thu 972272011 9746 AM
Toz RO (b)7)e

Subject: Modification 1

Good morning, .
-
Medification for Task Order HS5501-10-F-0262 is attached. The amount is $30,000.00. Please sign and return one copy
of the modification.
: T me o
Small Business Specialist
202-  e.mie |

All e-mail to/from this account is subject to offictal review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the-permission of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete it.

Confidentiality Note: The information contained in this message, and any aftachments, may contain proprietary
and/or privileged material. It is intended solely for the person or entity to which it is addressed. Any review,
retransmission, dissemination, or taking of any action in reliance upon this information by persons or entities
other than the intended recipient is prohibited. If you received this in error, please contact the sender and delete
the material from any computer.
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w)i6). B)Te !(pm)

From: | we.eoe  |(PID)
Sent: Wednesdav. January.12. 2011 9:48 AM
To: \ B)7se, S (PIDY)
Subject: FW: Cyvaillance
Attachments: Award.pdf, SOW _Cyveiliance.doc

(b)8, (BH7)e

|

i

The only number | have is the contract # listed at the top of the Award document. |s this the same number that is used in
‘the system?

| (o)e), B)7)e | ) -

‘ (B(B). (bHT)G |

Supervisory Protectiva inlelligence Research Specialist
L.S. Secret Service

Protective Intelligence and Assessment Division

Risk Manaorment Branch

202, 8. time direct)

From; w@.o0: |(PID) ~
Sent: Wednesday, Qclober 27, 2010 4:57 PM
To (B)(B). (b7)e

Sub]ect- FW: Cyveillance

(BHE), DIF)e ‘
Sanior Intelligence Advisor
UNITED STATES SECRET SERVICE
PthggLvajg_g_q;ugm}ca & Assessment Division
a)
)

{o
al_ve-ome_|

From1 )6, DI {(PID)

Sent: Monday, October 18. 2010 10:11 AM
To: | 16, B)7c | -
e S —— LN
Subject: RE: Cyveillance

All,

Our conference call with Cyveillance is scheduled for 1pm this afternoon Dial in instructions are provided below. This will
be a technical requirements call, primarily between; o)eh e and Cyve.,lance technical personnel.

Also, please find attached the Cyveillance contract. FYl, section 3.0 of the Statement of Work indicatas the. qomemment is

respons:ble for providing| Ly7e \

| I . I

Thanks,

{){e). fo)i7he ’

Special Agent

USSS-000111




U.S. Secret Service
Protective Intelligence and Assessment Division
tnternet Threat Desk
ANMashinatan.
Desk
\ {0)i8), b)) Blackberry

From; )6, BTN ((PID)

Sent; Thursdav. October 14. 2010 1:16 PM_
To:

Cc: ——
Subject: Cyveillance

(o)} 7N

B)e), BTIe

Per our conversation eartier, here are the needs we have regarding the initial set up of the Cyveillance

o) 7)e

{biFe

3. Cyveillance has requested a conference call between technical personal from Cyveillance and USSS to discuss

requirernents. Please let me know when you would be

available on Monday, October 18", 2010 to par{jcipate in a call. The conference bridge is as follows:

Dial

" Please let me know if you have any questions.

Thanks,

| {b)(8), (bX7)e ‘

Special Agent

LLS. Secret Service

Protective Intelligence and Assessment Division
Internet Threat Desk

’_Washinumn. ne
Desk
;L {0)(6), )Tk Blackberry

fo)7e | When-prompted, enter the following number:i ..{h)[?)e |

USSS-000112




 meene kﬂn )

From: | we.exe tPID)

Sent: Friday. October 21 2011.11:57 AM
To: | 16 Wi (PiD)
Subject: Update fI’OITI{ _ Bi6), (b)X7e J

Hi%‘u?}c. tbl(%)

I will follow-up with i_@,, mHine _?iater, but this was his immediate response.

Hope this helps!

| w3, 7 |

l oE.eme |
Supervisory Protective Intelligence Research Specialist
U.S. Secret Service
Protective Intslligence and Assessment Division
_Risk Management Branch / Internet Threat Unit
©)6), e (direct)

From W)iB), )7
Sent: Friday, October 21, 2011 11:49 AM
To:! wie. o (PID)

Subject RE: Please give me a call

Good Marmngﬁauw tzﬂ
I'm an conference calls for the next couple of hours but | will call you as soon as f'm finished. With respect to your
questions:

1) The data delet;on  process has been completed and has passed through QA. We are in_ the processof
_np_g!g_m_e,n_tmg_ﬂ_ti_ e |and it should be fully active by Monday. | Be |

\ as of today as well. | will send out a follow-up email on Monday just to give final
confirmation that the task is completed. .
2) | have referred your guestion to ourf oieL e and he is working to get you an answer. | hope 10 have a

definitive response shartly.

Please let me know if you have any additional questions or cencerns and | will give you a call later on this afternoon to
follow-up directly.

__Kind regards,
| tue. e |
| oo -
| we.eme | Cyber Intslligence Division
Cyveiltance, [nc. (a QinetiQ North America Company)
“World Leader in Cyber intelligence”
2677 Prosperity Avenue Fairfax, VA 22031

‘ {oYEY, (B)Te

‘Main: 1.888.243.0097
www.cyvaillance.com

USSS-0001562




The information transmitted is intended only for the person or entity to which it is addressed and may contain confidential
and/for privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance
upon, this information by persons or entitiss other than the intended recipient is prohibited. If you received this in efror,
please contact the sender and delete the materiai from any computer,

........ BT R e — [R—— e, des e e T

MFrom}E is). B)7e
Sent: Fridav, October 21, 2011 {1:44 AM
TorT {0){6), {D)i7)e

Subject: Please give me a call

: —
Hq tbis), bhi7le

Are you available to give me a call today? My supervisor is trying to respond to our privacy officer on two things.
(1) Status of data deletion project (this is answer we need the most teday) and implementation date. ‘-
(2) Response to the PIA question

_Thanks . |
). i) |

_ {bite). tbi7e |
Supervisory Protective Intelligence Research Specialist
U.S, Secrel Service n
Protective Intelligence and Assessment Division

_Risk Management Branch / Infernet Threat Unit

|_%{ﬁ?)c_m|(direcl) L . R . e

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete if.

USSS-000153




 weee (PID)

From: e — i) ‘
Sent: _Tuesday, October 05, 2010 4:32 PM
To: % (Y6}, ()7 (CiD)

Subject: Kickoff Presentation

Attachments: USSS Cyveillance Solutions Kickoff 10-10.paf

Good afternoom{ns). )7je

Thanks for your time today and for making sure everything was coordinated. It was a pleasure meeting with you and
your team and we took forward te working with you, Per our discussion attached is the kickoff presentation that we
walked through today. | will follow up with you tomorrow with regards to the questionnaire and data exchange.

Kind regirds,
| e, tyme |

. (BYE), )7 .

| we.ome | Cyber Inteligence Division
Cyveiliance, Inc. (a QinetiQ North America Company)
“World Leader in Cyber Intelligence”

1555 Wilson Blvd., Suite 406

&(9), (b){T)e -

www.cyveillance.com

The information transmitted is intended only for the person or entity to which it is addressed and may contain confidential
andfor privileged material. Any review, refransmission, dissemination or other use of, or taking of any action in reliance
upon, this information by persons or entities other than the intended recipient is prohibited. (f you received this in error,
please contact the sender and delete the material from any computer. .

USES-000160




| __cnnm, - [(pm)

From: . _ weee

Sent: Waednesday. Qcfober 06, 2010 4:21 PM B

To; |__®oeme [(CID)

Subject: Cyveillance Questionnaire and Information Exchange Forms

Attachments: US8S Information Protection Information Exchange Form 10-10.ds; USSS Corporate Security

Information Exchange Form 10-10.xls; USSS Brand Intelligence Informaticn Exchange Form
10-10.xls; USSS - Kick-Off Questionnaire 10-10.doc

Gaod Afternoonfu. wing .

Per our discussion attached please find the Cyvelllance Questionnaire documentation and Information Exchange form
for your services. The questionnaire documentation should give you an idea of the types of information that we're
looking for while the information exchange docs are meant far you bi{Te | split them into three
spreadsheets so each division would be able to populate theirown.- =

Please feel free to expand, modify the information exchange doc as needed. In addition please let me know if you
would like to schedule a follow-up meeting to discuss they types of information we are looking for.

Kind regards,
[T -y
| )e. oK |

| (oX6h OHe |

| we.mme | Cyber intefligence Division
Cyveillance, Inc. {a QinetiQ North Amaerica Company)
"World Leader in Cyber intelligence”

b)), fo)(e

Main: 1.888.243.0097
www.cyvelllance.com

The information transmitted is intended only for the person or entity to which it is addressed and may contain confidential
and/or privileged material. Any review, retransmission, dissemination or other use of, or {aking of any action in reliance
upon, this information by persons or entities other than the intended recipient is prohibited. if you received this in error,
please contact the sender and delete the material from any computer.

USES5-000180




 oeeoe ] _____|(PID}

From: f____ _ bHeLIe

Sent: - Wednesday, October 13, 2010 3:2ZPM =

Eg i0)(6), )71 ‘EEI)D)

Subject: F‘F Contractar Farms. _

Attachments: ———— D). o) _,

Good Afternoon_ e, &iie -
Per your request please see the attached documentation. With respect to the technical meeting | will get some

potential times for the meeting from my team and send them to you shortly. With respect to the CID configuration, 1
think thatl—_®i(7e 1 is fine. | think it would be helpful for them to provide us with their configuration

requests

{b}{7)e

Thanks and please let me know if you have any guestions or concerns,

Kind regards,
I i), BiTe |

L o e |'

| txenme | Cyber Intelligence Division -
Cyveiliance, Inc. (a QinetiQ North America Company}
"World Leader in Cyber Intelligence"

1655 Wilson Bivd., Suite 406

{L)8). (b}(7)e (
[

' Main: 1.888.243.0007
www_cyveillance.com

The information transmitted is intended only for the person or entity to which it is addressed and may contain confidential
and/or prvileged material. Any review, retransmission, dissemination or other use of, or taking of any action in refiance
upon, this information by persons or entities other than the intended recipient is prohibited. If you received this in error,
please coniact the sender and delete the material from any computer.

From.[ - e, e - B &
Sent: Wednesday, October 13,2010 554 P :
To: (ol (M7

cc:| O1e. O "M"'_i(-PID)
Subject: RE: Contractor Forms

| ©ie), wime j

O b from our Protective Intelligence Division {P1D), who you met at the kickoff is c¢’d on this email and should
be kept in the loop on all correspondence. He will serve as the main facititator for technical/infrastructure support
during the build out to operations. Please advise when you have your technical folks ready to talk tajp;{m m)mguys 50 we
can get the infrastructure in place as needed.

Please send the scanned copies through to both of us wa emaul when ready. Smce‘ B (wnll be working in the-PID
area while supporting numeroussections of this agencvlp(e} cnmwnl be the POC who will submit them to building
management for access clearanceduﬁ; n,,mpiease send| e mme 'the correct mailing info s0 you can get hard copy also.

USS8-000193




I'll be speaking with GPA fater today to move them along in their answers. Also — while reviewing the first round
‘guestionnaires, | realized that any requests  ®ie (by the Criminal Investigative Division (CID)| (
o |Because of this, 'm not sure that the

questmnnanres are needed for CID. Thoughts?

e oime
Assistant Spemal Agent in Charge
Criminal Investigative Division
_US Secret Service

BB, )7 ( {ce!l)

From:f_ o _ D) bire
Sent: Tuesday, October 12, 2010 5:13 P -
To:{ _we.ome  {CID)

My apologies for the ¢ the deiay, we will have these two you prior to COB tomorrow. | will send scanned electronic copies
and can send you hard copies as well. Is there a fax number or other desired method of transmission for the hard
copies? Please let me know at your earliest convenjence. Thanks in advance.

Kind regards,
(_ ©18), o7 |

1
4
O iz Cyber Intelligence Division

Cyveiliance, Inc. {a QinetiQ North America Company)
"World Leader in Cybér Intelligence”
1556 Witson Blvd,, Suite 406

(b)), (0)iTc

Main: 1.888.243.0097
www.cyveillance.com

The information transmitted is intended only for the person or entity to which it is addressed and may contain confidential
and/or privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliancer
upon, this information by persons or entities other than the intended recipient is prohibited. If you received this in error,
please contact the sender and delete the material from any computer.

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission’of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete it.

USSS-000194




(b6, (bIT)C hf" D)

From: , ‘ (b}(B), {b}(Te

Sent: “ThiirsaAy SEntEmbar 30, 2010 10:09 AN
To: [ _oeom [(CID)

Subject: RE: Prior to mesting on Tues.

Also can you add the following individuals to our attendee list?

| {P(8). b7 |- Senior Solutions Sales Executive

(ol a7y _] Solutions Assurance

_Kind regards,
| (0)(6), (b)}{T)e |

ib)ig), (B)7e
r__* jyber Intelligence Division

Cyveillance, Inc. (a QinetiQ North America Company)
"World Leader in Cyber Intelligence"
1555 Wilson Blvd., Suite 406 -

-

(o), )i7ic

‘Main: 1.888.243.0097
www.cyveillance.con

The information transmitted is intended only for the person or entity to which it is addressed and may contain confidential
and/or privileged material. Any review, retransmission, dissemination or ofher use of, or taking of any action in reliance
upon, this information by persons or entities other than the intended reclplent is prohibited. If you received this in error,

From: | B bt Qiew==s ]
Sent: Wednesday, September 29, 2010 9:41 PM
To: {b)E), {b}TIe

Subject: Re: Prior to meeting on Tues.

If you bring a Thumbdrive with your presentation, we'll be good to go.-

From:l __ meeme
To: ®IE), L)) |(CID)

Sent: Wed Sep 29 17:01:17 2010
Subject: RE: Prior to meeting on Tues,

]

Hello|®ie, bxne|
I have listed the attendees balow:

| __ oe.mme | Cyber Intelligence Division
_ )6, {h}t‘ﬂc I-- Technical Manager _
L oeLome | Cyber Intelligence Division

| o, {?,jzyf_ﬁ____lThreat and Fraud Analyst, Cyber Intelligence Division

USSS-000219




With regards to the meeting itself, we will definitely have slides discussing background, methodology and capabilities.
We will also be happy to go into greater detail and/or address any questions that your team has on the fly. Can you
please confirm whether or not you will have a projector and a computer for us to use? If not we can prapare hard copy -
documents if necessary. Thanks for your help,

_Kind regards,
| ke, e |
—

[ e e ,
| X6, e ]Tyber Inielligence Division
Cyveillance, Inc. (a QinetiQ North America Company)
"World Leader in Cyber Intelligence”
1555 Wilson Blvd., Suite 408

{b)is), )Tl ; -

‘Main; 1.888.243.0007
www.cyveillance.com

The information transmitted is intended only for the person or entity to which it is addressed and may contain confidential
andfor privileged material. Any review, retransmission, dissemination or other use of, or taking of any acfion in relfiance
upon, this information by persons or entities other than the intended recipient is prohibited. If you received this in arror,

please contact the sender and de_!g!g t_he material from any computer.

Froms. B6L B {
Sent: Wednesday, September 29, 2010 2:17 PM B
To: | ®)E), B)7)c Ji

Subject: Prior to meeting on Tues.

Il need the names and titles of all attendees from Cyveillance for access purposes. Because of the number of personnel
that are interested in the project here, | had to move the kick off to the Director’s Conference Center. |s it possible for
you to provide a brief presentation to the group which details Cyveillance’s approach, systems and capabilities as well as
the benchmarks and process of building the project out?

[‘'m out tomorrow and Friday. Hit me on the cell or via email if necessary.

| weome |

Assistant Special Agent in Charge
Criminal Investigative Division
_US Secret Service

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's ¢-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete it.
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biis), b7 \_(E@

From: o e @{;]c . %(pu))

Jont: Tuesday, January 03, 20125.44PM
E:‘.).‘.. ‘ {b}8). {b}7e

Subject: “FWIUSSST Cyvelllance Employees w/ Buflding Access o
Importance: High

J :
Hi wie), pime l

Per my conversations withffb;ie), u;ifn;lbelow is the complete list of Cyveillance parsonsel who holdfrequire USSS HQ |

badges. Please provide us with the list of expiration dates for the each of the below personnel and we work with the
conlractors ta make sure we get their paperwork to you in a timely manner.

A!so,‘ (bHE). )Tl _',i_agggp_@ curtently expired, Ooes he need to complete his paperwork here at HQ, or can project

manager| {B36), oT)c witness his documents if they completed and faxed back to HQ/ITU.
hanks,
“_’_FE’:E’_’_‘?_‘?
T ewome | n

" Supenvisory Protective intelligence Rasearch Specialist
.5, Secret Service
Protective Intefligence and Assessmant Division : -~

isk Mananement Branch / Internet Threat Uni(
o)}, (b7 T(direc!)

Fr'l.'m'l:lr (0)i6), )7 ) - |
Seqt:v.'].'lTe's_dav,JEnuam]l‘{ 2017 514 PM. —
e {o)EY, (07)c

" Cor

Subject: USSS: Cyveillance Employees w/ Buiiding Access
Importance: High

[m)(s:. B} 7e |

Per your request, here is a full list of all Cyveillance employees who have been granted building access.

(b}E. (b7}

Kind regards,
| )8, mmj

e e o o AT e A e e e e e o e sk it i e e e e e e v e e o o H Srvr el e A h o el e s S o A P Aol o ek sk s ke e e el g Tk e s R o e e e s e b kb

e stk o e o e el e v e
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1
ile), (b)7Ic (PID)

I = —— ——

From: { o ib)ie). (oji7)e
Sent: Tuesday, June 22, 2000 T1:0TAM
1(;2 ‘ (B8, (bi{7)e Lgfé?)
- ' e A
Subject: RE: Contact

Thanks:!:h}(s}. cmm}:

No real assistance needed as fong as the bid is forthcoming soon.

_The pressure on my side has just been mounting, particularly because of the requirement for:M )

| r '_[This could be a real challenge without some sense of time frame as I'm sure you can imagine.

Also, | got an email fron'J_ ®Ke). @iNe  [in procurement yesterday stating that the requirements for the RFP were still
being defined, which raised concerns.

i there any information you ¢an share as to why you believe the bid will be out very shortly and how soon that will be?
If you would rather-talk by phone please give me a call. | tried your fine a few minutes ago and chose t¢ email rather
than leave a message.

R

_Thanks,

|6, 6ine |

_Best Regards,

|
!_ _ Me.eme  Bysiness Development
Cyveillance, Inc.
"The World Leader in Cyber Infelligence”

fbhig), e

www.cyveillance.com

Froms e, ok ]

Sent: Tuesday, June 22, 2010 10:41 AM

To:| f

el " jcip) |
Subject: Contact ,
|10, o0

AD Rick Elias told me you had reached out for him the other day. He asked me to call you back and see if [ can be of
assistance as he is currently operationafly tied up. If there is any information | can provide or questions you need
answered, please let me know. On a possibly related note, believe it or not the bid process should be happening very
shortly and we can hopefully move this operation forward.

Hope all is well. Please call with any questions.

USS8S-000222




Assistant Special Agent in Charge
Criminal Investigative Divisicn

US Secret Service
|

0){B), L) | (cel |)

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further digseminated without the permission of the Secret Service. If you have
received this e-mail in ervor, do not keep, use, disclose, or copy it; notify the sender immediately and delete it.
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)6, BT ‘(PI D)

From: L ()6}, )(7)e

Sent: Tuesdav. Octaber 19, 2010 3:41 PW

To: | eewmoc  [(CID)

Subject: Cyvelllance Solutions Implementation

Hello | o, o .

| hope all is well. | was wondering if you had 2 quick minute to speak witiéxa;. (bnﬁ%nd myself about the project. We just
received notice that| o ()76 e |énd we just wanted to confirm. | had

been working with%(ﬁ), :nrr{f@_sﬁighten out the logistics for the project and want to notify him that he doesn’t need to
proceed with that if this is in fact the case. Please let me know at your earliest convenience and we will jump on a quick
conference call. ' :

Thanks in advance.

‘ ) (b)(B), ) 7c
[ wme.mme | Cyber Intelligence Division
Cyveillance, Inc. (a QinetiQ North America Comparty)
“World Leader in Cyber Intelligence”
1555 Wilson Bivd., Suite 408
BB), (BHT :
Main: 1.888.243.0067
www.cyveillance.com

The information transmitted is intended only for the person or entity to which it is addressed and may contain confidential
and/or privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance
upon, this information by persons or entities other than the intended recipient is prohibited. If you received this in error,
please contact the sender and delete the material from any computer.
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o0, 07 l(p] D)

R

From: | - u:us;:;bum_ ](CID)

Sent: Mandav. Februarv 08, 2010 2:20 PM
To: (M8, (e _|(CID)

Subject: FW: Cyber Safety 101 course

| ask for information and they will try to get something to me by Friday

.[ B

From; (0}(8), (b}7Ie J

Sent: Monday, February 08, 2010 1:26 PM —

To: . (CID)

Subject: Re: Cyber Safety 101 course , -

Please call |__' {b)7e |passcode  ®i7e  |since the threa of us are in separate locations. Talk to you then.

From:|  w®, oo L(CID)

To:!  we.ome |

Sent: Mon Feb 08 13:05:26 2010

Subject: RE: Cyber Safety 101 course

2 sounds good, should | call you or you call me

o

me{_‘__________ I {byi6). {b)i7)e

Sent: Mandav. February 08, 2010 12:48 PM
To:|  mietime  |(CID)

Subject: Re: Cyber Safety 101 course

i 1
Hi]bl(si. (bl(ﬂ?

Are you available today and if so, can you ]Uil#,@‘ ﬂ,,(,{gnd I on a call at 2pm? | know the govt is ciosed today so tomorrow
is fine out thought I'd check. e -

Thanks
!(b]w). o)7)

From: (e, e ](CID)

To: {b)(6). il ,

Sentl Fi FED0512:04:10 2010

Subject: RE: Cyber Safety 1¢1 course

Either...1 will be here late today...| am not afraid of the "white-stuff’ ;

From:} —— o)), (b7 j
Sej:t: Eridav. Fehruary 05, 2010 12:01 PM '
T (b)i6), (7 ! CID)

Subject: RE: Cyber Safety 101 course

That might be our best bet as everyone seems to be heading out to beat the weather. if she gets back to me today and.

wants to talk should | try to reach you or would you rather plan for early next week?

i
. US58-000225




From:l_.______ L emme '
Sent: Friday, February 05, 2010 11:52 AM . R

To: s &me |

Subject: RE: Cyber Safety 101 course

No worries, wa could do it next week if needad

From: ( 036}, )i
Sent: Friday, Eebruary 05, 2010 it:I9 &AM —
To: {6363, (D) TIC (CID)

Subject: RE: Cyber Safety 101 course

I am hoping this afternoon. | haven't heard ﬁ-on{;?iﬁl- lblijﬁyet today but she responded to me last night and said we could
discuss your project today so | anticipate a call or message from her soon. She is working from home because of the
storm so have to wait untit 1 hear from her.

From: - - 1)8), iFle
Sent: Friday, February 05, 2010 1i:08AM
To:|  me.oe |

Subject: RE: Cyber Safety 101 course

¥

Yes....when could we all talk. ...

FrolmL : e, BT
Sent:_Friday. Februagy 05, 2010 11:00 AM
Toi_ ®e.ome  [(CID)

Subject: RE: Cyber Safety 101 course

Hi | o)e), &) |

As vou know, the internet is constantly evolving, so we have to do the same. bhid) [

{ tB)id)

Regarding priging, | really think we should have another conversation Wltﬁl’ﬂei tb)msget a better sense of your specific goals
for the solution, and then let her recommend a scope of work to meet those goals, for \ which we can then quote a price.
Secret Service is a unique entity, and | don't think proposmg{ BiTle ~ is necessarily the best
route to take. —

Does this make sensa?

From! _______ - e b
Serp:,L Friday, February OS 2010 10:28 AM
To:  wie. mxne

Subject: RE: Cyber Safety 101 course

_From a sales side.....could | get a price quote for _ {hyile ~ |Doss the price go down if the
B)7e ]ls for three years? S —

USS8-000226




me‘! )(8), ()7l

Sent: Friday, February 05, 2010 9:43 AM
To: me.oine (CID)

Subject: RE: Cyber Safety 101 course

J |
Hil by, )7

Understood. These questions are best answered by@w. tb)c?lcsince she runs the group that you will be working with to
implement. | forwarded your email to her [ast avening and she sald she would answer today. | also forwarded your nofe
below 50 she is on the same page. | anticipate a response today.

Thapks.

| 010 60 |

From: ®)(6), 7)o —
Sent: Friday, February 05, 2010 9:40 AM »

To:  wis. & |

Subject: RE: Cyber Safety 101 course

J w6, B)7o i

| want to follow-up with some more details regarding the befow requests....I am not looking for something with pretty
pictures, it couid be on a napkin, what we are trymg to dois move beyond the ppt and the speeches and begin to roll-up
our sleeves to get our arms around how this is going*to fit into the organization, how the business/operations will &ngage
this element, how information is going to flow.....you mentioned when an engagemant begins, a questioner is provided to
start the ball moving forward, | would like to get a copy of one and any other details/documents that might assist us get an
idea of how cyveillance is going to get integrated into the way we conduct business.

Call me is you have additional questicns
l (©i8). BT [

From:[_—__w {oH6), {b](?:c l(CID)
Sent: Thursday, February 04, 2010 715 PM
To:| (b)8), D)7 |

Subject: RE: Cyber Safety 101 course
We had a good discussion today regarding this project....| am looking for some input/comments form cyveillance.

1. Could you provige a business flow (pictorial) of how information is exchanged between cyveillance and a customer.

How is information requested, received, acquired, fillered, passed. ..
2. [if we were to begin an engagement with cyveillance, how would you foresee the buildup of capability be
accomplished. An outline or time line would assist in explaining your plan.

_Thanks
oK. (17

From:;J _'_ 6)6), )Tk ‘(CID)
Sent: Friday, January 15, 2010 11:30 AM
To! (e mime

Subject: RE: Cyber Safety 101 course

| ®)E) Biric |
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It was a pleasure meeting you in person at the presentation, thanks for taking the tnmeqana; mm*md | are working through

this issue and hope to move the ball down the field shortly. As far as the training, | appreciate the offer but can’t work it
out,
Thanks again, I'm sure we'll be speaking live volce again soon.
(o6, 7). —l
Assistant Special Agent in Charge
Criminal Investigative Division
US Secret Service

l(off)

} m’w{b}f}\c,_.__!(C‘-"” '

From. - (B8}, (e)(7)e
i Fnday, January 15, 2010 IT:T9AM = . -
7 ey oxne  [(CID)

Sub]ect' RE: Cyber Safety 101 course

Hifia, oo

| just got approval to comp this course for you (or someone else with your team), if you are interested, so you can
evaluate it and see if its' something others at the agency should attend.

Please let me know. It's only a 4 hours course so ndt a huge time commitment and some great info:

~Thanks,
| e, one |

From:  ©®.omc |

Sent: Thursdaxv January 14, 2010 3:24 PM
To:|_ oeome
Subject: Cyber Safety 101 course

HelloXe) e
Thanks again for your time on Monday. As I'm suve you are aware, I've been corresponding wﬂh{hns} meysince and we are

making progress with the evaluation,

| apologize for the short notice, but it occured to me that you and/or some of your folks might be interested in a training
course we are giving in Reston on January 19th (syllabus attached). It is primarily for non-technical personnel, and
provides tremendously valuable knowledge about how to protect yourself on the internet. | consider myself sormawhat |
technical, and was surprised in hearing a condensed version of it the other day how many threats there are out there that
| was unaware of. The course cost is $600, but for this introductory session on Jan 19th it is only $300.

You can sign up enline via one of the following links:

AM Session; httg:ﬂwww.suretomeet.comlexe@t!event.hgenﬁl;_lg_ab694cffab

PM Session: h.ttp (Iiwww.suretomeet.com/exec/gt/event.h,event=bbch8e6¢c11ch

If you or any of your colleagues sign up please let ime know so 1 can track my efforts.
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Thanl_cs,

Best Regards,
L e [b"m____,_____, Business Development
Cyveillance, Inc.
"The World Leader in Cyber Inteligence”

H
H

L

{b}8). B)7e

‘www.cyveillance com

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
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~ oeom |(PID)

From | eeom |(CID)

Sent: Wednasday. Santember 29. 2010 10:30 AM
To: l b ome (CID)
Subject; RE: Pursuant to Open Source Award

| mie), Bine

Glad we can finally get the operational phase going. ’'m not ruling out talking to| & |but need to wait until we get out
pracess working? Also, 'm going to need z little more info regarding the scope of the discussion.

Assistant Special Agent in Charge
Criminal Investigative Division

_US Secret Serv;ice
(b)), [o)Te “S:B)
i‘rom:l | (b}:_aj‘im(ﬁg . - N o
: Wegdnesdav, Seplember 29,

Tog (el foie I

Subject: Pursuant to Open Source Award

Hij _tw_t__sx w7 |
| hope you’re doing well,

| wanted to extend my thanks to you both for your patience with us during the procurement process with so many
questions, etc. This was the first large government project we've done, and the first we've done using a QNA contract, s0
it was a learning experience.

Also, | got a request from one of our QNA execs this morning asking if it would be possible for someona he is working with
at (¥4) | to speak with one of our contacts at USSS about Cyveillance. We
haven't mentioned that USSS is a customer, as we are not sure exactly what rules apply, but wanted to ask if you would
be willing to arrange a conversation.

Thanks.

_Best Regards,

|
e .
[ L7 | Business Development

Cyveillance, Inc.

World Leader in Cyber Intelligence

1555 Wilson Blvd, Suite 406 '
Arlington, VA 22209 ’

e, (b)7)c

www.cyyeillance.com
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{Di8). (D)7} = ‘]jﬂ D)

From:
Sent;
To:
Subject:

OK thanks.

— —

FEridav, September 17, 2010 8:44 AM
| eeom |
RE: foliowing up

me]——_*—__ ———

riowy m)mc_ = — J

Sent: friday, September 17, 2010 8:45 AM
To:[ _wigoize |
Subject: RE: follawing up

} have no idea....on either side. I've had other fish to fry for the past 2 weeks.

e o |
Assistant Special Agent in Charge
Criminal Investigative Division

U5 Secret Service
(off)
{5)(8). (b)TIc (cell) T~
From: (6)(6). (B)T)e -

Sent: Friday, September 17, 2010 8ATAM

To ]:

(B)6), w)(7)e

Subject: RE: falfowing up

Thanggg{;{:“‘?%o based on your discussion has she relaxed her position at all as far as payment terms?
, |

From :L_

Sent: Friday, September 17, 2010 8:38 AM
To:  me.

{o)(6). (B)T)e |

e l

Subject: RE: following up

Good morning,

Things are hectic as usual here -worse at the end of the year. 1 believe she'll be calling you soon to work through
whatever issues are still on the table..

| weome |

Assistant Special Agent in Charge
Criminal investigative Division .

US Secret Service

’ (g}, (b)7Ic

I

0
(cell)

(L83, (b){7)c

Sent: Friday, September 17, 2010 8134 AM
To:|  we.ome  [(CID)

Subject: following up

USSS-000231




Hi| (o). o) |

Any progress with|__®xe.mime »

| think it is important that she understands that| B |
The technology and labor are not genarally broken out into fixed costs and hourly rates. The only reason this was done !
for our proposal was to make the numbers fit into the existing GSA contract QNA has with USSS.

It is a bit challengina for me right now because as per the terms of the RFP only our QNA confracts officer]  wie,mme |

can negotiate with__ ®1e), e _]is not really familiar with Cyveillance services either, so we are playing a middie man
game. This is why | was hoping you could influence from your side. ’

Thanks and please let me know as soon as you ¢an so we can keep things moving.

Best Regards,
OO |Business Development _ ;
Cyveillance, Inc., a Qinetig Company
World Leader in Cyber Intelligence
1555 Wilson Blvd, Suite 408
Arlington, VA 22209

f} {0}(6), ©)(7)e J

All e-mail to/from this account is subject to official review and is for official use only. Action may be laken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information -
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is

loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete it.
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@), o ](pm)

From: S {b)(6), (b)iTie
Sent: ~Mondav. September 27, 20701:25 P
To: L mE o (CID)
Sublect: RE: Cyveillance Solutions

Excellent, thank%m. eijharn available at the following times tomorrow:

9:00-~11:00 am
2:00-3:00 pm

Please let me know if there is a time within that window that fits your schedule.

I<|nd regar rds
| (B8, BT

I {bJ{b‘} )7

L e ome |Cyber Intelligence Division
“Cyveillance, Inc.-(a QinetiQ North America Company)
"World Leader in Cyber Intalligence”
1555 Wilson Bivd., Suite 408 ~

, .

[
| {B}8}. (BYT)e ||

Main; 1.888.243.0097
www.cweillance.cgm .

The information transmitted is intended only for the person or entity to which it is addressed and may contain confidential
and/or privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance
upon, this information by persons or entifies other than the intended recipient is prohibited. If you received this in error,

From{_ e == 0. :zau?_ac = ] ]
Sent: Monday, September 27, 2010 1:20 PM
To:, {0)(8), Bi7e ]

Subject: RE: Cyveillance Solutions

I (bH6), (b 7)e

[ (}(8), (b}(TIe 'passed me the attached email. | will be assisting in the initial workup of this project. | am out of the office
“for the rest of the day but will give you a call tomorrow to say hello and discuss the process going forward. Is there a
time tomorrow you will not be availabla?

[b}{s) (b)mc . }
Assmtant Speaal Agent in Charge
Criminal Investigative Division
US Secret Service

 foff}
GIE. Bie ol
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From: @)6), )k
Sent: Monday, September 27, 2010 1:09PM
To:

Ce: {048}, (olf7)e

Subject: Cyveillance Solutions

Good Afternoor_oke. e |
I hope you had a pleasant weekend. My nameis _ ®.0me  and | will be one of the leads on the Secret Service
delivery from an account management standpoint. We are looking forward to working with you and your team and
wanted to set up a preliminary calt to hammaer ¢ut the details of the kickoff meeting. Is there a time this week that
works for you and your team? Thanks in advance.

_Kind regards,

’ {biEL K7

[ oxe.mon  |Cyber Intelligence Division
Cyveillance, Inc. (a QinetiQ North America Company)
“World Leader in Cyber Intelligence”

r 1555 Wilson Blvd., Suite 406

{

J (D)), (b)T)c

 Main: 1.988.243.0097 %
www.cyveillance.com

The information transmitied is intended only for the person or entity to which it is addressed and may contain confidential
and/or privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance
upan, this informatlon by persons or entities other than the intended recipient is prohibited. If you received this in error,
please contact the sender and dalete the material from any computer.

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system, This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immed:ately and delete it.
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b, 7)o ’(p| D)

From: | {o)(6), (b)(7)c (CID)
Sent: Tues;lam_rﬁam_n_ﬂ_z 2010 5:58 PM
To: L io)e) )T |

Subject: RE: question

Lets go 3/8 @ 11A....

me'J [b}ce} {bli7ic |
Sent: Tuesda\gi larch 02, 2010 11:28 AM i
To:| e, tiow I(CID)

Subject: RE: question

We can come anhyiime on Monday or fram 1-5 on Tuesday.

.Thanks,
[ e, m}me’

From:( i), )T - =
Sent: Tuesday, March 02 2010 9:15 AM

To: |_ BNE), )7 |
Subject: RE: question

Yes....when next week would be good

from| oo
Sent: Tuesday, March 02, 2010 9:05 AM -
To:| e e (CID)

Subject: RE: question

HiiL)(ﬁl. Eb){?Jc

fould if be poss:b!e to have one last meeting before this goes {o procurement? We would like fo get! ﬂtﬁ) » (BH7)e _who
igpe. mAintelligence/Surveillance/Reconnaissance at QNAMSG involved so we can leverage her knowledge of the
contracting process and Qinetig’s existing contracts to facilitate this process and discuss how we are likely to have the

best chance of success.

Wouid it be possible for( {6)8), ()T !and I to visit with you at your office in the near future?

Thanks,
| toxe, o)me |

FI'OMJ )6, T [
Sent: Monaay, March U1, 2010°9: 18 A™ ———
To:|  mwe.bme |

Subject: RE: quastion

Not yet.....but getting close

USSS-000235




From:l {o)(8), )7

Sent: Monday, March U1, 2010 S:108 AM
To: {D)6), b)(7)e |(CID)

Subject: RE: question

Undesstood. Should | assume we are at the point where we need to limit communications for ethical considerations?

From: e e ]
Sent: Monday, March 01, 2010 8:54 AM™
To:|  we bine

Subject: RE: question

NO need to call, for now we have what we need... | think,...f something else is needed | will reach out to you -
Thanks _ - ‘ -
/ (b8}, (B)(7ie

=

From :l ){), (bH7)e
Sent: Monday, March 01, 20108551 AM
To: we.mme  (CID)

Subject: RE: question

= _
Hitbxe), ‘EE’SJ -

Alttached is the same document { sent you last week but with the correct price. 1'll give you a call shortly to discuss what
else we need to do the get this ready to go to procurement.

_Thanks.
I D). {bimc_l

From:| _wo.ome |

Sent; Wednesday, February 24, 2010 3:36 PM

To:| IB), o) (CiDy

Subject: RE: question : .

|6, bre]

Please take a look at the attached and let me know what you think. | had 1o make some changes from our normal
proposal template so if there are any inconsistencies or typos please forgive me and let me know so | can correct them.

Thanks,

| e i

From.{_ » _ - (o, o)7)e '
Sent: Wednesday, February 24, 2010 1:19PM —

To: e, mme 454'
Subject: RE: quéstion

Shoot me an emait when you are available

From :’ {B)(8). vi7Ye

Sent: Wednesday, February 24, 2010 11:28 AM =t

USSS-000236




To-[*m;(sl 6Me J(CID)
Subject: Re: question ' /

Sure,

Im at DMV right now (fun) but will be back in the office in an hour or two, Will you be available then?

From: __®®.60c  (CID)
To:  fos) w7k

Sent: Wed Feb 24 11:24:40 2010
Subject: RE: question

| need to talk about bundles/pricing, etc... when are you available

From‘l ()8), b)(Tye
Sent: Wednesday, February 24, 201010720 AM
To:  w@wme  (CID)

Subject: guestion

Hi| (b8, (e)rie

1 know it hasn't been two weeks, but | wanted to askrare there concerns around Sarkosyé visit to the White House in late
March? With the strained ralationship (to understale it} between France and Haiti, and the tremendous sympathy for Haiti

wotldwide, do you th:nku {b(7e ' |rmght would be a good idea?
__Thanks,
| . [b)(?]CJ

frron e mm_ — o s

Sent: Wednesday, February 17, 2010 4:42
Toz| _ ®ls) e)le i

Subject: RE: Pricing breakdown far Cyveillance solution

I am reviewing the Fri documents.....give me two weeks....

From:f — (bI(E). (bit7)e J
Sent: Wednesday, February 17, 2010 1:52 PM -
TO'[ (b)), (b)i7)e (CID)

Subject: RE: Pricing breakdown for Cyveillance solution

Hi%{njsll (o)7)e
| left you a message yesterday aftemoon but not sure it was your mailbox as if is net perscnalized. -
Do you require any additional information at this stage?

What are next steps?

Thanks.

Best Regards,

b,
| {0}{8), tb)(7Ic "Bus:ness Development

USS8-000237




Cyveillance, Inc.
"The World Leader in Cyber Intelligence"

[B}(8). {b)7ic

www.cyveillance.com

From: )07k |

Sent: Tuesday. February 16, 2010 11:16 AM

To:| wiie) Bl _] (CIDY )

Subject: RE: Pricing breakdown for Cyveillance solution

Hi e, w0

| just had an internal discussion, and it was correcily pointed out that breaking down the pricing components is a much
different exercise when dealing with a proposal which includes| {b)(7e

{BH7)e, ()4}

| hope this helps.

| will give you a call this afternoon fo discuss the information we have provided and anything else you may; need to move
forward.

'

_Best Regards,

(B)&). {b; .
.0 Business Development

‘Cyveillance, Inc.
_"The World Leader in Cyber Intelligence”
| LN Y

www.cyveillance.com
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From:{ {bi(e). (b(7c
Sent: Tuesday, February 16, 2010 8:29 AM
To:  oie.pioe

Subject RE: Pricing breakdown for Cyveillance solution

No....not to that point yet

From:[  o4e), )T
Sent: t: Tuesday, February 16, 2010 8:08 AM
To:! me.@me  |(CID)

Subject: Re: Pricing breakdown for Cyveillance solutfon

No problem. Before we do, is there a specific format you prefer, i.e. a type of breakdown which would rmake the most
sense for the type of procurement we are pursuing? .

From: __ ®®.bme  (CID)

To: __ m@ bine
Sent: Tue Feb 16 07:15:05 2010
Subject: RE: Pricing breakdown for Cyveillance solution

Please break out the cost

From.: (0}{8), (bi{TIc
Sent: Monday, February 15,2010 2:22PM
To:  emwmme [ (CID)

Subject: Pricing breakdown for Cyveillance solution

Hl‘b){m cmm?

©)7)e, (D)4 ;As discussed, you

have to the opiion to lock in this prlce for three years and avold annual price iNcreases.

| - =

This would include;

—— —

X7l

This breaks down to:

USSS-000239




(bl(7}e, fo)i4)

We can put this into a formal quote with terms and conditions but | wanted to run it by you first.
I will give you a call this afternoon to discuss where we stand and what else is needed.

Thanks.

_Best Reqards,

(b8, (X7 1 ‘
’ "™ | Business Development

‘Cyveillance, Inc.
"The World Leader i? Cyber Inteliigence”

ME), b 7e [
|

www.cyveillance.com

ey

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
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received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete it.

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e~-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject to other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete it.
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| wo.ome |(PID)

From: | (o)6), )7 (CID)

Sant: “Tuesday, February 16, 2010 7:35 AM

To: | oeem  (CID)

Subject: FW: Pricing breakdown for Cyveillance solution

FY....| asked them to break out price......als0 | will ba working on the time-line and start-up plan....| think*%"ﬂh tbit?&said she
was coming over this wed, are you available T

e Y
Sent:Mnodav_Fehruary 15, 2010 2:22 PM o
To: {b)6). (b}7)e (CID) ‘
Subject: Pricing breakdown for Cyveillance solution

1

s ]
Hli' ()8}, !b}fﬂci

{0)(7}e, (o}4)

B - | As discussed, you
have to the option to lock in this price for three years and avoid anhual pficé mcreases. -

This would incluge:

Wm)i7)e, N4

We can put this into a formal quote with terms and condﬂls: but | wanted to run it by you fiEt.

I will give you a call this aftemnoon to discuss where we stand and what else is neaded.

Thanks.

Best Regards,

BIE). ()7 .
" _| Business Development

“Cyveillance, Inc.
“The World Leader in Cyber Intelligence”

USSS-000242
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~ www.cyveillance.com
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L {0)(6), ()7)c \ (PID}

From: | e, mxme e |(PID)

Sent: Monday_Sentember 78 2011 1101 AM —

To: \ {DHT)c

Co: i), b ' |

Subject: FW: Question re uestion re: tnitial Setup of up of USSS, L “ome |
Attachments: USSSL wmme |fOf Cyveillance.xls; USSS Cyvelllance worksheet xis
il ooy

This is| . mmc |response. It does not appear that he recsived anything specific from GPA or CID, other than special
requests,

_Thanks

{18l B)Tie

Supervisory Protective Intsligence Research Specialist
U.S. Secret Service
Prolective Intelligence and Assessment Division

_Risk Manasement Branch

| wo.0ms | diec

e ——TT =y

Sent: Friday, September 23. 2011 8:25PM . -
.":.:‘ {B)6}, e

Subject RE: ( Questnon re; Initial Setup of US55 C\rvemance

Hello‘m

My apologies for the delay. Please see the attached and have a good weekend,
_Kind regards,
] (o)8). (b7

[ we.ome | Cyber Intelligence Division
Cyveltlance Inc. {2 QinetiQ North America Company)
“World Leader in Cyber Intelligence”

2677 Prosperity Avenue Fairfax, VA 22031

' {DKB). (N7}

Main: 1.888.243.0097
www.cyveillance.com ,

The information transmitted is intended only for the person or entity to which itis addressed and may contain confidential

. andfor privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in retiance
upon, this information by persons or entities other than the intended recipient is prohibited. If you received this in error,
please contact the sender and delete the materjal from any computer.

= — = e — e S P A T

From*l (b)iE), (B)T)e

Sent: Friday, September 23, 2011 11:40 AM
To:| ’

[GHERUITHT

USSS5-000244




Cc:| (v)i8), um?;c ]

Subject: RE: Question re: Initial Setup of USSS '('Zyveil'lance

Thanks for getting back to me. Would you mind forwarding me the original requirements documents suhmittad to.vou hy
us, GPA, and CID. We were only able to locate our draft material. Pm just looking for the lists| t)(71e |
requirements, '

_Thanks,

| ()(B), 617}

Supervisory Protactive Intefligence Research Specialist
U.S. Secret Service .
Protective Inteliigence and Assessment Division

Risk Management Branch
wye). o7 |direct)

e g —————

me:ir_h {oHe), BiTIe =
Sent: Thursday, September 27, 0iT4:10PM il
zzf {eiE). (ni7ie )

Subject: RE: Question re: Initial Setup of USSS Cyvelllance

Good Afternoorbie. 6ok |

All we received were the configuration-documents and[ ‘wme provided by PID. Please let me know if you require access
to those forms and | can definitely send them over. We have the Cyveillance-provided worksheet that you filled out and
another supplemental spreadsheet provided by USSS entitled "USS | wie %for Cyveillance.”

Kind regards,

(BX6), )7
|
| me.mee |Cyber Intelligence Division
Tyvemance, Inc. (a QinetiQ North America Company)
"World Leader in Cyber Intelligence”
2677 Prosperity Avenue Fairfax, VA 22031

i (by(6), (B 7)c

i
Main: 1.888.243.0097
www.cyveillance.com

The information fransmitted is intended only for the person of entity to which it is addressed and may contain confidential
andgfor privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance
upon, this information by persons or entities other than the intended recipient is prohibited. If you received this in error,
please contact the sender and delete the material from any computer. .

From: oo O - 4!

Sent: Thursday, September 22, 2011 3:35PM

To:|
Cetl " _ S
Subject: Question re; Initial Setup of USSS Cyveillance

{pyia). (D7)

‘ | 1;)(?). o7le |

USSS-000245




We're t?iiﬂg to respond to .,SQ[TJ.G__F_’_’ﬁ._i_SLSU,Qs_fOI_Q_uF‘Ql’.ik(aﬁv,,oﬂiﬁﬂt_ﬂhert.C.waillE}nce was set up, did GPA and CID
providet iBHTe r

| don't need the actual lists, but whether they did.

_]'hanks,

{b}(8), (o){7lc

Supervisory Protective Intelligence Research Specialist
U.S. Secret Service

Protective Intelligence and Assessment Division

Risk Management Branch

[ i), ()7 Tdi"ed)

All e-mail to/from this account is subject to official review and is for official use only. Action may be taken in
response to any inappropriate use of the Secret Service's e-mail system. This e-mail may contain information
that is privileged, law enforcement sensitive, or subject fo other disclosure limitations. Such information is
loaned to you and should not be further disseminated without the permission of the Secret Service. If you have
received this e-mail in error, do not keep, use, disclose, or copy it; notify the sender immediately and delete it.

-
-
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From J )(8), (bHNs o
Sent: Tuesday, January 12,2010 5:33 PM
To: o B _J(CID)

~ Subject: Pursuant to yesterday's meeting

Hello| exe, moe |

Page 1 of 2

Sorry it took a while fo get this out, we have been in meetings beli to bell today.

Thanks again for your time and attention yesterday. Please pass along my appreciation to the .

rest of the group.

The slides we presented are attached.

Also, | wanted to mention thatl. i (o6, D)7 : ___] who is a new agent Secret Service as of last
year, is a former Cyveillance analyst. | touched base with her and she said she would be

happy to speak with you if you have guestions about our company.

g
As requested, the following is @ summary of Cyveillance's key differentiators:

{bY4), (b}7)s

8) We are located in Rosslyn, VA - This puts us in close proximity to USSS HQ and puts us
right in the heart of the intellgence community (which is where we recruit much of our talent).

USS8-000268




Page 2 of 2

7) We offer alternate language capability

Pricing: The price range for Cyveillance services is from| B {03(7)s, (}4) |

| oxa.mme | depending on which you purchase. |

_ omeme T_J]
. - | If we need to customize our offering that is no
problem, but the price may go up, depending on your requirements.

Please let me know what additional information | can provide fo help with your evaluation.

| will calf you later in the week to follow up. -

Best Regards. —
| )8}, (B)7)c |

| R —
Cyveillance, Inc.

"The World Leader in Cyber Intelligence”
: ®E. o7 | cay

WWW, cweilléﬁce‘com

Ft
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Unknown

. From: ‘ {blt8). 0)(7e ‘(CID)
Sent: Thursday, January 25, 2007 8:44 PM
To: [ oe,ome |

Subject: RE: Cyveillance
| have passed on info....they are evaluating.....

F‘l‘Dm'f {b)8), )7
Sent; Thursday, January 25, 2007 9:32 AM

To. (B)(6), K 7Ie
Subject: RE: Cyveillance

Hellp !L(bl(G}. ®Ime |
! hope you'ra doing well, IDid you have an opportunity 1o discuss the issue below with your team?

Thanks
o)), 7 |

From | {bHe] ['0}!7)0 |

To: (o) )7
Subject: Cyveillance -

Hello.{mnsa. lb:-i?]cjl

It was a pleasure to speak to you this morning. As discussed during our call, Cyvsillance handlas online
issues for a varisty of corporations and organizations. One of these issues is the problem of phishing. To
combat the problem, we provide our clients a complete anti-phishing service that addresses virtually all
phases of a phishing attack from prevention and detection to response and recovery.

Many of our clients wish to provide the information we obtain in the course of handling a phishing atiack
to the appropriate authorities to assist in potential prosecutions against these online criminals.
Cyveillance, on behalf of our clients, would like to ease the process of providing this information to your
Cyber Crimes Division. Can you or someone from your team help facilitate a discussion of how we could
accomplish the aforementicned task? We are located in Arlington, VA, so conference calls or face-to-face
meetings (here or at your office) are both easy options. | look forward to hearing back from you,

Redgards.

{b)(8}, (b}7T)e

| eeon |
|ib)8). (71| Product Management

Cyveillance, Inc.
| owm.ome |

The information transmitted in this electronic message transmission is intended only for the person or
entity to which it is addressed and may contain information that is privileged, confidential and exempt from
disclosure under applicable taw, Any review, retransmission, dissemination or other use of, or taking of
any action in reliance upon, this information by pessons or entities other than the intended recipient is
prohibited. If you received this communication in error, please contact us at (703) 351-1000. For more
information about Cyveillance, Inc., please go to hitpi/iwww cyveillance.com.
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Unknown

Fom: | weese
Sent: _Friday. January 08, 2010 10:11 AM

To! & (b)6), dHT)e. ' (CID)

Subject: RE: Pursuant to our conversation yesterday
Good morning| & e |

For Monday's app'ointment,]" o B \ Director of Sales Operations, and myself are
confirmed to visit your offices at 2pm on Monday, January 11th,

omome | Who is our technical manager, will be joining by phone.
|

We will need a projector, but not internet access.

A loose agenda is as follows:

l. Introductions

L. Cyveillance Overview

il. Cyveillance Brand Intelligence
. Q&A

V. Next Steps

£

We look forward to meeting you.

Best Regards.
- _‘b'_‘_a"_'b"?% ~ |Business Development
Cyveillance, Inc. '

"The World Leader in Cyber Intelligence”

{5)(6), (b)(7)e f
L+ SR ' FAX
www.cyveillance.com

i ey o P e sl o e O ST o Rl s

Sent: Thursday, January 07, 2010 1:26 PM
To:  oe.exne ,

Subject: RE: Pursuant to our conversation yesterday

| just notices that Monday is the 11% not the 12 we are scheduled for the 11 @ 2p

From:| ] ) BHO, BT ]
Sent: Thursday, January 07, 2010 12:17 PM
To:| wme.mee  |[(CID)

USS6-000271




Page 2 of 3
Subject: Re: Pursuant to our conversation yesterday

Sounds good. t'm out of the office today let me get back to you tomorrow with the names. What is your address?

From:) (®)(e). ib"?’}*‘;___‘ (CID)

To:  ®)e). mine
Sent: Thu Jan 07 11:58:40 2010
‘Subject: RE: Pursuant o our conversation yesterday

Monday, January 12 at 2pm

From:[ e o
Sent: Wednesday, January 06, 2010 10:23 AM
To:l @& (CID)

Subject: Pursuant to our conversation yesterday

Hetlo |6, mine |

As per my voicemail, | recalled the previous message, though it may still appear in your inbox in which case
please disregard. .

-
i

The following are available times for us to come present at your offices next week:
Friday, January 15 at 10am or 2pm
Some questions to help us prepare;

1) What are your biggest areas of concern?

DX7e

| look forward to hearing from you.

Best Regarclgw i

(L)i8), (b){7)e
- .

_1 Business Development '
Cyveiliance, Inc.
"The World Lelader in Cyber Intefligence"

h)iE, Eh7ie ! FAX

www cyveillance.com
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All e-mail to/from this account is subject to official review and is for official use only. Action may be
taken in response to any inappropriate use of the Secret Service's e-mail system. This e-mail may
contain information that is privileged, law enforcement sensitive, or subject to other disclosure
limitations. Such information is loaned to you and should not be further disseminated without the
permission of the Secret Service. If you have received this e-mail in error, do not keep, use, disclose, or
copy it; notify the sender immediately and delete it.

All e-mail to/from this account is subject to official review and is for official use only.
Action may be taken in response to any inappropriate use of the Secret Service's e-mail
system. This e-mail may contain information that is privileged, law enforcement
sensitive, or subject to other disclosure limitations. Such information is loaned to you and
should not be further disseminated without the permission of the Secret Service. If you -
have received this e-mail in error, do not keep, use, d1sclose or copy it; notify the sender
immediately and delete it.

s
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Unknown

From: [ (o6, {b)(7}<‘ : - __|(CID

Sent: ___Thursday, January 07 2010 4:41 PM
To: ' {BME), T PID)

Subject: RE: Visible Technologies
Attachments: OpenSource Project.doc

OpenSource
roject.doc (48 KB)..

----- lgingl. Message--—--

{DI(8). {b)TIc {CID)
Seni.‘ Thursada... J]:.muary 07, 2010 4:28 PM
ib)ie}, (L7 (CID)

Subiject: Re: Visible Technologies

Thnx. U gtill da man

----- Qriginal Mess. EE Y

Frorn:_[ e e | (CID) — e

Ta: | T omeoNe m
ce: | {bHE), B)(7)c | (CID)

Sent: Tha Jan 07 15:39:52 2010
Subject: RE: Visible Technoleogies

2p
~~~~~ Orlqlnal Message-——=-~ _ _
FJ-“O“‘| —_—————— sl mme =
Sen Thursday. nuary 07, 2010 1:19 BM

L8}, L) (CID)

Subjecl. RE: Visible Technologies

|myie). wi7e| we are good for the 13th - you pick the time. Looking forward to meeting.
Attending from Visible Technoiogies:

| fo)ie). e | Products

‘_“_ ~ ®@ome | Products

)), (0)7c

Please let me know what cther infermation you need.

com

‘ {b)e), H)(7ic Business Develcopment / Federal Sector Visible Technologies
! \mobile - !

{ ibKe), T R

www.visibletechnologies.com

ﬂﬂﬂﬂﬂ Original Message-----

From: | - th)(8), (biT)e B
Sent: Wednesday, January 06, 2010 1:06 PM
To: | wNe), e |

Subject: RE: Visible Technologies

USSS-000274




What time on wed, thurs

————— riainal Message-—--- .

From: ) )6). (D)7 N
Sent.: Wednesdav. January 06, 2010 4:01 PM
To: | wiE). Wine | (CLID)

Subject: Visible Technologies

Hi | w)e). 01
I left you a voice mail this morning - I run our govt effort. ' {0)i8), (o)(7)e |[told me you
talked a little while ago. : —_—

I'm based in San Francisco, bul will be in. DC next Wednesday and Thursday, meeting with
customers. If you have some blocks of time those days, we would be happy to show you our
stuff.

I'm available today and tomorrow to talk -~ looking forward to it.

Regards,

{b)8), (b)(7)e m

Sent using my Blackberry - sorry about Lypos.

Rll e-mail to/from this account is suliect to official review and is for official use
only. BAction may be taken in response tco any inappropriate use of the Secret Service's e-
mail system. This e-mail may contain information that is privileged, law enforcement
sensitive, or subject to other disclosure limitations. Such information is loaned to you
and should not be further disseminated without the permission of the Secret Service., If
you have received this e-mail in error, do not keep, use, disclose, or copy it; notify the
sender immediately and delete it. -~
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Unknown

From: E;~(tema|]i (6, ©)(7)e
Sent:  Tuesday, January 05, 2010 11:16 AM
To: | o@.ome  [(CID)

Subject: Vendor Contacts

|eXe). ®)7)e
See below:

Let them know that we referred you based on their interactions with us. If we can be of anymore
assistance, don’t hesitate.

Cyvetllance:

{big). (bi7)e

Cyveillance

1555 Wilson Blvd
Arlington, VA 22208
Direct| _©xe.time |
Emait| wmie. o
www.cyveillance.com

AL

Visible Technelogies:

{blig), (b){7}e

“Visible Technologies
Allanta, Georgia 30068 .
directmobile: | o). myme i
Email: | (b8}, bHTC |
www visibletechnologies.com

JPMORGAN CHASE & C O .
: b)), B)iTIc !

Cyber Division

570 Washington Blvd. 7 th Floor

Jersey City, NJ 07310 — —

|Office:| _ mo.ome ||Fax:|  ®mo.ome | |
L . fo)e), Li7le. [ ’

This communication is for informational purposes only. It (s not intended as an
offer or solicitation for the purchase or sale of any financial instrument or as an
official confirmation of any transaction. All market prices, data and other
information are not warranted as to completeness or accuracy and are subject to
change without notice. Any comments or statements made herein do not

USSS-000276
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necessarily reflect those of JPMorgan Chase & Co., its subsidiaries and affiliates. This
transmission may contain information that is privileged, confidential, legally privileged,

and/or exempt from disclosure under applicable law. If you are not the intended recipient,

you are hereby notified that any disclosure, copying, distribution, or use of the

“information contained herein (including any reliance thereon) is STRICTLY
PROHIBITED. Although this transmission and any attachments are believed to be free of
any virus or other defect that might affect any computer system into which it is received
and opened, it is the responsibility of the recipient to ensure that it is virus free and no
responsibility is accepted by JPMorgan Chase & Co., its subsidiaries and affiliates, as
applicable, for any loss or damage arising in any way from its use. If you received this
transmission in error, please immediately contact the sender and destroy the material in -
its entirety, whether in electronic or hard copy format. Thank you. Please refer to
http://www.jpmorgan.com/pages/disclosures for disclosures relating to European legal
entities.

USSS-000277
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Unknown

From: :_ - _thm—tn}(ﬂc - _[
Sent: Wedrie_sdﬂ;_ Jim:lary 08, 2010 3:37 PM

To: l {b){8), (B)7he [{{CID)

Subject: Cyveeliance meetlng better for Friday 1-15

At_t_ag:hments @, eime | Bio Full Page 07 (2).doc

{bllﬁl {b)(TIe

I have confirmed that our Cyber Intelligence Director, |

)6}, (B)(7)e

, is available for the

Friday 2pm time slot. Please, if possible, let's do it then because | thlnk she brings

tremendous value to the meeting.

)is), b)(e

Her full bio is attached as well.

F

BestRegards,
(o6), fil7Ic

Cyveillance, inc.

“The World Leader in Cyber Intelligence"
| o@.ome | FAX
“www.cyveillance.com

USSS-000278




Unknown

From: | oEL ome  {TSD)

Sent: Tuesday, June 03, 2003 8:28 AM

To: _ecb s

Cc: | wuentaine |

Subject: FW: Cyveillance Info.

Aftachments: Homeland_Security_wp1.pdf; HomelandSecurityoverview. pdf

Homeland_Security HomelandSecurityo
_wpl.pdf (226...  verview.pdf (...
Is5 anyone looking at this....

————— Original Message — --—

From: [ weeme ]
Sent: Monday, June 02, 2003 5:19 EM =
To: | b6l (D)7 B i

Subject: FW: Cyveillance ILnfa.

Let me know what you guys think of this service. You guys in GO may already be looking

intO thiS . “w
| {Yi8), to)(7)e ‘

————— iaginal Message-—-—--=- = —
From: e e (ee e - .. .
Sent: Monday, June 02, 2003 3:b2 PM

To: [ =

ce: | {DHEY, ) T)e |

Subject: Cyveillance Info.

Hi%@}@@%enjoyed‘speaking with you. Here's some further background for
you

on Cyveillance. As I mentioned, for our financial customers we find 8
to 10

thousand stolen credir cards every day on the Internet. BAbout 10% of
these

have social security numbers associated with them.

"The whife papers I am attaching address themselves to terror oriented

Homeland security applications.

Thx.|-(;](s;,(b;£7;-|1'll be in touch socon.

(o)}, (eHTe

o6, O |

. <<Homeland_Security wpl.pdf>> <<HomelandSecurityoverview.pdf>>

USSS-000280
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Homeland Security
A Cyveillance White Paper
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Homeland Security

The Situation

One of the highest priorities of the Government is the investigation of forgign
intelligence, terrorist, and criminal activities that divectly threaten the homeland
security of the Unitcd States. Government agencies must identify, prevent and defeat
threats to hometand security before they occur. Terrorists actively use the Internet to
proselytize, recruil members, gather intelligence and plan attacks. Government
agencies need leading-edge technology that will leverage the [niemet as a homeland
security resource and keep them one step ahead. Rapidly collecting and analyzing the
massive volume of onfine, open source intelligence preseats an opportunity to further
enhance the effectiveness in detecting and stopping threats o homeland security,

Cyveillance understands that the Government does not have the time or resources to
sift through biflions of documents oo the Lnternet trying to identify hidden risks,
unforcseeR thicats or fraudulent activity. The immense densily and compattmental
nature of the Interncl makes it nearly impossible for Government agencies to cost-
effectively extracl, calegorize, prioritize, and analyze this information on their own.
To effectively harness this unstructured mass of data, a comprehensive solution and
robust technology ave needed to soparate the noise from the true intelligence.
Cyveillance is solely focused on this aim. Cyveitlance's proprietary lnternet
intelligence technology can help Government agencies achieve their homeland
secwity objectives,

Cyveillance Intelligence Center Technology

Cyveillance has developed and deployed technology for the collection and analysis of
Internct intelligence on behal[ of lcading corporations around the world for commerciul
purposes. The Cyveillance Intelligence Center (CIC) technology provides an idéal
foundation to quickly configure a derivative platform for investigative purposes.

Volume, Variety and Velocity
Effective Internet intelligence means collecting, processing, categorizing, and
prioritizing massive voluines of data quickly. This requires state-of-the-art technology
that can rapidly analyzs unstroctured daia found on the [nternet or other sources. CIC
technology's ability to identify the most relevant information will allow Government
analysts to spend (heir time analyzing true intelligence and eliminats the need to
mantally surf through unmanageable amounts of data lor invesiigative leads. A high-
fevel overview of the system is described below:
Data Collaction
CIC intelligent agents and highly efficient downloaders provide around-the-clock
monitoring of the [nlernet. They pour through all publicly avaitable online sources
evaluating unstructured content and breaking down HTML code. The crawlers and

% L |

Gy, q

iiimihug vaine Il‘lllllllrﬁ 1 i s

RIF
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Homeland Security

Cyveillance employs
both a systematic and
smart crawl of the web.
The systematic crawler
ensures avery site is
revisited regularly while
the smart crawler
follows links where
cllent-relevant content
is present.

RTF

intelligent agents recognize televant multi-fanguage text, images, soliware, audio
and video. CIC technology's ability to crawl a diverse set of Internet protocols
and process virally all forms of content represents close 1o 100% coverage of
the [nternet. And, because the technology does not depend on commercial search
engines, which cover only sefect protucols and a smali overal] percentage of the
Internet, the Government will achieve superior coverage.

Data Categorization and Prioritization

Once suspect content is identified, CIC categorization engines struclure, score,
and add additional contexi to extract a meaningful dataset, from which to filter
and sort the information acquired and prioritize the findings. The engine is
designed to accommodate artificial intelligence and decryption capabilitios.
Context is added by categorizing important delails about the content, after which
relevancy scoring algorithms wilt be applisd to identily the highest priority
content. The scoring algorithms are user-configurable and specific 10 CIC issues
so that only the most actionabie, high-impact content is delivered for final
buman analysis. The flexible, usce-friendly configuration will accommodate
both on-going monitoring efforts as well as ad-hoc investigative queries.

Data Delivery

The TIC aggregates third party data sources, incleding laternic régistration
detatls or information from other sources. The system will disseminate the
complete dataset to the appropriate personnel (or expert review and analysis,
The inteHigence will then be erganized and disseminated based on user-defined
configurations, such as a specific issue, content, language or other issugs of
interest. Archives will be maintained for investigative querics that require
analysis of histerical content and as a repository for forensic evidence.

Cyveillance Intelligence Center
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Cyveillance Coverage

Cywvalllance crawls over 40
milflon domains every month.

IRC agerd monitors
convarsations with canieat,

_Dwer 10,000 emails psocassed
each day.

Cyvaillance maniors both open
and closed peer-ta-paer
networks.

In addition {0 using its own
crawless, Cyveillance accesses
over 2.1 billion pages of
coverage through strategic
partnerships.

Homeland Security

Covarage

Currently, CIC provides coverage of the raost widely used protocols that make up the
Internet. If enhanced, the technology can process additional offline data sources
through its categorization engines.

ln addition to the breadth of coverage, the speed and depth of the system can be
configured to meet the needs of Government agencies. The fotlowing is 2
categorization and breakdown of the areas of the Imernet that would likely be of the
maost value for gathering intelligence pertaining to homelond security issues:

Global Information Soarces

» World Wide Web
* File Transfar Protocol
* Message boards

Searchable feeds

» Usenel
= Online news sources

Community-Based Information

= Internet Relay Chat (IRC) Channels
+ Bmail-based discussion forums and Spam

Searchable Databases

« Search englnes
« Auction sites
* Registration information

Homeland Security Applications

CIC technology will immerse the Governrnent in the same digital enviroament in
which individuals and organizations that threaten homeland security slready opevate.
Not only witl this allow for the detection of threats to national security and other
criminaf activity, but i1 will also cnable Government agencies 1w monitor and exploit
information available over the Internet, giving them the ability to detect vulnerabilities
and influence criminal activities.

Whiic patential CIC applications for homeland security issues are very broad, the
following are some examples of how it might by applied:

* Collection of intelligence on key adversary or terrorist organizations and their
activities, including monitoring specifically for threats, conspiracies, or planaed

attacks against US interests.
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Homeland Security

For ovet 5 years, large
commercial companies
have heen relying on

Cyveillance technology.

+ Monitoring for leaks of confidential information or content that heightens risk,
such as specifications on airplanes, airport securlty details, bomb-making
instructions, biohazards, blue prints, itineraries, security details, ete.

+ Monitoring for thteats or suspicious activitics associated with critical
infrastruciure 1argets or svents of national significance.

* iMonitoring for threats or other indication of planned cyber attacks in the form of
hacks, denial of service, sic.

+ Conducting ad-toc querles and collecting evidence in support of state, tocal and
international law enforcement partners.

« Periadic checks and monitoring for any onling content that could pose a risk to
backstops created to ensure the safety and security of undercover apents.

* Codlection of intetligence on organized crime activities.

As these examples illustrale, the CIC would further enhance the effectiveness of
Government agencics on many [ronts. laternet intelligeace will betier position the
Government 10 achieve ifs stralegic objectives and arm apencies with a technology to
give them the upper hand in detecting and responding to threats to homeland security.

"
W

Clients Using CIC Technology

CIC technology has helped numerous clients manage the risks and opportunitics
available to ther on the [nternet. Cyveillance's unique capability of providing close
to 100% Internet coverape and delivering only highly relevant information easures
clicats receive only the most pertinent information; information that directly impacts
their ability 1o protect their company and their customers, The sobutions Cyveillance
provides range from assisting crganizations (n managing theeats against thel property
and personnel to monitoring for fraudulent use of their products. Cyveillance
technology excels in taking large volwnes of dala and extracting the most important
pieces 1o facilifate further understanding and protection of its clients. Examples of the
types of services provided to Cyveillance clients are included below.

Global Pharmaceutical Manufacturer {under NDA)
Corporate Security Managemont

Since 1998 Cyveillance has provided laterael intelligence to one of the
largest reseerch-bhased, global pharmaceutical companies. Cyveillance
uses its technology and experience to search for threats to this glcbal
company's seourity. Cyveillance has returned highly relevant data to this
company on a range of security issues, including teaks of proprietary
product information, organized extremist activities against the Company,
employes discussion of issues that pose a security threat, and linancial
message board postings that contain inside information. Cyveiflance’s
ability to provide this information in a timely manner allows the
corporate sceiwity officers to protect their'company's financial interests,
while altowing 1he rest of Ihe company to focus on their core mission.

C‘}’a e

o' Mg voor [msiiness o the ey

USSS-000285



__Homeland Security

Cyveillance counts 1
of the ortune 0 as
clients

RTF j

Home Depot

Boyeolt Identification

Cyveillance monitored Usenet and Newsgroup communities to identify
several specific issues for Home Depot, including commentary from
environmentalists, disgruntled employees and others that were planning
boycoits against Home Depot. As the Internet is increasingly used as a
method of communicalion and commaunity building, boycott organizers
used this medium to coordinate their efforts. Cyveillance was able to
keep alert for brewing boycotts and notify Home Depot of Lhese potential
threats. This allowed Home Depot Lo increase security to ensure their
consumers and employees were protected from potential problems,
Cyveillance technology allowed Home Depot to proactively address
evident risks and prevent significant and costly negative PR siiuations as
well as minimize associated revenue losses.

Consumer Products Division, WMajor Pharmaceutical
Company (under NDA)

ilegal Product Distribution

The health care products division of a major pharmaceutical company
soughi Cyveillance's services due fo concern over the illegal sale and
distui‘bulion of several of their products. [n particular, they were
interested in sites offering expired or institutional products 1o consumers.
Products that are stolen or sold to unauthorized distributors can be easily
solbd online far past the products’ intended expication date, thus ¢reating
major liability risks. [0 addition, the sale of institutional products, which
are packaged differently and sold at a fower cost, presents brand liability
risks and revenue leakage. Finding these sites on the Internet is a
difficult task, as they are disseminated widely across the bitlions of pages
of the web, and limefiness is vssential o shulting the illegal activity
down. Aler engaging Cyveillance to search the web for these specific
sites, it was determined approximately 20% of the retail sites selling this
company's product were selling expired or institutional producis.
Cyveillance is continuing to closely track online sales for this clicnt,
enabling them to betier contral their distribution channel, and limit the
liability generated (rom illegal sales.

Merrill Lynch

Parsonnel/Company/intelfeciual Properly Threals

Merrill Lynch soughl Cyveillance out to provide protection for thelr
intellectual property online. As Merrilf Lynch produces highly valuable
content and possesses a universally recognized name, siles take advantage
of these assets and claira authenticity by being asseciated with the
company. [0 addition, Merrill Lynch asked Cyveillance to monritor for
threats against the safety and security of analysts and the company as &
whola. Cyveillance uses its far reaching crawlers and its categorization
ability to filier out the numerous mentigns of Merrill Lynch that are not
relevant to the protection of their analysts, company, or intellectual
property in order to defiver only the most pertinent sites to Merrill Lynch
for Furthes review.
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Homeland Security

Accessing The Technology

Several delivery hosting and defivery opiions are available to service the Government's
homeland securily needs. Cyveillance can work with Government agencies to select one
of the outlined opiions, or further define a delivery mathodology that best meets their
specific needs. Options for delivery inciude:

Option |: Cyveillance houses the collected data in ils own data warehouse, similar
io the delivery methodology used for existing clients. ln this option data
collection and analysis occurs at Cyveillance's secured location.

Option 2: Cyveillance provides the collected data through a secure network. fa this -
scenario, data colleclion would occur al Cyveillance's Thcility, while all
categorization and programmatic analysis would occur al agency-
specilled locations.

Option 3: Cyveillance provides an enhanced security option by replicating its daia
collection, analysis, and categorization technologics af secuye
government locations. Deploying the system in a number of locations
around the wortd would yield a fault tolerant and heavily redundant
evidence extractton and analysis tool.

Optipn 4: Cyveillance licenses its source code. Cyveitlance provides developer
® support to cach agency’s development teams and together builds an
autonomous data collection and analysis application run at the agency's
lacation and on agency hardware, The agency's indrastructure would
provide the support function.

A Cyveillance support 1eam is made available throughout the delivery process Lo ensure
that delivery of information continuously mueets each agency's expectations, The
Cyveillance support team will work with each agency to understand its specific needs
and requirements as they relate to lnternet inelligence. This information will be used to
program Cyweillance technojogy o address those needs.

Cyveillance, Inc.

Cyveitiance has emerged as a first line of defense for the enline deteciion of security
issues, and for this reason has become a close ally of numerous traditional, olTiine
security fioms. Founded in 1997, the company has 19 of the Fortuos 50 as cliens, along
with numerous other companics deemed loaders in their Geld ol expertise, Over the past
five years, Cyveillance has developed and refined an advanced technology capable of
transforming massive volumes of data into filtored, pertinent intelligence. [t is this
capability that Cyveillance will use to help the Government ideatify potential and
existing homeland security threats.

Cyveillance helps organizations address critical security and business issues by
delivering 100% Relevant Internet intelfigence mined directly from the Internet. The
company's solutions enable organizations to helghten awareness and 1ake conitol of their
presence ontine.  Cyveillance provides a complete solution to many well-known clients.,
These clicns have selected Cyveiltance for its unique technological capabitities and

experienced personnel.
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Homeland Security

Cyveillance conligures it proprietary technology with client-specific parametors to
locate and categorize unstructured content, transforming the [nternet into a critical

‘resource for strategic analysis. Cyveiltance's hosted solulions are avaitable in multiple

languages and designed 10 serve its growing tist of Global 2000 organizations,

4 it Haadquarters UK Dilstributor
(_A J !; R 1558 Wilson Boulevard New Vantage, Ltd.
} PRI Suile 404 , Cannon Stroat
Miawbong 1 brsinrms an tlwe Yer Adington, VA 22208-2405 Londan
Ted: 703.351.1000 CN N
PP Mee. 0. Fax: 703.312.0538 Tel (0) o 0a
a {09 i
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Homeland Security

Have the Front Lines of Homeland
Security Been Left Unguarded on
the Internet?

One of the highest priorities of the
Government is the investigation of foreign
intelligence, tervorist, and criménal activities
that directly threaten the homeland security of
the United States. Terrorists actively use the
Internet to proselytize, recruit members,
gather intelligence and plan attacks. The
immense density and compartmental nature of
the Internet makes it nearly impossible for
Government agencles\p cost-effectively
extract, categorize, prloritize, and analyze' thls
information on their own. Cyveillance is solaly
focused on this aim. Cyveillance's proprietary
Internat intelligence technology can help
Government agencies achleve thelr homeland
secusity objectives,

While potentiai Cyveillanca tachnology
applications for homeland security issues are
very broad, the following are some examples
of how It might be applied to be of mest value
t the Government:

+ Collection of inielligence on key
adversary or terrvorlst organizations and
their activities, including monitoring
specifically for threats, conspiracies, or
planned attacks against US interests.

= Monitoring for leaks of confidentiat
Information or content that heightens
risk, such as specifications on airplanes,
airport security details, bomb-making
instrictions, bichazards, blue prints,
itineraries, security details, etc.

« Monitoring for threats or suspiclous
activities assoclated with critical
infrastructure targets ov events of
naticnal significance.

« Manitoring for threats or other indication
of planned cyber attacks in the form of
hacks, denial of service, ek,

« Conducting ad-hoc quertes and collecting
evidence in support of state, local and
internaticnal law enforcement partners.

* Perlodic checks and monitoring for any
online content that could pose a risk to
backstops created to ensure the safety
and secutity of undercover agents.

Cyveillance has emerged a5 a first line of
defense for the online detection of security
Issues, and for this reason has become a
close ally of numerous tradltional,l offline
security firms.,

Cyvelllance helps organizations address critical
security and business issues by delivering
100% Relevant Intemnet intelligence mined
directty from the Intemet. The company’s
sotutions enable organizations to heighten
awareness and take contrel of their presence
onling, Cyvelllance configures its proprietary
technology with client-specific parameters to
locate and categorize unstructured content,
transforming the Internet into a critical
resource for strategic anatysis. Cyvelttance's
hosted solutions are available in muitiple
Ianguaqes and designed to serve its growing
list of Global 2000 prganizations.

v

UK Distributor

Mew Yantage, Lid.

Dlal: +44 {0)20 7556 7040
Emall: info@inewvantage.co.yk
Visit: www.nawvantage.co.uk

Cyvelllance, Inc.
Calt: 1.848.243.0097
Emall: info@oyveillance.com

|
|
i
' For More information b
| Visit: wiww. Cyvelllance.com
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Unknown

From: L eeoee  |sAv)

Sent: _Fridav._November 07. 2003 407 PM

To: ‘ (b16). )7Ic

Subject: “FW- Cyveiltance Presentation S B

Attachments: CorpOverview.pdf; CySecurityCards.pdf, CySecurityldentity. pdf; [deniity_Theft.pdf

P T e
g “ <Kok

CorpOverview.pdf CySecurityCards.pd CySecurityldentity. Identity_Theft.pdf -
{163 KB) f {115 K8) pdf (131 KB... {386 KB) -

I have scheduled a presentation for Wednesday, 11/12/03, at 2 PM in the CID conference

room. Please make an effort to attend. .

————— ?rj,qinal_mgﬁﬁag. ot e _
{b)(e). )Te

From:| bEe®ne _ i —
Sent.: Wednesdayv, November 05, 2003 4:46 PM
To: _ b, oiEe

Subject: TInformation per our conversation

Thank you for taking the time to talk with me today. Per our conversation, I am sending
information regarding ocur technology for your review, I have attached a link to our
website., as wells as. white pavers to this e-mail. We have develored a svafem

{i7)e

= S | The core benefit to our system is actionable intelligence
that can be used by U. 5. Secret Service proactively target;

* Cradit Card Fraud

* Financial Crime associated with Identity Theft

I look forward to meeting with you and your management team on Wednesday November 12th, at
2:00 p.m. to present how we can imptove your capabilities and enhance the execution of the
U.S. Secret Service mission. 1 will call you Friday to confirm. Should you have any
questions, please call me'atL_MJ9@g§£@ f

Please feel free to send this e-mail to other members of your team.

Thank you for your assistance.

L weeoe I
Cyveillance, Inc.
o)
b6}, (o
oy | oo oo [ )
f (b6} BIYe I

WL cyveillance. com
<<CorpOverview.pdf>> <<CySecurityCards.pdf>> <<CySecurityldentity.pdf>>
<<Identity Theft.pdf>>
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RIF

“Cyveitlance is always

a half step ahead of us
... always thinking
ahead to new ways to
improve the service and
give us better value.”

- Interactive Marketing
Director, leading multi-
hationai insurance campany

Cyveillance Corporate Overview

Company Snapshot

Cyveillance, the leading provider of 100% Relevant eBusiness Intelligence™, provides ©
Global 2000 organizations with high-impact, actionable intelligence drawn from—and
delivered securely over—ihe Internet. Cyveillance configures its proprietary
technatogy with client-specific parameters to locate and categorize unstructured
content, transforming the [aternet info a critical resource for increasing revenue,
improving operattonal efficiencies and mitigating mission-critical risk.

Application exaraples of Cyveillance eBusiness Intelligence include:

» A major pharmaceutical manufacturer manages risk by monitoring for gray marleet
sales of their product online. Expired drugs are being sold cutside of distribution
cliannels, creating significant liability while exposing consumers 1o risk,

» A leading hotel chain recaptures revenue being lost to unscrﬁpulous web sites
illegally using their brand.

» Nuraerous stock exchanges worldwide recapture lost royalty revenue by
ideniifying unauthorized sites displaying their market data.

» Leading card-issuing banks monitor the Intemnet for compmmiéed credit and
debit card data.

‘» Top insurance companies gain awarencss of how their brand is being porirayed
by independent agents who are out of compliance with corporate guidelines.

» Mulli-national corporations are provided eBusiness Intelligence that allows
insight to potential class-action lawsuits, demonstrations and threats to officers.

» Foriune 500 General Counsels and faw firms are provided intelligence and case
management tools that identify [P infringement across the entire web, including
international doinains (ceTLDs).

Cyveillance lists 20 of the Fortune 50 as customers.

The company, founded in 1997 and based in Arlington, Virginia, has become recognized
as providing unique "must have" solutions, critical in today’s economic business climate.
Concurrently, as the need increases for preater revenue as well as awareness of potential
risk in both corporate and govemment organizations, Cyveillance—with its
comprehensive technology—is able to draw invaluable client-specific insights from
activity occurring across billions of web pages and other [ntemmet protocols.

Cyveillance solulions are typically offered on an annual subscription basis.

C}ﬁ@iﬁi lnce
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“Wa‘ve seen a lof of
technology presented
fo us, but yours is one
of the few fechnologies
! have seen that has a

" true business
application.”

- gCommerce execitive,
lzading financial
underwriting institution

"Your product is
cartainly worth its
weight in gold.”

- Internet Channel Group,
leading Canadian bank

Cyveillance Corporate Overview

Cyveillance Technology

The tremendous size and dynamic nature of the [iternet make it tmpossible to monitor
without specialized technology. To provide (00% Relevant eBusiness Intelligence,
Cyveillance uses patented technology designed exclusively for this purpose. Developed
and vefined over a peried of six years, it monitors a comprehensive set of online
sources and protocols and is acutely capable of extracting true intelligence from the
unstructured data that comprises the Internet.

Cyveillance technology consists of four layers:

Infrastructure: A distributed, highly scalable, enterprise-class infrastructure
Data Extraction: Intelligent, high speed data extraction agents

Transformation Engines: Deliver 100% relevant data based on custom-
configurable criteria

Productivity Tools: Secure, flexible intuitive user applications for managing
eBusiness Intelligence, all available 24x7 through the Cyveillance portal

Why Our Customers Buy
Revenue Generation

lacrease site traffic/sliminate diversion
Recapture lost licensing revenues
Identify new sales prospects

Eliminate counterfeit distribution

Stop gray market distribution

Cost and Operationg) Cfficlency

Eliminale manual data collection
Eliminate manual data review
Automate follow up actions
Improve case worker collaboration

Mission-Critics en

Detect corporate threats ouiside firewall
Protect and manage reputation

Protect Intellectual Property

Identify compromised credit and debit cards

Who Buys What

Corporate Counsel

CyWebWaich Demaing
An enterprise-strength cybersquatting protection solution that provides 100%
coverage of all global and country code-level domains.

CyWebWatch Combo

A unique brand protection solution that, in QQdition io the capabilities of CyWebWatch
Domains, provides 100% coverage of every web home page—often where the most
egregious violations occur.

CyWebWaich Pro
A "white glove" brand protection service that is customized to meet each client’s
brand prioritics and provides complete coverage of the entire web,

Greilbnce
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Cyveillance Corporate Overview

CyWebWaich Piracy

CyWebWatch Piracy helps companies recapture revenue otherwise lost due to
online piracy of their copyrighied materials.

YP eBusiness
CyMarketplace Compliance

CyMarketplace Coropliance allows companies to increase revenues through
proactive management of online partner relationships. The solution delivers
information on existing partners impacting revenue and braad equity through non-
compliance,

CyMarketplace Pro

CyMarkeiplace Pro helps companies recapture revenues by thwarting oniine sales
of counterfeit product and unauathorized online product distribution.

CyMarketplace Re-Brand

CyMarketplace Re-Brand identifies the most critical online instances of oudated
branding, By delivering the most refevani sites containing outdated branding, clients
can cost-effectively improve brand consistency online and ehance brand equity.

Chief Security Officer
CySecurity Pro
CySecurity Pro monitors the Tnternet for company-specific threats and promptly

reports them 1o help organizations effectively manage risks. This includes fraud,
physical threats, activism and legal challenges.

CySecurity Cards

“We are kicking a#! CySecurity Cards helps companies reduce fraud claims by momlonng the Internet for
with this thing!” . compromised credit and debit card numbers,
- Law Division, leading Wail i - ] ] ) .
Streat financial services fimm Cyveillance offers eBusiness Inteiligence for specific and unique customer needs.
This includes reputation management, the modeling of registries, lead generation
and Federal,

If you would like more information about Cyveillance solutions, please contact us
1oday to speak to a representative. 1-888-243.0097 or direct 703-351-1000.

1555 Wilsan Boulavard Tel: 703.351.1000
,,Mk = £ By « ' Suite 404 Fax: 703.312.0536
5 My ‘3 Arlinglon, VA 22208-2405 www.Cyveillance.com
'i‘hm!l 21t statet” B zansoan i I||s \l
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The Cybersource 2002
Online Fraud Report
indicates merchanis are
fosing on average 3%
of online revenues to
fraud.

Cyveillance empfoys a
series of high-speed
extraction agents to
continuously monitor
online sources and
protocols where credit
card numbers are
found, traded and sofd.

RIF

The Impact of Online Card Fraud

100% Relevant Intelligencem

A Unique Data Source to Combat Fraud

CySecurity Cards helps companies reduce fraud claims by monitoring the Internet
for compromised credit and debit card numbers. Card nurabers are logged and daily
data files are provided to clicnts for further review and import into internal fraud
monitoring systems. Enabled by quick identification and delivery of credit or debit
card numbers found online, companies can more cffectively protect their customers |
and minimize fraud expenses.

The Cybersource 2002 Online Fraud Report indicates merchants are losing on
average 3% of online revenucs to fiaud, The same report also indicated 22% of
merchaifts report an even more serious fraud problem, wilh 5% of revenues lost,
Banks and credit unions issuing credit and debit cards, as well as the major card
companies such a3 Visa and Mastercard, suffer financial losses due to the theft
and dissemination of card numbers in ke online environment. Consumers alse |
bear the cost in time and effort to rerove fraudulent charges from their record, or '
to repair a damaged credit rating.  Eardy detection of online fraud can help limit

damage to zll parties involved.

Data Extraction Agents Provide Unparalleled Coverage

[n order to thwart online fraud and limit financial losses, Cyveillance employs a
series of high-speed extraction agents lo continuously monitor online sources and
protocols where credit card numbers are found, traded and sold. These inciude:

« IRC/Chat Rooms: Users divectly share card information or provide links fo
sites where cards can be found.

« World Wide Web: Discussions or links to sitcs with card information.

= Usenet: Postings that include card numbetrs or links to site with card
information.

« FTP: Sites with listings of card numbers.

Any discussions oi postings containing credit card numbers from these sources are
logged. Parsing technology is used to extract specific card numbers and
associated information such as the isswing bank, card type, country of issue and
date detected.

r

Daily Deliveries Improve Response Time

Each day, Cyveillance provides an encrypted data file containing the card numbers
and related data collected over the past 24 hours. These files contain only client-
velevant cards, typically based on BIN number.
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CySecurity Cards

Enterprise-Class [nfrastructure Ensures Customer Data is Secure
Cyveillance takes greal steps to secure client data. Enterprise-class stotage systems are
backed-up daily and stored off site ai a Deparunent of Defense certified location,
Cyveillance’s onsite data center is proiected by third-party managed security services,
including intrusion detection and incident response. Tndustry standard firewalls, client
access control mechanisms and a variety of other measures are used to protect all
Cyveillance subsystems and, consequently, client data. Data securily between
Cyveillance and its clients is also a central focus therefore the Cyveillance online case
management system is equipped with SSL.

About Cyveillance

Cyveillance has emerged as the leader in eBusiness Iniefligence by providing services
to Global 1000 companies. Cyveillance delivers high-impact, 100% relevant,
actionable intelligence, drawn from-—and delivered securely over—the Internet.
Cyveillance’s Intelligence helps customers increase revenues, reduce costs, improve
opetational efficiencies and miligaie misston-critical rigk,

1585 Wilson Boulevard
Suite 404
Arlington, VA 22209-2405

Tel: 703.351.1000
Fax; 703.212.0536
www, Cyveillance.com
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One of the newest
onfine scams uses a
combination of spoofed
junk amail and fake
storefronts to harvest
personal information
from unwitting
consumers.

Cyveillance continuaily
monjotrs junk email,
new domain
registrations, and the
World Wide Web for
indications that

corporate identity theft

is occurting.

RIF

100% Relevant Intelligencem

CySecurity Identity

Protect Your Customers from Online Fraud

CySeecurity Identily belps companies quickly identify online scams misleading
customers through fraudulent use of their corporate identity. By continuously ~
mtoaitoring the fnternct, Cyveillance is able to find these online schemes in a
timely manner. Compantes can then take immediate action to alert and protect -
their cusiomers from fraud.

A Rapidly Growing Problem

One of the newest and most cffective online scams uses a combination of spoofed
Junk {spam) email and fake storefronis to harvest persoual information from
unwilting consumers. The scenario is sometimes called phishing, brand spoofing
or corpdrate identity theft. Regardless of what it’s called, the customers of many
well-known companies have fallen victim to this latest form of online fraud,
including Best Buy, Sony, and Bank of America.

Cyveillance’s automated technology continuously monitors junk email, new
domain registrations, and the World Wide Web' for indications that corporate
identity theft is occurring. When suspect email messages or web sites are
identified, the content is analyzed and embedded links are followed to uncover the
details of the scheme. Clienis are immediately alerted, enabling them to-take the
appropriate actions.

Through early identification of corporate identity theft schemes, CySecurity
Fdentity allows businesses to:

« Protect customers from online fraud and personal identity theft

+ Avoid negative customer experiences and brand damage associated with -
corporate identity theft

An Environment So Vast that Technology is the Only Answer
It is impossible 10 monitor the Internet {or cases of corporate identity theft using
manual methods or search engines designed for different purposes. That is why
Cyveillance has designed and developed a unique, proprietary technology
platform to extract, transform and deliver intelligence from millions of junk email
messages, over 5 billion web pages, and the thousands of new domain
registrations that ocour each day. !

Data Extraction Agents Provide Unparalleled Coverage
To ensure comprehensive coverage, Cyveillance employs a series of high-speed
exiraciion agents to monitor online sources. Primary sources monitored to
identify corporate identity theft include:

G il lance
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CySecurity provides
daily reports that
summarize any
suspicious Internet

activity.

CySecurity identity

= Junk email - Cyveillance extraction ngenis continuously process hundreds
of thousands of email messages each day to find cases of spoofed identities.

* World Wide Web - Cyveillance extraction agents crawl biilions of web
pages to identify any false storefronts masquerading as legitimate sites.

* New Domain Registrations - Cyveillance extraction agenis continuously
monitor for suspicious new domain registrations - a particularly effective
method for identifying {raud schemes before they’ve had a chance to occur.

Proprietary Data Transformation Engines Deliver 100%

Relevant Intelligence

Patented Cyveillance [ntelligence Center Technology delivers only those
incidents relevant to the fight against corporate identify theft. Cyveitlance
employs its Relevancy Engine to eliminate false positives. A dedicated
Cyveillance client manager configores the Relevancy Engine to meet specific
custemer requiremenis. And as needs change, the Relevancy Engine is
reconfigured to meet business objectives.

Daily Reports and Immediate Alerts Keep You Informed
CySecurity [dentity provides daily reports that summarize any suspicious Internet
activity; particularly new domain registrations that may indicate future corporate
identity theft plans, And, when 2 case of corporate identity theft or email
spoofing is discovered, a dedicated Cyveillance client manager provides
immediate notification.

Enterprise-Class Infrastructure Ensures Customer Data is Secure
Cyveillance lakes great sieps to secure client data. Enterprise-class storage systems
are backed-up daily and stored off site and at a Department of Defense certified
location. Cyveillance’s onsite data center is protected by third-party managed
security services, including inirusion detection and incident response. Industry
standard firewalls, client access control mechanisms and a variety of other
measures are used Lo protect all Cyveillance subsystems and, consequently, client
data. Data security between Cyveillance and its clients is also a central focus
therefore the Cyveiltance anline case management system is equipped with SSL.

About Cyveillance

Cyveillance has emerged as the leader in eBusiness Intelligence by providing
services to Global 1000 companies. Cyveillance delivers high-impact, 100%
relevant, actionable intelligence, drawn from—and delivered securely over—ihe
Internat, Cyveillance’s Intelligence helps customers increase revenues, reduce
costs, improve operational efficiencies and mitigate mission-critical risk,
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The FTC estimates that
identity theft cost
consumers and
businesses $53 billion
in 2002 '

Corporate Identity Theft

Executive Summary
Corporate identity theft is a rapidiy growing problem on the Internet that threatens

_ carporations and consumers abike. Also referved fo as “spoofing” or “phishing,”

corporate identity theft happens when an unauthorized group or individual
pretends to be a well-known company. The perpetrator ¢ypically uses a fraudulent
spam email or website to trick unsuspecting customers into sharing personal
information such as bank account and credit card numbers. Sony, Bank of
Montreal, Best Buy, UPS, and Citibank are just a few examples of companies who
have recently found themselves and their customers the victims of corporate

identity theft.

While the practice of corporate ideatity thefl is burgeoning, many organizations
don’t understand how or why the crime is perpetrated, and aren’t sure what to do
about it. Fortunately, a number of insights and best practices have emerged from
those companies that have been affected. The purpose of this white paper is 10
expose common tactics that criminals use to perpefrate corporate identity thefl,
and to arm companies with the knowledge necessary to protect themselves.

Background

tdentity theft is a well-publicized problem that has affected many people and
continues to get worse, I fact, the FTC estimates that identity theft cost
consumers and businesses $53 billion in 2002. What some people don’t realize is
thal identity theft is targeted not only at consumers, but it’s also an offense
directed at businesses; corporate identity theft ocours when criminals use a trusted
brand fortheir own purposes, posing as a recognized business entity.

There are many reasons why corporate identity theft is committed, but the most
common motive is t steal personal information or otherwise defraud a -
busingss’ cusiomers. Personal information harvested by ideniity thieves can
then be used Lo perpetrate identity theft against individuals, contributing to the
broader consumer problem.

The practice of corporate identity theft is not a new one—it has existed online
since the inception of the Internet. o previous years, fewer companies were
affected and, as with many security breaches, corperate victims were reluctant to
publicize incidents for fear of undermining customer confidence. Today, -
numerous corporate identily attacks oceur daily and, while some companies are
more vulnerable than others, anybody ¢ould be the next target.

The pervasiveness of corporate identity 1theft can be atiributed to many reasons,
not the least of which are technofogy and broader Internet adoption.
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Corporate identity theft
is an attack focused
directly at the heart of
any successful
business: their
customer base.

The impact of identity
theft can spiral out of
controf if it goes un-
addressed. “Looking
the other way” is not g
viable option.

Corporate ldentity Theft

Unfortunately, posing as a reputable company in the digital world is alarmingly
easy. Erecting a seemingly legitimate corporate web page can be as simple as
copying and pasting source code from the real thing. The crime of corporate
dentity thefl has also been attractive to criminals because the Infernet affords the
anorymity and mobility to perpeteate fraud with little fear of recrimination. As
with many other Fnternet-based crines, technological advances have outpaced
legislation and enforcement, )

Tn response to the recent growth in corporate identity theft, both Government and
the private sector have begun to dedicate resources to address the problem, and
have had some carly successes, There is a new sense of urgeney, and more of the
companies aflecied are fighting back. In the process, these companies have
gained insights into the tricks used by criminals, and have learned how best to
manage the risk. These key learnings can help you to implement processes to
protect yourself and your customers should you be attacked, and potentially avoid
an attack altogether.

The Costs of Corporate ldentity Theft

The business implications of corporate identity theft are significant—it is an
attack Tecused directiy at the hcart of any successful business: their customer
base. When a business' own brands are used to defraud theair loyal customers it
should be an affront 10 every employee, and combating this activity should be a
priority at ¢very level of the organization. In fact, how a company prepares for
and responds to such an offense is & good gauge of how customer-focused they
truly are.

Not only does a company have a moral obligation to protect their customers, but
they have a fiduciary responsibility as well. Corporate identity thefr attacks can
alienate loyal customers, uadermine confidence, and destroy brand equity. In
fact, identity theft ts now being perpetrated to the point where it threatens to
undesmine broader confidence in e-Business.

in addition 10 these “soft” costs, there is the direct impact of revenue loss
resulting from estranged customers who are unwilling to conduct further businéss
through the online channcl or at ali with that company. In some cases the
businesses can also be the ones defrauded. For example, if a phony storefront
collects account information that is used t¢ purchase goods from the legitimate
store, the meechant will likely end up bearing the costs of the goods shipped.

Finally, businesses targeted by corporate identity thieves incur the administrative

costs of associated customer service issues and public relations. Because identity
thefl is a hot issue and one that affects a fol of people, its impact can spiral out of
control if it goes un-addressed and word spreads. “Looking the other way” is not
a viable opiion. '
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Corporate ldentity Theft

How Corporate Identity Theft Works

There are many ways that corporate identity theft can occur on the Internet, but almost
all of them are.variations of luring a business’ customers to a phony destination that
appears to be legitimate. The premise by which the customers are enticed and the
vehicle of communicating with ihe customer can both vary, s can the end destination.
Some online messages may lure customers to send personal information by FAX or
phone, but the use of websites is far more prevalent.

Subject: BastBuy Ovder #1095610, Fraud Alert.

Importance: High
Dear customer,

Recently we have recelved an order made by uvsing your personal creditc
card information.

Thia order was made online at our official BestBuy websife on
06/17/2003, Qur Fraud Department has some euspiclons regarding this
order and we need you to visit a special Fraud Department page at our
web store where you can confirm or decline this wransaction by
providing ua with the correct information.

This e-mail address has been taken Erom Ratienal Credit Bureau.
e
Click the link below bto visit a special Fraud Department page to

reaolve the cauge of the problem,

Blig s Sy, ey candfiond, deparusent Jiwml

STSTEEA

Figure 1. I"xt.crpi ﬁrom ﬁ'auduicnl cmaﬂ targcu.‘d af Best Buy customers.
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The most widespread approach that
identity thisves vse is to first register
a misleading domain namae, then erect
“phisher” website that is similar to
the legitimate one, and finally send
customers an email that appears to
originatc from the targeted company.
The email entices the customer to visit
the website with an offer that’s too
good to refuse, or by convincing them
that there is a need to enter or update
account information. The identity
thigves who attacked Bssi Buy
customers actuzally posed as the “Best
Boy Fraud Department”
(see Figure 1.)

Qnce the personal information is
collected, it is sometimes used by
the perpetrator, buf more often it’s
sold or traded to other criminals
who use it for credit card fraud or
personal identity theft. These
exchanges are commonly made in
Internet chat rooms.

While financial gain is the most
common reason for corporate
identity theft, some attackers use the
crime to further other interests.
Activists, for example, sometimes
use corporate identity theft to
publicize a perceived wrongdoing or
cast the targeted company in a
negative light, Hackers may use
corporate identity theft to steal
passwords or spread a compuler
~wirus. This approach was evident in
a recent case of corporate identity
theft targeted at Microsoft

(see Figure 2.)
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“Phishing” scams
designed to steal
account information
are the most common
form of corporate
identity theft.

The FBI has seen a
steady increase in
complaints involving
unsolicited e-malils
directing consumers to
bogus banking sites.

Corporate ldentity Theft

----- Original Message-----

From: aw-confivm@ebay.com [mailto:aw-confirim@cbay . com]
Senc: Tueaday, September 15, 2003 2:53 AM

To: aboé78gaol . cam

subject: Changed eBay User LD

T

Dear abebt70@a0l. com 1

eBay is constancly working vo provide a safer and esasier trading
experience f[or our members. [n our ongoing efforts to pravent
unsolicited and posgibly Eraudulant email, we have decided to allow
only User IDs that do not include an ewail addresa. This policy takes
affect immadiately.

avoid any ionterruprion in your ability to trade on eBay, we have chosen
a Lemporary User 1D for you:

Wew Dzer ID: abxé781

Your passwoerd and email addresa on file have not been changed. You will
not receive a ‘Changed IDY icen becausge of this change. i

Tf you would like to change your temporary User 1D, please sign in at
htep://pages.ebay.com/ wicth your new User ID. Thea use the ‘Change User
ID' Ceature {Preferences arsa of My eBay] to chooge yout new eBay Oser
ID. [f you have any questions, you <an learn more about the ‘Change
Oger ID' feature and how ik works in our Help section.

-

LT

-
For wore informacion on this policy regarding User IDs, vefer to ‘User
ID Policy’ in Help at htip:/f/pages.ebay.com/.

Regarda,
EBay y

Copyright ® 2063 eBay Inc. all Rights Reserved.

eBay will not request personal data (password, credit card/bank
numiers) in an email.

Designated trademarke and brands ares the propercy of their reapective
DWNETE .

eBay and the eBay logo ave trademarks of eBay Ine.

Hpure 3. Exa mp]c Ofmmc.mio deptity thefl 1argeted at eBay customers

Who’s At Risk

Corporate identity thieves have targeted companies in nearly every industry, but
since most identity theft is perpetrated to facilitate financial crimes, banks and
other financial services companies have the greatest reason fo be alarmed. In
September 2003 the US Office of the Compiroller of the Currency (OCC)
veported that the FBI's Internet Fraud Complaint Center (IFCC) has seen a
steady increase in complaints involving unsolicited e-mails direcling consumers
to bogus banking sites or directly asking for personal financial information.
The OCC warned banks to take all possible precautions to protect customers
from & recent proliferation of Web-spooling e-mail scams.

Gyeillance
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Each step that a
corporate identity thief
fakes when perpetrating
their crime offers an
opportunity for
petential victims to
defect the attack.

Corporate Identity Theft

Companics with a significant online presence are alse finding themselves the
target of increasingly frequent attacks. Thig is because it’s easier to target
customers of organizations like 1SPs, registrars, e-commerce merchants, and
auction sites, ldentity thieves can often harvest customer email addresses
from online directories. Many of the major Internet companies like AOL,
eBay, Amazon.com, EarthLink, Verisign, or 1-800-Flowers.com have
customer bases large enough that even a random spam email attack is likely
to end up in a significant number of customer email boxes (see Figure 3.)
The customers of these organizations are also an attractive target because
they all mainiaia account information online that includes the credit or debit
card numbers sought by identity thieves.

Detecting and Combating Corporate
ldentity Theft

Each step that a corporate identity thief takes when perpetrating crime offers
an oppertumty for potential victims to detect the attack, sometimes before
any customers are affected. What follows is a four step process that
organizations can use to help detect and avert corporate identity theft attacks.
The first three steps offer companies an opportunity to lake action at each of
the following cominon stages: damam registration, site construction, and
sending spam ¢mail.

. Step 1. Monitor Domain Registrations

There are two reasons why identity thieves are registering domains. One is that
spam email filters will flag hyperlinks to TP addresses, and since spam email is a
favored vehicle for luring customers, identity thieves must use a registered
domain name if they want to be sure their emails reach their targets. The second
reason that most convincing “phisher” websites register a3 domain name is that it
further enhances their ruse. The name will typically be similar to the legitimate
sit2, or even include the company name in the address. Some rogistered- domains
include common typos or misspellings as a maechanism to capture unsuspecting
customers who type their intended destination directly into their browsers,

The following are examples of domains registered to target eBay customers:
* customerserviceebay.com
= info-update-ebay.net
= ebayaccountinfo.co.uk
* ebay-cgl.com
* 3signin-cbay.com
* cgid-chaysupport.ca
« ebaysecureacount.com

If an offender uses an entirely unrelated or random domain name they will risk
making customers suspicious and reduce the likelihood of a successful scam.

Cxeillance
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Best practice is to
defermine your course
of action in advance.

Even if you find the
domain, sometimes the
homepage waon't link fo
the page where the
crime is being
committed.

Corporate Identity Theft

Because of the similarity between fraudulent and legitimate domains, businesses
are afforded an opportunity to detect a threat of corporate identity thefl before it
ever happens. By reviewing a daily alert of newly registered domains, a company
can flag suspicicus domains and monitor them for illicit activity.

If the domain name infringes on a trademark, such as those shown in the eBay
example, the company ean pursue the offending pariy for cybersquatting, If a
fraud is already underway, the company can contact law enforcement, the TSP,
and/or the registrar. Best practice is to determine your course of action in
advanee and establish relationships with the parties who can help take down sites
if an attack occurs.

To facilitate the management of domain names, companies should not only monitor
new registrations but also centralize the registration process and know what they
already own. [f they don’t, it can be difficult 1o detect a rogue registration,
particularly if & criminal provides the target company information in the registration
information, making the registration appear legitimate on cursory examination.

Finally, its worthy 1o note that there was a time when [nternet fraudsters would
always use an P address for their fake websites, saving them the time ang trouble
of registering a demain name. While some identity thieves still don’t register
domains; many of them do, paying with a stolen credit card and using bogus
contact information. Unfortunately, most registrars make little effort to
authenticate the identification of registrants, making it easy to provide bogus
information or no information at 2ll. Some registrars, such as GoDaddy, even
offer anonymous registrations as an option.

Step 2. Monitor the Web

The next step a corporate identity thief takes before launching an atlack is
arecting a website. As such, moniloring the Web for the appearance of these sites
is the second step in protecting yoursel{ from corporate identity thefl. While
menitering global registrations is a great proactive approach, and must be done, it
can’t stand on its own. This is because there are many forms of corporate identity
theft that cannot be detected solely by monitoring domain names. Examples of
“phisher” websites that might not be detected by monitoring domain registrations
include the following:

+ Sites such as those referenced earlicr that can be found only by knowing the
IP address. For the reasons already discussed, these are not as common as
they once were, but they still exist.

* Fraud sites whose domain uames don’t include any variations of the targeted
company trademarks. Since there are typically more than 10,000 new
registrations per day in the gTLDs alone, it makes sense to focus on those
that appear to be targeting your company. Seme “phisher” sites might
register domains that have more generic doinains. In this case they
frequently use the company name in a sub-domain or somewhere else in the
page’s URL so that they appear legitimate. Another indication of a potential
fraud site is the presence of an @ symbol anywhere in the page URL.

+ Fraud web pages that are *orphan” pages which cannot be detected from a
domain homepage. In other words, even if you find the domain, sometimes
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Implement a prograrm
that makes it easy for
employees and
customers to report any
suspicious websites
that they encounter.

Figue 4

Fake AOL Billing Center
Jaunches a welcome
netification,

Corporate Identity Theft

"t fink to the page where the crime is being committed.

the homepage won the orim ittec
Oftentimes, the home page will say something like under construction _and
there will be no links that exist to a live fraudulent page, and thus there is no

way to know the address or find it without a hypetlink, which is usually
located in spam email.

There are a number of ways that companies can monitor the Web, some more
effective than others. The following is a brief list, together with their advantages

or limitations:

» lmplement a program that makes it easy for employees and customers to
report any suspicions websites that they encounter. This is a good idea
regardless of what ather monitoring techniques are employed.
Unfortunately, it means you won’t learn about a corporate identity theft
incident until the attack bias already been faunched and you risk learning

abowt it from your customers.

+ Conduct regular reviews of the search resufts on major search engines. The
effectiveness of this approach is limited by the Yack of Web-based links to
fraud sites and, when tinks do exist, the detay belore they are crawled and
appear in the search engine’s index. You can still vncover some “phisher”
gjtes by monitoring search e¢ngine resulis, though it is not particalarty
elfective or efficient.

* Subscribe to a service that will monitor the Web on your behalf. Qutsourcing
can provide the most comprehensive early detection solution, bat the service
will only be effective if it does not sely on commercial search engines, In
addition o crawling the web, the vendor must monitor web pages reached by
extracting hyperlinks from other online sources, such as spam and message
boards. Timing is important so resuls from this “cross feed” should be
reported daily or as close io real-time as possible. Idealty, the service
should send you an alert as soon as an incident is detected.

Corporate identity theft websites and
pages are usually carefully designed
to appear identical to the genuine
ones (see Figures 4 and 5.) 1o fact,
almost all of the “phisher” sites are
the resuft of copying exact code and
images from the legitimate page,
Many of the bogus sites furiher
confuse customers by including links
to a company’s real pages, such as
privacy statements or other
disclaimers. Tracking the sources of
inbound traffic to your privacy
statement could uncover fraudulent
sites, as could searching the Internet
for hyperlinks to that page.
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Corporate [dentity Theft

The meticulous detail reflected in the fraudulent sites makes it difficult to
distinguish the fake from the real thing, but it also empowers the targeted
company. Many fraud sites and emails are infringing on copyrights. Under
the provisions of copyright laws such as the Digital Millernium Copyright
Act (DMCA) and the European Union Copyright Directive (EUCD), affected

businesses have a variety of tools at their disposal {o take action against the
offending site.

Many fraud sites and
emails are infringing on
copyrights, giving the
fegitimate owner the
power to take action.
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Step 3. Monitor spam email

There are many different mediums by which an identity thief can reach a
business’ customers and lure them to a “phisher” website. The five most common
vehicles include the following:

Spam email is by far the » Hyperlinks from spam email

most common manner
by which identity :
thieves currently reach + Direct traffic through typopiracy and gybersguatting
a business’ customers. = Advertising, adware, or paid placement

*» Hyperlinks from the Web, Usenet, chat rooms, or other online environments

Spam email is by far the most common manner by which identity thieves
currentty reach a business® customers. This is because email allows the identily
thief to easily reach the largest number of customers in the shortest amount of
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The best approach is
for consumers to
simply avoid clicking
on any links in
unsolicited email,

Corporate Idantity Theft

time, at a negligible cost. Spam email can be easily altered so that it appears to
have originated from a legitimate source, and can be designed to be practically
indistinguishable from the real thing.

The tricks employed are sometimes very clever and although many companies
and organizations have tried to educate consumers on how to detect a
fraudulent email, even Iniernet experts can sometimes find it difficult. For this
reason, when companies are educating consumers to be ou alert, they are
advised to consider the following:

* Never contact your customers via email for any reason that would require
them to share personal information, or even to log into your siie by
clicking throvgh a link in the email. Repeatedly remind your customers o
this policy and reinforce its importance, :

= Tell your customers to NEVER click on links in email. Customers should
instead directly type or bookmark trusted Internct destinations. [f an email
arrives asking to update account information, the customer should type the
destination website directly into their browser rather than click the link provided.

While raising awareness of the issue is important, you need to ensure that a false
sense of-gecurity is not creaied among customers who feel they're armed with all
the knowledge necessary 1o spot a fake. The truth is that fraudsters are constantly
rolling out new tricks, some of which are very compiicated lo decipher, even for
the savviest of surfers. The bes| approach is for consumers to simply avoid
clicking on any links in unsolicited email, and travel to their desired destination
directly, or through a trusted source such as a reputable Internet portal.

[dentity thieves aiso believe that most companics do not know how to monitor
spam email nor detect when an attack is occurring. This is sometimes true,
though there are iwo ways a company can iackle this challenge:

The first way t0 monitor spam is to engage the help of company stakeholders to
monitor for abuse, As with monitoring the Web, employees, suppliers,
distributors, and even customers or investors can help a company monitor for
spam-based corporate identity attacks. Almost everyone has personal email
accounts and receives spam daily, oftentimes in high volumes. If a large company
can educate their employees, for example, and provide incentives and an easy way
to report suspicious email, they can effectively monitot tens or ¢ven hundreds of
thousands of spam emails per day. Disadvantages of the stakeholder monitoring
approach include the following:

s It is by definition a reactive approach, meaning that you don’t learn about an
incident until an attack has been launched.

» Implementing and managing ihe program can be an involved, time-
CONSUMIng process.

I3

» Asking your employees to monitor spam could affect productivity.

Tle second effective way to monitor spam is (o outsource the function to a

vendor. Cyveillance, for example, moaitors and analyzes hundreds of thousands
of spam emails daily for their clieats. Cyveillance technology scans each email
ang crawls all links to find incidents of corporate identity theft. It also includes
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Corporate Identity Theft

an alarm function that can notify a client of an aftack-24x7x365, maximizing youy
ability to take action before damage occurs.

Step 4. Get Involved

Recognizing the broader implications of corporate identity theft, companies and
organizations around the world have begun to wark together to address the issue.
"Only through high levels of cooperation will the public and private sectors be able
to successfully combar the problem. Industry coalitions and working groups have

begun to emerge that can serve as resources for affected companies.

On September 2, 2003 the [nformation Techneology Association of America
{ITAA) ansounced that a group of leading financial services, information
technology and elecironic commerce companies and organizations had formed an
industry coalition to fight online identity theft. The Coalition on Online [dentity
Theft will work to address four primary areas:

+ Expand public education campaigns agalnst online identity theft 10
protect consumers;

* Help promote technology and Self-help approaches for preventing and
dealing with online identity theft;

* Dogument and share non-personal information about emerging onling
fraudulent activity to stay ahead of criminals and new forms of online fraud,

= Work with government to cultivate an environment that prolects consumers
and businesses, and ensures effective enforcement and criminal penalties
against cyber thieves,

According to ITAA President Harris N. Miller, the Coalition is reaching out to
other companies and organizations interested in seeking educational, legal and
technical solutions to protect consumers and companies from online fraud and
safeguard the future of e-business. “Ultimatetly, the solution is a shared
responsibility among industry, government and consuiners to advance education
and awareness, stronger penallies, cooperation within industry and law
enforcement, and work fogether to prevent the spread of this problem into
e-commerce,” Miller said.

ln another recent development, Bank One announced that they are partoering with
the US Postal Inspection Service and other government entities for a new identity
theft public awareness program called “Operation: Identity Crisis,” a prevention
campaign to raise awareness among business and consumers. “Identity theft is
significant, serious and a growing concern,” said Chris Conrad, senior vice
president of fraud management for Bank One. “11"s something that consumers and
businesses need (o get educated about,..”
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Each step in the
process used to -
perpetrate identity theft
represents an
opportunity for the
targeted company to
detect an emerging
threat and take action.

Corporate ldentity Theft

Conclusions

Corporate identity theft is a growing problem online that can affect almost any
company and can cause serious damage. While there are a wide variety of means
by which the erime can be committed, common partterns have emerged.
Perpetrators will typicaily register a domain name, construct a “phisher” websits,
then send a spam email designed to lure customers uader false pretences for the
purpose of stealing their personal information.

Each step in the process used to perpetrate identity thefi represents an opportunity
for the targeted company to detect an emerging threat and take action. By
monitoring suspicious domain regisirations and websites, a company can
sometimes learn of an imminent atiack before any customers are affected. By
working collaboratively and extending monitoring efforts to spam email, a
company can take action to further limit their exposure and protect other
customers from being victimized. -
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About Cyveillance

Cyveillance, the leading provider of 100% Relevant ¢Business Intelligence™,
provides-Global 2000 organizations with high-impact, actionable intelligence
drawn from—and delivered securely over—the Internct. The company’s product
offerings include CySecurity, an early warning system for businesses to
proactively identify risk; CyMarketplace, a service that dramatically improves the
perfarmance of online distribution channels; and Cy WebWatch, a high RO
solution enabling clieats to pinpoint and eliminate online intellectual property
abuse thal is impacting their bottom line and reputation. The company lists over
20 of the Fortune 50 as customers.

Cyveillance is a fonnding member of the Coaligion on Online Identity Theft, an
organization formed by Microsoft Corp., RSA Security Inc., eBay Inc., Verisign,
Amazon.com, McAfee Securily, and several other leading corpanies to fight
online identity theft.

For more information, pleaée call 888.243.0097 or visit www.cyveillance.com.
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