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• MEM(lRANnUM OF UNJ)F.J~STANTHNG

• UETWEEN

• THE DEPARTMENT OF' STATE
• unREAV OF DIPLOMATIC SECnRJTY

• AND
THE OEPAHTMENT OF JDST[(]~FI(DERAL aUREAV OF INV]~STIGATlnN

CRIMINAL JlTSTICE INFORMATION SERVICES DIVISION

ANn

THE DEPARTMENT OF nEFENSl~

DEFENSE FORENSICS ANn IHOMETRICS AGENC\"

FUR

SHAIUNG OF BIOMETRIC .AND OTHER IDENTITY MANAGEMENT OATA

L PARTIES
The parties to this Mernorandmn of Understand.ing (MOU) <ire HK~ Depa.rtnK~nt of
Sta.k (DOS) .Bureau of Diplomatic Security (DS), the Departrnent ofJustice (DOl)
Federal Bureau oflnvestigatirm (FBI) Criminal Justice Inthrrhation Servkes (enS)
Division, and the Department of Defense (DOD) Defens{i.~ Forensics and Biometrics
Agency (DFBA), hereinafter referred to as "party" or ·'the parties,"

U. PFRPOS]C
The purpose of this MOU is to share biometric and contextual data among the parties.
by !ever<.tging existing data sharing practices through developing ~ direct .::onduit for
the partks to access databases storing hiometric int~Jrmati{)tL ft is in. the Nation's
interest for DS, ens and DFBA t<J s.hare this. int{:ml1atirm t'O ensure the prompt and
accurate updatim~ ofbimnetric f('cords \vnrIdvvUe, imamnteeirH,~ the overa!1 accuracvC .'_ - - ~ - -- ~

and thoroughness of regular name checks and background in'iestigat.ionsf~}r
, 1..'·1' ~ '1 " P 'I' '}' 'l l'r'·'smtaOLtity <UK, securIty (lel.ermuwtlOns, l'aclltatmg am llnprovmg tae capam.dtles oj:

each party to share bkH11{i.~tric infbnnation ,;vith each other \Vm directly dlbct the
satt~ty an.d security of iIS, Government oft1chls and faciLities domestically and
iutematlonal1y, Under an existing inh.HHl'ltion sharingMOU between DOD and FBI,
the DOD A:utol1lated Biometric rd{.~ntificatiol1System (ABtS) sha..res biometric
information vAth ens through the Integrated Automated Fingerprint Identification
Rv~teP'l (jAFjR) r~ke\.yi,~q n, 'lTd ens "l"n'e binpldrk dqt" dire~.ilv under'lrl~"'~.>' - -•. "c .'''.-. ,_C,'._' .d·_~_, .>'-"\';:" • x.. ),; _,x- _:'-.'X o,_.X(.,_,, . , ..'''', >c. C,;...,"'~, '. "',,", .', • ~...-..

interag(~ncy agre(~ment fornnn-criminal justice applicant fingerprint checks.

HL\UTHORITY
DFBA enters into this l'vl00 under the authority ofNational Security Presidentid
Directive-59 (NSFD-59)!Homdand Security Presidential Directive-24 (HSPD-24) t(H'

th(~ use, am~}ysis, and sharing ofbiornetric and associated biographi;;; and (:ontextual
information of individuals necessary to protect national security; Public La,v 106
246, section 112; and DOD Directive 8521.01 E, Department of Dd'ense Biometrics.

1.
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..,ns 'l 'Mor' 'r l' f ~ 1y S C ., q ')1 "8 F S C ., ''''3L, >. enters lnto tl1S t· .. .J u.rwer1 le aut:ionty (}:) ).>. ..... SIt l, 1.,"; .J.>." ,,', ~ :.U ,

534; 28 C.1".R. § 0.85; and the Attorney General's April 1L 2002, order to coordinate
<:md share informat.ion rdated to t.errorism.

DS enters into this IvfOU \.mder the authority ofExecutive Order 12968, Access to
Oassifkd Inforrnat.ion; 5 CF.R. § 731 ~ Suit~lbility and Actions; NSPD~59!HSPD-24
for the use, analysls, and sharing ofhiomet.ric and associat€:~d biographic and
cont.extual inJhrmation of individuals IH.:cessary to protect national security; HSPD~ 12
Jin~ use <>f th{.~ gmlern.,ment-wide standard identHkation systen"l.; HSPD-11 Tt:ga.rding
immigration; HSPD··6 for diplomatic, law enforcement, immigration, ViS~l and
protective processes; 22 U.S.c. § 4806, Protection ofForeign Consulates; 22 U.S.c. §
4807, Establish...l11ent ofVisa and Passport Security Program in the Department of
State; 18 tT.S.c. § 911, False representation of citizens of the United States; 18
u.s,c. § 1028, Fraud and rdakd ~wtivity in connection wlth ldenti.ticatiorl
lh . . .s:-d·" . 1(> "f "S f"' t' l" ~ £' t' d d(.locuments, aut entlcatwn ieamres, an' iJlrOrmatlon; () u ...,-" S )'1"0, ~'rau an'
rnlsuse ofvisas, permits; and other d(K~uments; and 18 U.S,C § 7, Special rnaritime
and territorial jurisdiction of the United States.

IV, HEFrNITIONS

A. BIOMETRIC: A m~~asure ofan identifying physical aspe;;.~t ofan individual
e.g., a 6.ng:erprint, iris scan, or DNA·······tbat can be turned into a digital template
capable ofbeing eledn..H:lically stored and compan~d tor veriflcation or matc.hing
purposes.

H. BIOMETRIC DATA: Computer data created during a biornetrk process. It
encompasses n:l\V sensor observations:. blometric samples, models, templates
and/or shnilarity scores. Biometric data is used to describe the information
coHected du.ring an enrnUmt:nt, veriHcaHon, or idenHfic~rf.ionprocess, but does m)t
apply to end user information such as user natne, demographic information and
authodzations.

C. SiOivlETHJCS: A general tenn used alternatively to describe a characteristic or a
process. '/\s a characteristic, it. is the measure of a biological (anatomical and
physiological) and/or behavioral biometric characterist1\.: lhat can be used for
automated recognition. As a process, it is autornated methods of recognizing an
individual ba:::K:d On the measure ofbiologkal (~·matomk~al and physiological)
and/z)f behavioral h10111etric characteristics.

D. CONTEXTU/\L DATA: Elements of biogmphical and situational in.hnnation
asso\.~ia(t:d \\rith an enrollment and permatwntly recorded as an integral component
of the biometric me.

1:'" DEROO/sTORY INFORIYJATiON: For the puxposes of this MUtT and associated
annexes, derogatory infbrmatlon is defined as any information related to kno\vn or
suspected involvement in terrorism or t.errorist activities; known crirninal history;
kno\\1J1 or suspe(~t~xt pmiicipation in espiomlg(~ or countt:r-intdJigence acti vities;
kumv:n or suspected fa.lsification of records in seeking emp!oym.ent with any U5,
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