FBI PTA:

UNCLASSIFIED/FOUO
b3

b7D
b7E

A new use of an IT system/project, including application of a new technology, that

changes how information in identifiable form is managed. t{F or example, a change

that would create a more open environment and/or avenue for exposure of data that

previously did not exist.)

A change that results in information in identifiable form being merged, centralized,
or matched with other databases.

A new method of authenticating the use of and access to information in identifiable
form by members of the public.

A systematic incorporation of databases of information in identifiable form
purchased or obtained from commercial or public sources.

A new intera;gency use or shared eg%ency function that results in new uses or
exchanges of information in identifiable form.

_ A change that results in a new use or disclosure of information in identifiable form.

A change that results in new items of information in identifiable form being added

into the system/project.

Changes do not involve a change in the type of records maintained, the individuals
on whom records are maintained, or the uise or dissemination of information from

the system/project.

Other. [Provide brief explanation]:

3. Does a PIA for this system/project already exist? NO. X __YES. Ifyes:

a. Provide date/title of the PIA: January 9, 2006

b. Has the system/project undergone any significant changes since the PIA? X __ NO.

___YES.

[The PTA is now complete and after division approval(s) should be submitted to FBI OGC/PCLU for
final FBI approval and determination if PIA and/or other actions are required .]
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Dave 10-23-201d By WSO/ L ibg)

FBI Privacy Threshold Analysis (PTA) Cover Sheet

NAME OF SYSTEM:

Enterprise Directory Service {E35)

(OGC/PCLU (Rev. 07/06/07)

FBI SYSTEM CONTACT PERSON

Name: |
Program Office: IATI
Division: SECD
Phone

Room Number:

Date PTA submitted for approval:

FBI OGC/PCLUPOC

Name:

[ ]
Phone:| |

Room Number: JEH-7338

FBI DIVISION APPROVALS.

collaboration with IT, security, and end-user management and OGC/PCLU.

the Paperwork Reduction Act should also be coordinated with the RMD Forms Desk.)

APIA (and/or PTA) should be prepared/approved by the cognizant program managementin
(PIAs/PTAs relating to electronic forms/questionnaires implicating

If the subject of a PTA/PIA is under the program

cognizance of an FBIHQ Division, prior to forwarding to OGC the PTA/PIA must also be referred to the FBIHQ Division for program review and

approval, if required by the FBIHQ Division.

Program Division:

FBIHQ Division:  3ECE

Program Manager Signature: Signature: /s/
(or other appropriate Date signed: Date signed:
executive as Division Name: Name:
determines) Title: Title: SECD/IAS/IATU Unit Chief
Division Privacy Officer Signature: Signature: /s/
Date signed: Date signed: 9/26/07
Name: Name: Jeffrey i Berkin
Title: Title: 3200, Depuity Assistant Director

Upon Division approval, forward signed hard copy plus electronic copy to OGC/PCLU (JEH Room 7338).

FINAL FBI APPROVAL:

FBI Privacy and Civil Liberties Officer

Signature: /s/
Date Signed:  9/29/07
Name:

Title:

David C. Larson

Acting Deputy General Counsel

Upon final FBI approval, FBI OGC will distribute as follows:
1- Signed original to 190-HQ-C1321794

Copies:

1-DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259

2-FBIOCIO / OIPP

1-FBI SecD (electronic copy via e-mail)
2*- Program Division POC /Privacy Officer
2*- FBIHQ Division POC /Privacy Officer

(*please reproduce as needed for Program/Division file(s))

epic.org

1- OGC\PCLU intranet website

1- PCLU Library
1-PCLU Tickler

EPIC-14-06-04-FBI-FOIA-20150616-7th-Production
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FBI PRIVACY THRESHOLD ANALYSIS (PTA
NAME OF SYSTEM: Enterprise Directos

) (OGC/PCLU (Rev. 07/06/07)
; Service (EDS)

For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact Assessment

(PIA) is required by conducting and following Privacy Threshold Analysis (PTA).

Whether or not a PIA is required, the system owner/program manager should consult with the FBI Records Management Division (RMD) to

identify and resolve any records issues relating to information in the system.
A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as follows:
A.  General System Description: Please briefly describe:

1. Type of information in the system:
Enrerprise Directory Service (ED5} is 2 directory service thar contains identity and access control attributes of F&] emplovees, contractors,
detailees and integrees.
a.  Ifthe system is solely related to internal government operations please provide a brief explanation of the quantity and type of

employee/contractor information:

identy and access control atiributes are the sriributes needed 1o aliow FBE mission critical appiications ro successtul authenticate and

st code, squad, RA (Resident

authotize users.  Examples include user's name, X309 certificase, citiz
Agency) code, progrant code, functionsd title, role, group/COHcommunity of interest), ete. Auributes will be collected from authoritative
data sources for users registered in the FBI PRl systern.

2. Purpose for collecting the information and how it will be used:

The EDS obiective is to support authentication, access control, and also workflow needs of the burean. it collects specific atwributes from

the various legacy authoritative dat sources and provides 3 unified view of those arributes to the clients (application systems or users).

3. Thesystem's structure (including components/subsystems):
o |
| | b7E
4. Means of accessing the system and transmitting information to and from the system:
ES v can only be accessed byl | frgers dara areributes from the vanious data sources: b7E

:Iﬁepending onthesource, it provides data attribures to clientsl I

5. Who within FBI will have access to the information in the system and controls for ensuring  that only authorized persons

T
o
i
c
(o]
=
i
i
o
Wy

can access the information:
£08 chients inciude: application systems, FRibat users, and administrative clients {directory administrator and applicanion specific

delegated administrarors).  EDS directory selution will enforce proper access control via privilege sroups and Access Control Policy Peint

{ACP} which are used by Oracle directory. In addivion, it alse uses Access Comrol List (ACL) and Ac “ontrol information (ATH ar the

direceory object, entry, or attrtbute feval
6.  Who outside the FBI will have access to the information in the system and controls for ensuring that only authorized persons
can access the information:

o FRinet will have access o EDS VL

Only EFBI personnet with acce

7. Has this system been certified and accredited by the FBI Security Divisions? ~ _ Yes ¥ No

ED5 1s currently going through irs C&A process for both the prototype and production systems.  We anticipate a full ATO for the

production system on the Finet.

epic.org EPIC-14-06-04-FBI-FOIA120150616-7th-Production EPIC-2007



FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: Enterprise Directory Service (EDS)

8 Isthis system encompassed within an OMB-300? X Yes No _ Don't Know

SECED/IATI Program - OMB 011-10-02-00-02-3231-00-404-140

R Was the system developed prior to April 17, 2003?
__YES (If “yes,” proceed to Question 1.)
XNO (If “no,” proceed to Section I1.)

1. Hasthe system undergone any significant changes since April 17, 2003?

__YES  If “yes,” please explain the nature of those changes:

(Continue to Question 2.)

NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,

and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)

NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,

and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
3. Isthe system solely related to internal government operations?
__YES  If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)
__No.  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for

review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised,

no PIAis required.  (FBland DOJ reviewing officials reserve the right to requirea  PIA)))

NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

Il.  Forsystems developed after April 17, 2003.

1. Whatis the purpose of the system? (Answer in detail unless details already provided in A. 2 above):

(Continue to Question 2.)

epic.org EPIC-14-06-04-FBI-FOIAZ20150616-7th-Production EPIC-2008



FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: Enterprise Directory Service (EDS)
2. Does the system collect, maintain or disseminate information in identifiable form about individuals?
X_YES  (If “yes,” please proceed to Question 3.)
__NO  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,
and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
3. Isthe system solely related to internal government operations?
X_YES If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)
X_No. (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU)
for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise
advised, no PIAis required.  (FBl and DO)J reviewing officials reserve the right to requirea  PIA.))
__NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)
Hl.  Full or Short-Form PIA
1. Isthe system a major information system (as listed on OGC's FBINET website)?
__YES  (If “yes,” afull PIAis required. ~ PTAis complete.)
__NO (If “no,” please continue to question 2.)
2. Does the system involve routine information AND have limited use/access?
__YES  Ashort-form PIAis required.  (le, you need only answer Questions 1.1, 1.2, 2.1, 3.1, 4.1, 5.1 (if appropriate), 6.2, 6.3,
and 8.9 of the PIA template))  Please note that FBI
and DOJ reviewing officials reserve the right to

require completion of afull PIA.  (PTAis

complete—forward with PIA.)

NO (If “no,” afull PIAis required.  PTA is complete.)

epic.org EPIC-14-06-04-FBI-FOIA320150616-7th-Production EPIC-2009
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FBI Privacy Threshold Analysis (PTA) Cover Sheet  (rev. 10/31/06)

NAME OF SYSTEM: Voice Recognition Software

FBI SYSTEM CONTACT PERSON

Name
Program Oftice: none
Division: note: project for Associate Deputy Director Joseph Ford
Phone |

Room Number: 6026

Date PTA submitted for approval:  01/12/07

FBI DIVISION APPROVALS:

Program Manager Signature: TWS [digital]
(or other appropriate executive as Division Date signed: 01/12/07 [digital]
determines) Namel

Title: Special Advisor to the Chief Financial Officer

Division Privacy Officer Signature:
Date signed:
Name:

Title:

Upon Division approval, forward signed hard copy plus electronic copy to OGC/Privacy and Civil Liberties Unit
(PCLU) (JEH Room 7338).

FINAL FBI APPROVAL:

FBI Privacy and Civil Liberties Officer Signature: /s/
Date Signed: 5/10/07
Name: David C. Larson for Patrick W. Kelley

Title: Deputy General Counsel

Upon final FBl approval, distribute as follows:

Original signed copy to 66F-HQ-C1321794

Copies:
1-DO)J Privacy and Civil Liberties Office (Main Justice, Room 4259)
1-FBIOCIO
1-FBISecD
2 - Division POC /Privacy Officer
(please reproduce as needed for Program/Division file(s))
1-0GC\PCLU Intranet website
1-PCLU Library

epic.org EPIC-14-06-04-FBI-FOIA-20150616-7th-Production
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM: Voice Recognition Software

For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact

Assessment (PIA) is required by conducting and following Privacy Threshold Analysis (PTA).

A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as

follows:

. Was the system developed prior to April 17, 2003?
__YES (If “yes,” proceed to Question 1.)

X NO (If “no,” proceed to Section I1.)

1. Hasthe system undergone any significant changes since April 17, 2003?

__YES  If “yes,” please explain the nature of those changes:

(Continue to Question 2.)

NO (If “no,” the PTA is complete and should be sent to FBI OGC's Administrative Law Unit

for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise

advised, no PIA is required.)

2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about

individuals?
__YES  (If “yes,” please proceed to Question 3.)

NO (If “no,” the PTA is complete and should be sent to FBI OGC's Administrative Law Unit
for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise
advised, no PIA is required.)

3. Isthe system solely related to internal government operations?

__YES  If "yes," please provide a brief explanation of a) the purpose of the system, and b) quantity and type of

employee/contractor information:

Is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)

__No.  (If “no,” the PTAis complete and should be sent to FBI OGC's Administrative Law

Unit for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office.

1
epic.org EPIC-14-06-04-FBI-FOIA-20150616-7th-Production FPIC-2235



FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM: Voice Recognition Software

Unless you are otherwise advised, no PIAis required.  (FBl and DO)J reviewing officials

reserve the right to requirea  PIA))

NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

Il.  Forsystems developed after April 17, 2003.
1. Whatis the purpose of the system? (Answer in detail and proceed to Question 2.)
Voice Recognition Software (VRS) has three primary areas of functionality.  Dictation, whereby spoken language is
transcribed to written text; commands that control, whereby spoken language is recognized as command to perform an action;
and finally text-to-speech whereby written text is converted to synthesized audio stream.
The FBI project team assumes that the main usage at the Bureau will be the transcription of spoken language to written text.
2. Does the system collect, maintain or disseminate information in identifiable form about individuals?
X YES (If “yes,” please proceed to Question 3.)
__NO  (If “no,” the PTAis complete and should be sent to FBI OGC's Administrative Law
Unit for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised,
no PIAis required.)

3. Isthe system solely related to internal government operations?

X YES If "yes," please provide a brief explanation of a) the purpose of the system, and b) quantity and type of

employee/contractor information:

a) the purpose of the system is to facilitate the transcription of documents that need to be created with or
without voice recognition software (VRS).  For example, without VRS agents need to complete 302's by typing from their rough case
notes; with VRS agents could complete 302's by dictating their case notes into the software and then modifying the document as needed

to ensure accurate capture of the information.  In either case, the final product should be the same.

b) Information captured by VRS will include the same case and other administrative information already

captured by 302's and other standard FBI documents.

The quantity and type of employee/contractor information should be the same with or without VRS.

Is this a Major Information System (as listed on OGC's FBINET website)?:

_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)
X No. (If “no,” the PTA is complete and should be sent to FBI OGC's Administrative Law

Unit for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you

2
epic.org EPIC-14-06-04-FBI-FOIA-20150616-7th-Production FPI(C-22368



FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM: Voice Recognition Software

are otherwise advised, no PIAis required.  (FBl and DO reviewing officials reserve the right to

requirea  PIA))

NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

3
epic.org EPIC-14-06-04-FBI-FOIA-20150616-7th-Production FPIC-2237
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FBI Privacy Threshold Analysis (PTA) Cover Sheet (0Gc/PCLU Rev. 07/06/07)

NAME OF SYSTEM: Security Access Control System (SACS)

FBI SYSTEM CONTACT PERSON

Name:

Program Office: Security Operations Section
Division: Access Control Unit

Phone:|

Room Number: 1358

Date PTA submitted for approval: March 26, 2008

FBI OGC/PCLU POC
Name:
Phone;
Room Number: JEH 7338

FBI DIVISION APPROVALS. A PiA {and/or PTA} should be prepared/approved by the cognizant
program management in collaboration with IT, security, and end-user managernent and OGC/PCLU
{(PIAS/PT As relating to electronie forms/questionnaires nmplicating the Paperwork Reducton Act should
also be coordinated with the RMD Forms Desk ) i the subject of a PTA/PIA is under the program
cogmzance of an FBIHO Division, prior to forwarding to OGC the PTA/PLA must aiso be referred to the
FRIHG Division for program review and approval, i required by the FBIHO Division.

Program Division: FBIHQ Division:
Security Operations Section Security Operations Section
Program Manager Signature: Signature: /s/
(or other appropriate Date signed: Date signed: 04/17/08
executive as Division | Name: Name:
determines) Title: Title: Unit Chiet
Division Privacy Signature: Signature: /s/
Officer Date signed: Date signed: 4/18/08
Name: Name: Michael A. Morehart
Title: Title: DAD

Upon Division approval, forward signed hard copy plus electronic copy to OGU/PCLU (JEH Room 7338

:FINAL FBI APPROVAL:

FBI Privacy and Civil Liberties Officer

Signature: /s/

Date Signed: 6/26/08

Name;:
Title:

David C. Larson
Acting Deputy General Counsel

Upon final FBI approval, FBI OGO will distrtbute as follows:

1 - Signed original to 190-HQ-C1321794

Copies:

1 - DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259 1 - OGC\PCLU intranet website

2 - FBI OCIO / OIPP

1 - FBI SecD (electronic copy via e-mail)

2* - Program Division POC /Privacy Officer

2*- FBIHQ Division POC /Privacy Officer
(*please reproduce as needed for Program/Division file(s))

epic.org

1 - PCLU Library
1 - PCLU Tickler
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: Security Access Control System (SACS)

For efficiency, a system owner or program manager can be aided in making the determination of whether a
Privacy Impact Assessment (PIA) is required by conducting and following Privacy Threshold Analysis
(PTA).

Whether or not a PIA is required, the system owner/program manager should consult with the FBI Records
Management Division (RMD) to identify and resolve any records issues relating to information in the

system.

A PTA contains basic questions about the nature of the system in addition to a basic system description. The
questions are as follows:

A. General System Description: Please briefly describe:

1. Type of information in the system:

SACS contains o bf personal information containing Name | b7E
| | Also, data on security clearance issues are
included.
a. Ifthe system is solely related to internal government operations please provide a brief
explanation of the quantity and type of employee/contractor information:
SACS currently housesl Jand validates the following data: Name,[ | b7E
| | Also, data on security clearance issues are
included.

2. Purpose for collecting the information and how it will be used:

The purpose of SACS is to provide controlled access into the FBIHQ. The system issues and tracks
identification badges for the FBI and monitors alarm systems. It performs database functions
(granting/denying) on an isolated network which is used to assist in regulating physical access for the J.
Edgar Hoover (JEH) F.B.1. building. The SACS identification access cards are programmed to grant/deny
the holder access to the facility, or select rooms based upon access level granted by FBI security.

SACS is used to create and activate both permanent and temporary identification badges. SACS is
programmed with information indicating which badge is authorized for access to specific areas and the
timeframes for which that access is valid. To gain facility and office access, the Security Division must
approve the request based upon background investigation and need to know. After being approved, all
FBIHQ employees, contractors, visitors, and others requiring access to the facility are issued an
identification badge. The type of photo badges issued may be permanent, temporary, or visitor, and each
type utilizes a different color scheme. Everyone who is issued a badge falls under one of the three types.
Each badge is a proximity access card. An activated proximity access card is required to activate card
readers that control the facility perimeter turnstiles, access to offices, rooms, or Sensitive Compartmented
Information Facilities (SCIFs). When a badge is placed next to (close proximity) a specific card reader,
SACS determines if the badge is valid for access through that access point at that time. Based on that
validation, the SACS either activates or does not activate the controlling mechanism (e.g., turnstile, door
lock). Some card readers require the badge holder to enter a 5-digit personal identification number (PIN) in
addition to swiping/reading of the badge, in which case both the badge and the PIN (dual factor

epic.org EPIC-14-06-04-FBI-FOIA-20150616-7th-Production FPIC-2221



FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: Security Access Control System (SACS)

authentication) must be a valid matching set and associated with that card reader at that time, in order to
permit entry. The SACS logs all attempted accesses whether valid or invalid.

3. The system's structure (including components/subsystems): | b7E

4. Means of accessing the system and transmitting information to and from the system:
Log in directly into the SACS application.

5. Who within FBI will have access to the information in the system and controls for ensuring that
only authorized persons can access the information:
Access to SACS will be controlled by unique user accounts and system roles. Only users assigned to the
FBI's Access Control Unit, SACS Administrator and ISSO roles will have access to user account data.
Only the Privileged User and system administrators will have access to the server’s desktop. Total number
of users within the ACU is| | b7E

6. Who outside the FBI will have access to the information in the system and controls for ensuring
that only authorized persons can access the information:
No other agencies outside of the FBI use or will have access to the system or to the information in the
system. SACS uses access control measures for providing authorized users access to SACS.

7. Has this system been certified and accredited by the FBI Security Divisions? X Yes  No

8 Is this system encompassed within an OMB-300?  Yes No X _Don't Know
{if ves, please attach copy of latest one.)

I Was the system developed prior to April 17, 2003?
___YES (If “yes,” proceed to Question 1.)
X NO (If*“no,” proceed to Section I1.)
1. Has the system undergone any significant changes since April 17, 20037
___YES [If*yes,” please explain the nature of those changes:
(Continue to Question 2.)
~__NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil
Liberties Unit (PCLU) for review, approval, and forwarding to DOJ's Privacy and Civil Liberties

Office. Unless you are otherwise advised, no PIA is required.)

2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable
form about individuals?

__YES  (If “yes,” please proceed to Question 3.)

~__NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties

epic.org EPIC-14-06-04-FBI-FOIA&-20150616-7th-Production FPI-2227



FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: Security Access Control System (SACS)

Unit (PCLU) for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office.
Unless you are otherwise advised, no PIA is required.)

3. Is the system solely related to internal government operations?
__ _YES If"yes," is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If"yes," afull PIA is required.. PTA is complete.)

__ No. (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and
Civil Liberties Unit (PCLU) for review, approval, and forwarding to DOJ's Privacy
and Civil Liberties Office. Unless you are otherwise advised, no PIA is required.
(FBI and DOJ reviewing officials reserve the right to require a PIA))

~__NO (If “no,” go to section III to determine if a full or short-form PIA is required.)

II. For systems developed after April 17, 2003.

1. What is the purpose of the system? (Answer in detail unless details already provided in A. 2 above):
See A. 2. above. (Continue to Question 2.)

2. Does the system collect, maintain or disseminate information in identifiable form about individuals?

X YES (If “yes,” please proceed to Question 3.)

___NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties
Unit (PCLU) for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office.
Unless you are otherwise advised, no PIA is required.)

3. Is the system solely related to internal government operations?
X YES If "yes," is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If"yes," afull PIA is required.. PTA is complete.)
X No. (If*“no,” the PTA is complete and should be sent to FBI OGC's Privacy
and Civil Liberties Unit (PCLU) for review, approval, and forwarding to DOJ's
Privacy and Civil Liberties Office. Unless you are otherwise advised, no PIA is
required. (FBI and DOJ reviewing officials reserve the right to require a PIA)))
~__NO (If “no,” go to section III to determine if a full or short-form PIA is required.)
II. Full or Short-Form PIA
1. Is the system a major information system (as listed on OGC's FBINET website)?
__YES  (If “yes,” a full PIA is required. PTA is complete.)

~__NO  (If*no,” please continue to question 2.)

2. Does the system involve routine information AND have limited use/access?

epic.org EPIC-14-06-04-FBI-FOIA20150616-7th-Production FPIC-2223



FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: [insert name}
~_YES A short-form PIA is required. (L.e., youneed only answer Questions 1.1,1.2,2.1,3.1,4.1,

5.1 (if appropriate), 6.2, 6.3, and 8.9
of the PIA template.) Please note
that FBI and DOJ reviewing
officials reserve the right to require
completion of a full PIA. (PTA is
complete---forward with PIA )

__NO  (If “no,” a full PIA is required. PTA is complete.)

epic.org EPIC-14-06-04-FBI-FOIA-20150616-7th-Production FPI(-2224
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