February 10, 2015
David Kaye
United Nations Special Rapporteur
Office of the High Commissioner for Human Rights
Re: Use of encryption and anonymity in digital communications
Dear Mr. Kaye:
The Electronic Privacy Information Center (“EPIC”) writes to you in response to
your call for information on the use of anonymity and encryption in digital
communications.1 Both anonymity and encryption in digital communications are
supported by numerous international reports and guidelines as essential to protecting the
human right of privacy. The 2015 Human Rights Council report should incorporate
recommendations of these authoritative international frameworks because they signify
international anonymity and encryption norms.2
EPIC is a public interest research center in Washington, D.C., established in 1994
to focus public attention on emerging civil liberties issues and to protect privacy, the First
Amendment, and constitutional values. EPIC has a particular interest in preserving the
use of encryption and anonymity in digital communications.3 In 1994 EPIC led the effort
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in the United States to oppose the “Clipper Chip,” the NSA’s proposal for key escrow
encryption that would have severely crippled the privacy and security of online
communication.4 EPIC also published the first comprehensive survey of encryption use
around the world and worked in support of the OECD Cryptography Guidelines of 1997.5
EPIC continues to urge Congress and federal agencies to establish strong encryption
standards.6 And EPIC has filed amicus briefs in the Supreme Court arguing that the
protection of anonymity is a core value protected by the First Amendment.7
Privacy is a fundamental human right, widely recognized around the world. The
United States Constitution guarantees individuals the right “to be secure in their persons,
houses, papers, and effects” against unreasonable searches and seizures.8 Supreme Court
Justice Louis Brandeis, recognized the right to privacy as “the most comprehensive of
rights, and the right most valued by civilized people.”9 The Universal Declaration of
Human Rights is clear that “[n]o one shall be subjected to arbitrary interference with his
privacy, family, home or correspondence, nor to attacks upon his honour and reputation.
Everyone has the right to the protection of the law against such interference or attacks.”10
Article 8 of the European Convention on Human Rights states, “[e]veryone has the right
to respect for his private and family life, his home and his correspondence.”11 The
International Covenant on Civil and Political Rights also memorialized privacy as a
fundamental right.12
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In our modern age, encryption is the key technique and anonymity is the core
legal right that protects the right to privacy. The importance of cryptography – the
practice and study of techniques for secure communication13 – is the foundation of
privacy protection in the modern age. As Whitfield Diffie, one of the fathers of modern
cryptography, has stated, “Cryptography is perhaps alone in its promise to give us more
privacy rather than less ….”14 Leading security expert Bruce Schneier notes the central
role of encryption, stating “cryptology is a core technology of cyberspace. It lets us take
all the business and social constructs we’re used to in the physical world, and move them
to cyberspace. It’s the technology that let’s us build security into cyberspace, to deal with
the attacks and the attackers ….”15
The recognition of technologists that cryptography is central to robust privacy and
security is now well established in international policy instruments. The 1997 OECD
Guidelines for Cryptography Policy, recognizing the tremendous growth of electronic
networks world-wide, “has raised a legitimate concern with respect to the adequacy of
security and privacy measures for information and communications systems and the data
which is transmitted and stored on those systems.”16 The OECD Guidelines established
cryptography as the essential technique to protect confidentiality and integrity of data
networks.17 As the OECD Guidelines explained, “[t]he fundamental rights of individuals
to privacy, including secrecy of communications and protection of personal data, should
be respected in national cryptography policies and in the implementation and use of
cryptographic methods.”18
Anonymity is a second critical pillar for the protection of privacy in the modern
era. “The right to anonymity flow[s] from the conception of privacy as a fundamental
human right. Anonymity is the right to control the disclosure of one’s actual identity, the
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bedrock of privacy.”19 The freedom to communicate anonymously safeguards individual
privacy. Anonymous speech fosters a democratic marketplace of ideas without fear of
retribution.20 The U.S. Supreme Court has recognized “the interest in having anonymous
works enter the marketplace of ideas unquestionably outweighs any public interest in
requiring disclosure as a condition of entry.”21 Well-established international frameworks
have also espoused anonymity as a way to preserve privacy and free speech. The Draft
Declaration of Internet Rights states, “[a]ny person can anonymously communicate
electronically in order to exercise civil and political freedoms without being subject to
discrimination or censorship.”22 Recognizing the importance of preserving anonymous
speech, the Madrid Privacy Declaration recommended extensive research into the
adequacy of de-identification techniques.
Encryption and anonymity are recognized internationally as the fundamental
pillars of the right to privacy in the modern age. We look forward to the 2015 Human
Rights Council report reflecting the important role of secure, anonymous
communications in the digital age.
Sincerely,
Marc Rotenberg
EPIC President
Khaliah Barnes
EPIC Administrative Law Counsel
Jeramie D. Scott
EPIC National Security Counsel
Jared Galanis
EPIC Law Clerk
Gregory Evans
EPIC Law Clerk
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