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SUMVARY AND REQUEST FOR ORAL ARGUMENT

The Ransey County search warrant seeking the contents of
el ectronic comunications stored at Yahoo! in Santa Clara,
California - - faxed to Yahoo! for execution outside the presence
of M nnesota or Californialawenforcenment by a person or program
at Yahoo! yet to be determ ned or disclosed - - was executed in
vi ol ati on of the physical presence requirenent of 18 U. S. C. 83105
and the Fourth Amendnent.

Magi strate Judge Sweari ngen and Judge Magnuson percei ved t he
fundamental flaw of the Ranmsey County search warrant faxed to
Yahoo! for execution outside the presence of | aw enforcenent and
determ ned that M nnesota law, federal law and the Fourth
Amendnent forbid convertingthe execution of search warrants into
t he equi val ent of serving subpoenas sinply because the requested
evidence involved the contents of electronic comunications
stored in a renote conputer.

Appel l ee respectfully requests this Court to grant ora

argument of at |east 20 m nutes.
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STATEMENT OF THE | SSUES

WHETHER  THE DI STRI CT COURT PROPERLY
DETERM NED THAT THE RAMSEY COUNTY SEARCH
WARRANT FAXED TO YAHOO | N SANTA CLARA,
CALI FORNI A FOR EXECUTION - OUTSIDE THE
PRESENCE OF STATE OR FEDERAL LAW ENFORCEMENT
— VI OLATED STATE LAW FEDERAL LAW AND THE
FOURTH AMENDMENT.

Ayeni v. C B.S., Inc., 848 F.Supp. 362, 367 (E.D.N Y. 1994)
Morris v. State, 622 So.2d 67 (Fla.App. 4 Dist. 1993)

WHETHER THE PHYSI CAL PRESENCE REQUI REMENT OF
LAW ENFORCEMENT AT THE EXECUTI ON OF A SEARCH
WARRANT — CODIFIED IN 18 U.S.C. 83105 -
GUARANTEES FUNDAMENTAL FOURTH  AMENDMENT
PROTECTI ON AGAI NST GENERAL SEARCHES THROUGH
PARTI CULARI ZED JUDI CI AL AUTHORI ZATI ON OF THE
SCOPE OF SEARCH DELEGATED TO LAW ENFORCEMENT
WTH A SWORN DUTY TO UPHOLD THE CONSI TUTI ON.

United States v. Maxwell, 45 M J. 406, 421 (C. A A F. 1996)
Morris v. State, 622 So.2d 67 (Fla.App. 4 Dist. 1993)

WHETHER LAW ENFORCEMENT DELEGATI ON OF THE
EXECUTI ON OF SEARCH WARRANTS FOR THE CONTENTS
OF ELECTRONI C COVMUNI CATI ONS LI KE SUPOENAS TO
| NTERNET SERVI CE PROVI DERS - | MMUNE FROM
LI ABI LI TY UNDER 18 U.S.C. §2703(e)(2001) -
VI OLATES THE FOURTH AMENDMVENT PROHI BI TI ON
AGAI NST GENERAL SEARCHES.

United States v. Maxwell, 45 MJ. 406, 421 (C. A A F. 1996)




STATEMENT OF THE FACTS
A THE RAMSEY COUNTY SEARCH WARRANT FAXED TO YAHOO | N

SANTA CLARA, CALI FORNI A ON JANUARY 3, 2001

Sgt. Brooke Schaub of the St. Paul Police Departnent went to
t he hone of A.M on October 10, 2000 after A.M’s nother viewed
the words “don’t you want to see nme again?” on the screen of
A.M’'s conputer. [See Schaub Application for Search Warrant and
Supporting Affidavit - - Appellant’s Appendix at 2; hereafter
“App. at __ "]. A.M told Schaub that he had nmet the person
identified as “dl bchl5” in a chat roomoperated by Yahoo!. A M
deni ed sexual contact to Schaub and deni ed sexual contact at the
Children’s Hospital and failed to identify Dal e Robert Bach by
photo identification. [App. at 3].

Schaub seized A .M’'s conputer for forensic exam nation
[ App. at 3].

On Cctober 11, 2000, Schaub sent a letter to Yahoo!
requesting preservation of emails on the account of

dl bchl5@rahoo! . com*®. . .[p]ending the initiation and subm ssion

of a court order. . .” [App. at 7]. Between October 11, 2000 and
January 3, 2001, Schaub | earned that a person whose profil e was

“dl bchl5@rahoo! . cont’ had been a subscriber to Prodigy and was

named Dal e Robert Bach residing at 3512 Nicollet Avenue Sout h,

M nneapolis, M nnesota (612) 825-9832. Schaub al so | earned t hat



def endant had a previous conviction for crimnal sexual conduct
in Duluth, Mnnesota from 1996. [App. at 3].

Based on the above-summari zed i nformati on, Schaub sought a
Ransey County search war r ant for emai | s bet ween

dl bchl5@rahoo!.com and possible victinms of crimnal sexual

conduct including enticement of mnors online. [App. at 5].
Schaub also sought internet protocol addresses and ISP

i nformation seeking to gain the equivalent of caller IDto place

a conmputer at 3512 Nicollet Avenue South, M nneapolis, M nnesota.

Schaub’s Affidavit in support of the Ransey County search
warrant referenced his October 11, 2000 preservation letter to
Yahoo! wunder 18 U S.C. 82703(f)(2001). [App. at 4] Schaub
concluded his Affidavit in support of the Ranmsey County search
warrant to be faxed to Yahoo! wth the assertion that the
suspect was involved “. . .in the Solicitation of Mnors for

sexual purposes using the internet in violation of Mnn. Stat.

8609. 352. " [App. at 4]. Schaub did not seek child pornography as

defi ned under Mnn. Stat. 8617.247 or 18 U.S.C. 8§2252A.

Schaub faxed the search warrant to Yahoo! for execution on
January 3, 2001 and received a DHL Wor| dwi de Express package on
January 9, 2001 containing 1 zip disk with all the emils

preserved by Yahoo! in A.M’s account [bubbagun7@ahoo!.con] and




six emails fromdl bchl5@ahoo!.comincluding a photograph of a

naked boy. [App. at 6].
B. THE HENNEPI N COUNTY SEARCH WARRANT EXECUTED ON
JANUARY 26, 2001
Sgt. Schaub supplied the Yahoo! evidence as probabl e cause
for the Hennepin County search warrant executed at 3512 Nicol | et
Avenue South, M nneapolis, M nnesota at defendant’s honme on
January 26, 2001. [App. at 28]. This search warrant was for the
possessi on or distribution of child pornography and produced t he
bul k of the evidence supporting the eight counts in the August 7,
2001 Indictnment. [App. at 26].
C. PRETRI AL RULI NGS
Magi strate Judge Swearingen I ssued a Report and
Recommendati on on October 24, 2001 suppressing all evidence from
t he Ransey County search warrant faxed to Yahoo! and t he Hennepin
County search warrant at defendant’s home - - based on the
finding that the execution of the Ransey County search warrant
faxed to Yahoo! violated the requirenment of 18 U. S. C. 83105 t hat
a search warrant be executed in person by the authorized |aw
enforcenment official. On Decenber 14, 2001, Judge Magnuson
affirmed the suppression of evidence obtained from the Ransey
County search warrant faxed to Yahoo! but found that the evidence

obtained from the Hennepin County search warrant had an



i ndependent basis apart fromthe Ranmsey County search warrant.
Judge Magnuson determ ned that the Ransey County search warrant
faxed to Yahoo! for execution on January 3, 2001 violated M nn.

Stat. 8626.13, Mnn. Stat. 8626A. 06, subd. 10, 18 U. S. C. 83105 and

the Fourth Amendment. !

! Judge Magnuson suppressed only the fruits of the Ranmsey County
search warrant faxed to Yahoo! - - and not the fruits of the
Hennepi n County search warrant producing nost if not all of the
evidence inthe instant case. It has yet to be determ ned how many
- - if any - - of the eight counts inthe instant Indictnment would
be affected.

7



SUMVARY OF THE ARGUNMENT

The gover nment argues t hat t he physi cal presence requirenent
of | aw enforcement at the execution of a search warrant codified
in 18 U.S.C. 83105 has effectively been elimnated by the | ack of
such requirement in the specific provision of 18 U S C
§2703(a) (2001) of the Electronic Conmmunications Privacy Act [18
U.S.C 82701-11(2001); hereafter, “ECPA’].2 The governnent al so
argues from a policy standpoint that the physical presence
requi renment of |aw enforcement at the execution of a search
warrant is an inconvenient, inpractical andtinme consum ng burden
on | aw enforcenment - - especially in the post Septenber 11, 2001
Amer i ca.

Yahoo! and the Amci Curiae including the Conputer and
Communi cati ons | ndustry Associ ati on, et al., advance concerns for
the privacy, First Amendnent and Fourth Anmendment rights of
subscri bers whose i nterests m ght be jeopardi zed shoul d word get
out that | aw enforcenment m ght access their emails in search of a
suspect’s emails. Yahoo! purports First Amendnent concern that

“. . .regular on-site | awenforcenent presence woul d threaten t he

privacy of. . .subscribers and chill their freedom of speech.”
[Brief of Am ci Curiae Yahoo! et al., at 3]. Yahoo! purports
2 The district court heldthat 18 U.S. C. 82703 (2001) “. . .is not

an exception to and does not provide an alternative mode of
execution fromsection 3105.” [ Decenber 14, 2001 Order at 5, n.1 -
— App. at 12].

8



113

Constitutional concern to avoid .abuses of the Fourth

Amendment rights of mllions of subscribers. . .” [Brief of Am ci
Curi ae Yahoo! et al., at 8]. Beneat h Yahoo!’'s Constitutiona
concerns for the rights of mllions of subscribers is the
willingness to sacrifice the privacy, First Amendnment and Fourth

Amendnment rights of a user in order to avoi d busi ness di sruption,
to extend the long arm of |aw enforcenment and to placate the
Depart nent of Justice.

Professor Orin S. Kerr’s Am cus Curiae Brief in support of
t he Departnment of Justice - - one year ahead of publication of

OinS. Kerr, The Probl emof Perspective inlnternet Law, 91 GEO.

L.J. (forthcom ng Feb. 2003) - - advances heuristic inquiry into
whet her the contents of stored el ectronic conmuni cations (email)
should warrant a reasonable expectation of privacy for the
pur poses of the Fourth Amendnent. [Amicus Brief at 7-14]. The
author’s bias is reflected in dism ssing the explicit, contrary

holding in United States v. Maxwell, 45 MJ. 406 (C A A F. 1996)

as margi nal authority froman Article | court and di sm ssing the
implicit, contrary finding in the instant case as less than
worthy authority froman Article Ill court. The author’s bias is
not accidental. The author’s interest is nore than academ c.

Infra, at 19-20.



Judge Magnuson held that a St. Paul police officer’s
del egation of the execution of his search warrant for the
contents of stored electronic conmunications to Yahoo! did not
pass constitutional nmuster. [Decenber 14, 2001 Order at 8 - App.
at 15]. The Fourth Anmendment’s prohibition against general
searches - - whose insurance policy is the physical presence
requi renment of |aw enforcement at the execution of a search
warrant codified in 18 U . S.C. 83105 - - has been violated in
this case. The Fourth Amendnent will of necessity be violated
when | aw enforcenment officers turn search warrants i nto subpoenas
and del egate the executi on of search warrants for the contents of
el ectroni c conmuni cations to the technicians of internet service

providers imune fromsuit under 18 U. S.C. §2703(e)(2001).

10
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ARGUMENT
l.

THE DI STRI CT COURT PROPERLY DETERM NED THAT
THE RAMSEY COUNTY SEARCH WARRANT FAXED TO
YAHOO! I N SANTA CLARA, CALI FORNIA FOR
EXECUTI ON — OUTSI DE THE PRESENCE OF STATE OR
FEDERAL LAWENFORCEMENT — VI OLATED STATE LAW
FEDERAL LAW AND THE FOURTH AMENDMENT.

A The Government Position
The governnent argues that Sgt. Schaub - - as a state court
| aw enforcenent officer - - was not required to be physically

present at the execution of the Ransey County search warrant by
Yahoo! in Santa Clara, California — - under the provisions of 18
U S. C. 83105. The district court’s Order [App. at 12-17]
t horoughly expl ained why the governnent’s attenpt [Appellant’s
Brief at 10-12] to substitute a Fourth Amendnent reasonabl eness
standard to of fset violation of the physical presence requirenent

of 18 U.S.C. 83105 should be rejected. Cf., Ayeni v. C B.S.

ILnc., 848 F.Supp. 362, 367 (E.D.N.Y. 1994)(dictum 18 U.S.C.
83105 codifies Fourth Amendnent protection).

B. The District Court’s Findings

The district court determ ned that St. Paul police officer
Schaub’ s absence from the execution of the search warrant faxed

to Yahoo! violated Mnn. Stat. 8§626.13, Mnn. Stat. 8626A. 06,

12



subd. 10 and 18 U.S.C. 83105.°% The district court could have
added - - in order to cauterize the governnment’s attenpts to

establish no statutory violation - - California Penal Code 81530

which is the state of California codification of the physical
presence requirenment of | aw enforcenent at execution of a search

warrant. See also, Morris v. State, 622 So.2d 67, 68 (Fla. App. 4

Dist. 1993) (suppression ordered - - |aw enforcenent officer
del egated search and did not participate in search warrant, in
viol ati on of physical presence requirenent of section 938.08,

Florida Statutes (1991)).

Viewed from the standpoint of federal |aw or state | aw,
M nnesota |l awor Californialaw the Ransey County search warrant
faxed to Yahoo! for execution outside the presence of M nnesota
or California |law enforcenent violated |ong standing statutes
codi fying a Fourth Amendnent right to be free fromsearch beyond
t he scope of a search warrant. The district court held that this
clear cut statutory violation constituted violation of the
f undament al Fourth Anendnent protection agai nst general searches
because:

1) Absence of |aw enforcenment at the execution of a search

3 The M nnesota statutes parallel 18 U. S.C. 83105 whi ch provides:
“Asearch warrant may in all cases be served by any of the officers
mentioned inits direction or by an officer authorized by lawto
serve such warrant, but by no other person, except in aid of the
officer on his requiring it, he being present and acting in its
execution.”

13



2)

war r ant for the contents of stored electronic
communi cations |eaves - - wthout supervision or
instruction - - the execution of the search to civilians
not trained or sworn to uphold the Fourth Amendnent; and
A citizen's Fourth Amendnent protection from overbroad
conpliance with the scope of a search warrant 1is
unli kely when the civilians for the internet service
provi der executing the search are i nmmune fromsuit. 18
U.S.C. 82703(e)(2001). [Decenber 14, 2001 Order at 6-7;

App. at 13-14].

14
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1.
THE PHYSI CAL PRESENCE REQUI REMENT OF LAW
ENFORCEMENT AT THE EXECUTION OF A SEARCH
WARRANT — CODIFIED IN 18 U S.C. 83105 -
GUARANTEES FUNDAMENTAL FOURTH  AMENDMENT
PROTECTI ON AGAI NST GENERAL SEARCHES THROUGH
PARTI CULARI ZED JUDI CI AL AUTHORI ZATI ON OF THE
SCOPE OF SEARCH DELEGATED TO LAW ENFORCEMENT
WTH A SWORN DUTY TO UPHOLD THE CONSI TUTI ON
A. The Governnment Position
The governnment - - after attenpting to explain away a
violation of 18 U S.C. 83105 as not Fourth Amendnent viol ative -
- advances a post 9/11 approach to search and sei zure under the
Fourth Amendnment. This post 9/11 interpretation of what is
reasonabl e under the Fourth Amendnent shifts the execution of a

search warrant for t he contents of st or ed el ectronic

communi cations away from |law enforcement to internet service

providers - - ready to expedite execution and m nim ze busi ness
di sruption - - who run progranms producing evidence and express
mail it to | aw enforcenent. The search of this seized evidence

occurs later in the police departnment, state or jurisdiction
where and when |aw enforcenent opens the package. See

Appellant’s Brief at 16-17; see also, Sgt. Schaub’s Receipt

| nventory and Return dated January 9, 2001 - — App. at 6.
The governnent seeks precedent for its desire to avoid the
physi cal presence requirenment of 18 U.S.C. 83105 and to avoi d the

reach of the Fourth Amendment in the following two cases:
16



1) In Re Application of the United States for an

Order Authorizing the Installation of a Pen

Reqgi ster or Touch-Tone Decoder and Term nating

Trap, Bell Tel ephone Conpany of Pennsyl vania, 610

F.2d 1148, 1154 (39 Cir. 1979) [hereinafter

“Pennsyl vania Bell”]; and

2) In Re Application of the United States for an

Order Authorizing an In Progress Trace of Wre

Communi cati ons over Tel ephone Facilities, United

States v. Mountain States Tel ephone and Tel eqgr aph

Conmpany, 616 F.2d 1122 (9" Cir.) [hereinafter

“Mountain Bell”].

These cases dealt not with the Constitutional issue of |aw
enf orcenent accessing in absentia the contents of telephone
calls, but with tel ephone conpanies resisting the obligation to
assi st law enforcenent in gathering trap and trace i nfornmation.
Bot h tel ephone conpanies - - in attenpt to avoid the burden of or
gai n conpensation for conpliance - - used Rule 41 and 18 U.S. C.
83105 to attack the validity of the court orders conpelling
conpl i ance. The governnent’s proffer of what is reasonable
search warrant conpliance under the Fourth  Amendnment
(“reasonable” read to nean | aw enforcenent exenption from the

physi cal presence requirenment of 18 U S.C. 83105 when techni cal

17



expertiseis inthe superior hands of internet service providers)

does not find support in Pennsylvania Bell or Muntain Bell.

They were not ordered to retrieve, record or preserve tel ephone

conversations. See Berger v. New York, 388 U.S. 41 (1967) (Fourth

Amendnent protects contents of telephone calls); see also Ex

Parte Jackson, 96 U.S. (6 Oto) 727, 733 (1877)(Fourth Amendnent

protects contents of postal letters).
B. Fundanental Fourth Amendnent Protection

The requi renment of | aw enforcenent presence at the execution

of a search warrant - - codified in Mnn. Stat. 8626.13, Mnn.

Stat. 8626A.06, subd. 10 and 18 U S.C. 83105 - - guarantees
fundament al Fourth Amendment protection agai nst general searches.

See Morris v. State, 622 So.2d 67 (Fla.App. 4 Dist. 1993);

@]

ee

United States v. Maxwell, 45 MJ. 406, 421 (C. A A F. 1996);

n

ee

Ayeni v. Mttola, 35 F.3d 680, 684-687 (2d Cir. 1994), cert.
deni ed, 514 U. S. 1062 (1995)(18 U.S.C. 83105 violation rel evant

to Fourth Anmendnment violation); Cf. Wlson v. Layne, 526 U.S.

603, 618-619 (1999)(Stevens, J., concurring in part and
di ssenting in part)(violation of 18 U S.C. 83105 violates
Constitution). Only a fundanental Fourth Amendnent viol ation

requi res suppression. See United States v. Freeman, 897 F.2d

346, 350 (8" Cir. 1990) (search warrant vi ol ation not

fundament al ) .

18



The district court - - although not apprised by undersigned

of the holding in Murris, supra - - closely tracked the Mrris

elucidation of why statutory requirenents of |aw enforcenment
presence at the execution of a search warrant codify a
f undament al Fourt h Amendnent protection agai nst general searches.
Law enforcenment swear an oath to uphold the Constitution and
scrupul ously honor the particul arized judicial authorization of
t he scope of the search warrant. Internet service providers nmay
uphol d the Constitution or run software extraction prograns wth

imunity. (18 U S.C. 82703(e)(2001)).

19



1

LAW ENFORCEMENT DELEGATI ON OF THE EXECUTI ON
OF SEARCH WARRANTS FOR THE CONTENTS OF
ELECTRONI C COMMUNI CATI ONS LI KE SUPOENAS TO
| NTERNET SERVI CE PROVI DERS - | MMUNE FROM
LI ABI LI TY UNDER 18 U.S.C. §2703(e)(2001) —
VI OLATES THE FOURTH AMENDMENT PROHI BI Tl ON
AGAI NST GENERAL SEARCHES.

A The Governnment and Yahoo! Position
The governnment and Yahoo! argue generally that the

conpliance departnents and technicians of internet service
providers are a better bet to uphold the Fourth Amendnent and to
execute search warrants for the contents of stored electronic
comruni cati ons than the | aw enforcenent officers with the sworn
duty to execute the search warrants they obtai ned.
B. Fourth Amendment Viol ation
The scenario the Departnent of Justice and Yahoo! urge to
this Court as reasonable under the Fourth Amendnent is as
fol |l ows:
1. Law enforcenent may obtain a search warrant
for the <contents of stored electronic

conmuni cati ons but - - under United States v.

Leon, 468 U. S. 897, 921 (199%4) - -

suppression is not a remedy under the good
faith exception if the warrant is defective.
2. Law enforcenent - - whether or not the

search warrant is defective - - may fax the
20



search warrant to civilian technicians for
internet service providers imune from
[iability under 18 U.S.C. §2703(e)(2001).*

The danger that an internet service provider will over-conply with the
search warrant and convert the search into a Fourth Amendment
viol ative general search has already conme to pass. |In Maxwell,
supra, AOL took the FBI supplied search warrant for the contents
of stored electronic comunications and converted it into a
“legal ‘green light'” to release materials in excess of the

war rant produced fromits own search program Maxwell, supra at

421. In refusing to accord AOL good faith imunity, the Maxwell
court noted that AOL's seizure of certain emai|l was generated by
a software extraction programand not the | anguage of the search

war r ant . Maxwel |, supra at 422. The danger that internet

service providers have prepared and will continue to use their
own software prograns which nmay or nmay not conport with a
particul ar search warrant is evident.

The record bel ow does not confirmYahoo!’s Constitutional or

institutional quality control. Initial inquiry into the who,
* The government on appeal has abandoned - - and Yahoo! et al. and
Prof essor Kerr do not advance - - the theory that the good faith
exception should extend to internet service providers. See

Maxwel | , supra at 422 (good faith exception not applicableto AOQL' s
search beyond scope of search warrant). Were internet service
provi ders executing search warrants accorded good faith protection
and i nmune fromsuit, the Constitutional violation would be nore
unassai l abl e.
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what, when and where of the execution of the instant search
warrant faxed to Yahoo! nmet with a Watergate stonewall. [ See
Docket #6: Aff. of Aaron J. Shul er re: Yahoo! Request - - Add. at
A-1]. Even Yahoo!’'s attenpt to reassure us of Constitutional
conpliance illustrates the Fourth Anmendnent vi ol ati ve danger of a
general search

113. When accessing a user’s information,
pursuant to a search warrant, the Yahoo!
processor does not sel ectively go through the
user’s information, but rather gathers all
information in an account that is within the
time frane specified in the warrant. The
processor does not specifically |ook at the
content of the user’s account.

Affidavit of FBI Agent Lese quoting Yahoo! Senior Corporate
Counsel Elizabeth Banker - - App. at 22. (Enphasis added).

I n pretendi ng the execution of the search warrant is free
fromthe prying eyes of Yahoo!, Yahoo! evidences generalized - -
rat her than Fourth Amendnment required particularized - - search
war rant conpl i ance.

The danger of search warrants for the contents of stored
el ectroni c comuni cations turning into Fourth Anendnent viol ative
general searches also inplicates the First Amendnent.® Yahoo!
explicates First Amendnment concern for the nultitude of

subscri bers whose privacy and security of online conmunications

> The First Amendnent problens were raised bel ow [Docket #6 - -
Bach Renewed Request for Hearing . . . at 5-7, dated October 24,
2001] .
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woul d be at First Amendment risk should |aw enforcenment be
executing search warrants. [Brief of Am ci Curiae Yahoo! et al.,
at 3]. The First Anmendnent risk for the user or unintended
subscri ber exists with or without |aw enforcenent. Thus it is
inportant to limt the scope of the search for the contents of
communi cations not only for Fourth Amendnment particularity

pur poses but for First Amendnent protected speech purposes. See

United States v. Kinbrough, 69 F.3d 723, 727 (5" Cir. 1995);

Marcus v. Search Warrants, 367 U S. 617, 730 (1961); United

States v. Baker, 890 F.Supp. 1375 (1995), aff’'d, 104 F.3d 1492

(1997); Cf., ACLU v. Johnson, 194 F.3d 1149 (10" Cir. 1999); and

Cf., Reno v. ACLU, 521 U.S. 844, 874-877 (1997)(difficulty of

avoi ding First Amendment infringement online).

The danger of Fourth Amendment and First Amendnent viol ation
by internet service providers executing search warrants also
inplicates the Fifth Anmendment guar antee of due process of | aw.
Law enforcenent choice to serve 18 U S.C. 82703(a) (2001) search
warrants | i ke subpoenas to i nternet service providers - - neither
| aw enforcenment nor the internet service provider giving 18
U.S.C. 82705(2001) notice of the search to the user or subscri ber
- - elimnates the fundanmental due process right to imediate
chal | enge avail abl e for traditional subpoenas or search warrants.

Law enforcenment retain the ease of a subpoena w thout being
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subject to a motion to quash. Traditional search warrant
remedi es under Rule 41 are unavail abl e because the execution of
the search warrant is only disclosed to the internet service

provi der. Cf. United States v. Gantt, 194 F.3d 987 (9" Cir.

1999) (Rul e 41(d) viol ati on warrant ed suppression); Cf. MVeigh v.

Cohen, 983 F.Supp. 215 (D.D.C. 1998)(AOL violation of ECPA
entitled naval officer to injunctive relief).
POSTSCRI PT

HOW THE DEPARTMENT OF JUSTI CE CONVERTED 18 U. S. C
§2703(A) (2001) SEARCH WARRANTS | NTO SUBPOENAS

The governnent takes the position that ECPA - - and
specifically 18 U S.C. 82703(a)(2001) - - intended search
warrants for the contents of stored el ectronic comunications to
be treated like nore |ike subpoenas for records. [Appellant’s
Brief at 27]. Professor Kerr echoes the governnment’s argunent

and states that Congress i ntended a 82703(a) (2001) search warrant

to be “a glorified subpoena.” [Am cus Brief at 18]. Pr of essor
Kerr cites as authority a “. . .conprehensive explanation of this
statutory schenme. . .in Chapter 3 of the United St ates Depart ment

of Justice, Searching and Seizing Conputers and Obtaining

Electronic Evidence in Crimnal | nvestigations (January

2001) (avai l abl e at www. cybercri ne. gov/ searchmanual . htmj.” [ Am cus

Brief at 14, n.6].

The i nt ent t hat search warrants under 18 U S. C
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§2703(a) (2001) be treated I|ike subpoenas goes back not to
Congress but to the interpretation of the Departnment of Justice
inthe manual on Conputer Crinme and Intell ectual Property Section

(CaPS)y - - Searching and Seizing Conputers and Obtaining

El ectronic Evidence in Crimnal Investigations (January 2001).

Prof essor Kerr authored this interpretation [ Add. at A-3](manual
underl i ning added) while at the Departnment of Justice. [Add. at
A-2] The Departnment of Justice interpretation of 18 U S.C.
§2703(a) (2001) search warrant execution hel ps explain why a St.
Paul Police officer faxed a search warrant |ike a subpoena for
the contents of stored electronic comunications to Yahoo! in

Santa Clara, California on January 3, 2001.
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CONCLUSI ON

For the reasons set forth above, Appellee Dale Robert Bach
respectfully requests that this Court affirmthe district court’s
finding that | aw enforcenent violation of the physical presence
requi rement of 18 U.S.C. 83105 - - turning search warrants into
subpoenas - - violates the Fourth Amendnent.

CERTI FI CATE OF COMPL| ANCE

The undersigned attorney for Appellee certifies this brief
conplies with the type - volunme of Ilimtations of Federal Rules
of Appellate Procedure 32. The brief has 547 of Ilines of
monospaced typed. The brief was prepared using Mcrosoft Wrd.
The undersigned attorney certifies that the conputer diskette
containing the full text of the Brief of Appellee has been

scanned for viruses and is believed to be virus free.

Dat ed: July 23, 2002 Respectfully submtted,

WLLIAM M ORTH

By

Wlliam M Oth

MN No. 127504; W No. 1019335
247 Third Avenue South

M nneapolis, MN 55415

(612) 333-6440

Attorney for Appell ee Bach

26



IN THE
UNI TED STATES COURT OF APPEALS

FOR THE EI GHTH CIRCU T

Appeal No. 02-1238 MNST

UNI TED STATES OF AMERI CA,
Appel | ant ,

V.
DALE ROBERT BACH,

Appel | ee.

Appeal fromthe United States District Court for the

District of M nnesota

Wlliam M Oth
MN No. 127504; W No. 1019335
247 Third Avenue South

M nneapolis, MN 55415
(612) 333-6440



Attorney for Appellee Bach



| NDEX TO ADDENDUM

Affidavit of Aaron J. Shuler re: Yahoo! .................. A-1

Computer Crine and Intell ectual Property Section (CCIPS),
Searchi ng and Sei zing Conputers and Obtaining Electronic Evidence

in Crimnal Investigations
(http://wwv. usdoj . gov/cimnal/cybercrinme/searchmnual . ht m)
(Downl oaded page 1 of 146) .......... ... ... A-2

Computer Crine and Intell ectual Property Section (CCIPS),
Searching and Seizing Conputers and Obtaining Electronic Evidence
in Crimnal lnvestigations

(http://wwv. usdoj .qgov/cimnal/cybercrinme/searchmnual . ht m)

(Downl oaded page 77 of 146) ... ... ... .. A- 3




