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From: 
To: 
Subj ect: 
Date: 
Attachment s: 

~etal, 

Privacy 
Friday, December 12, 2014 9:41:57 AM 

E'r ivacY , Dot~ 

Here's the current slide deck for the privacy program for your 10,00 conversation, 
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From: 
To: 
Subject: RE: Privacy slides 

Date: Wednesday, january 07, 2015 9:51:21 AM 

Thanks 

I ~ 20159:29 AM 

n Nt (contr-i2o); Gerr. Neil (corllr-i2o) 
Subject: Privacy slides 

Here's the current draft of the Brandeis privacy slides for out II am meeting today. 
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From: (b ( ) 

To: 
Subject: e: 0 owup rom ational Privacy Research Strategy) Workshop 
Date: Wednesday, March ", 2015 10:37:12 AM 

TIlanks. 

On Mar [1,2015. at [0:36 AMLI(b_)'_6_) _______________ ---'Iwrote: 

> It will be on FedB iz Opps. 
> 
> I think you can register on the si te 10 be notified when specific items are posted and you may be able to do that 
from the Special Notice page: 
> 
> h!!ps'lly.,ww fbo ~oy/indcx? 
S opporwnity&mode foon&id 3c42eOa2e2ae9774[7 Icdcf40Sf22ea3&!a b core& cyjew 0 

> 
> 
> 
> -----Original Message ____ _ 
> Froml(b}(6) 

> Sent: Wednesday. March II, 201510:34 AM 

> Tol'")") I 
> Subject: Re: Followup from NPRS (National Pri vacy Research Strategy) Workshop 

> 
> 
> Yes. it does. Thanks. Do you know what the URL will be for the BAA? 
> 
> Good luck IOmorrow! 
> 

> 
> 
> On Mar I L 2015, at 10:28 A~(b)(6) Iwrote: > L-____________________________ ~ 

> 
> Thanks for the followup. Yes, tomorrow is our Proposers' Day, and we anticipate the BAA being released 
tomorrow. What a day! 

> 
> The transcript o~presentation wi ll be available on a teaming site we have established - we will rc[ease 
that address tomorrow and it is induded in the BAA. 

> 
> Hope thi s helps! 
> 
> vir 
> l(b)(6) 

> 
> 
> 
> 
> 
> s;l;j;iIT,,;n;;;;;iiPm;m1'11'reS(,,",i,o",' Pri vacy Research Strategy) Workshop 
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> 
> 
> Hi, 

> 
> It was great meeting you at the workshop. You mentioned DARPA issuing a BAA shortly and [ see there is a 
discussion about the Brandeis Program tomorrow. Unfortunately, I teach on Tuesdays and Thursdays this term, so I 
will be unable to attend. Is there a way for me to learn more about the program? 

> 
> l(b)(6) 

> 
> 
> [ b)(6) 

> 
> 
> 
> b)(o) 

> 
> 
> 
> 
> 
> 
> 
> 
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From: 
To: 
Subj ect: 
Date: 

Attachment s: 

DARPA Priv(lCY 

Tuesday, January 27,20152:02:18 PM 
Brandeis Tech COllnci l.D_phi 

Following our discussion over tea a few months ago. I thought I would give you an update on what's happening at 
DARPA with pri vacy. Yesterday the director approved funding fo r a 4,5 year $75M program in Data Pri vacy. TIle 
focus of the program is to develop tools and techniques that enable us to build systems that provide technological 
guarantees that shared data will be used only for the intended purpose and no other. I've attached the briefing in case 
you'd like to dig in further. 

Best regards. 
1')(6) I 
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From: 
To: 
Cc: 
Subj ect: 
Date: 

l(b)(6) 

!!ill 

"" DARPA privacy research announcement 
Monday, March 02,201512:52:51 PM 

DARPA will hold a Proposers' Day 10 provide information to potential proposers on the objectives of the 
anticipated Brandei s Broad Agency Announcement (BAA). 

hups'lIwww Ibo .~oy/jndex'! 

s opponunjty&mode form&jd 1c42eOa2e2ae977417 Icdcf405f22ea3&tab core& cyjew 0 

The Proposers' Day will be held on March 12, 2015 , at the Holiday Inn, located at 4610 N Fairfax Drive, Arlington, 
Virginia, 22203. Check-in begins at 9:00 AM (ET). The meeting wi ll begin at 10:00 AM (ET). Please register at: 
hups ·lIwww.schafertmdcomldaq;/a1i20/brandejs12015/mar/pdl no later than 8:00 AM (ET) on March 9, 2015 . 

TIle Brandeis program seeks to develop the technical means to protect the private and proprietary information of 
individuals and enterprises. 

National Coordination Office for 

Networking and Information Technology R&D 

4201 Wilson Blvd .. SUit~Arlington, VA 22203 

l
(b)(6) 1 

Phone , . 

All e-mails to and from this account are for NITRO official use only and subject to certain disclosure requirements. 
If you have received this e-mail in error, we ask that you notify the sender and delete it immediately. 
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From: 
To: 
Subject: 
Date: 
Importance: 

BRANDEIS 
Improving Internet Privacy 
Wednesday, April 29, 2015 2:04:47 PM 
High 

We discovered the Brandei s grant a few weeks ago. Agingo is a very good fit for the problems you guys are trying 
to solve. Unfortunately a few weeks was not enough time to get us through SAM/other processes and also give us 
time for a quality proposal. 

We are now setup in SAM. Grants.gov. etc ... If there are any other opportunities 10 work together on our shared 
interest in improving Internet privacy - let me know. 

Whether we collaborate or not .. we are going to help solve the problem. 

Best Regards. 

(b)(ti) 

9201 University City Blvd 

Charlotte. NC 28223 

Search my view on Agingo: 
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From: 
To: 
Subj ect: 
Date: 

Brandeis. 

BRANDEIS 

Individual Private Citizen"5 Privacy 

Monday. March 09. 2015 1 :09:25 PM 

How can an individual U.s. citizen trust that Ihis government program will not have back doors and other 
requirements 10 allow the government 10 invade an individual's meta data or their private AND legal 
communications without coun oversight ? With the NSA and FB I using warrantless gathering of innocent U.S. 
citizen's data and communications without Congressional or a Court's pennission or oversight, what assurances will 
this program provide that you cannot or will not use the mandatory backdoor intrusion to our encrypted data or 
collect our communications? 

All without a court order. thereby taking away our 3rd Amendment rights? 

And. what are you going to do to protect our privacy from Commerce or Business that gather our information and 
sell it without our permission? Once they have it, they claim it isn't our information, but their proprietary data that 
they can do anything they want with, because il is theirs! 

Your program is going 10 protect their "proprietary" data. but how are you going 10 protect our personal information 
while Jelling them have it protected as their "proprietary" data? I see a conflict here. Hopefully. the individual U.S. 
citizen will have priority to their personal information instead of having only protected as commercial "proprietary" 
data beyond the reach of the individual whose information it is. 

Just a couple of concerns from the individual's side. 
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ICONSUL T WITH AIR FORCE 

From: 
To: 
Cc: 

Subject: 
Date: 

(b)(o) 

MIT -Lll'roJ{'CI Approva aCkage lor prOject lbYI - IIrandeis ~Iudy - User nvacy on iO~ & AndrOIClI atlorms 

Wednesday, May 06,201512:38:58 PM 

We have received the package from MIT-LL requesting to put Project 2697, Brandeis Study - User Privacy on iOS 
& Android Platforms. on our Air Force contract. We found a few items in the package that we either need more 
information on or clarifications, as follows (please switch to HTML viewing): 

'" Period of Performance 

'" Total Estimated Cost 

.. Breakout of Costs 

b)(4) 

• Outside Procurement (OP) 

Please let us know if you would like to discuss or have any questions. 

Regards, 



epic.org EPIC-15-09-23-DARPA-FOIA-20170921-Production-Emails1 000059

I'"'' 
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From: 
To: 
Subj ect: 
Date: 
Attachments: 

Privacy program at DARPA 

Wednesday, February 18, 2015 9:04:01 AM 

Brandeis BAA.don 
8randeis Proposers Day.pptx 

Good to talk with you this morning. Here's the draft of the BAA as well as a high level brief. These are government 
only at this point, and not for dist ribution. 

I'll be interested to see your abstract and/or BAA. 

Thanks, 
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From: 

To: 
Cc: 
Subject: 
Date: 
Attachments: 

proposal/or Enhancmg Privacy 0/ HAPR Systems 

Wednesday, Apri l 29, 2015 10:38:50 AM 
DARpABra ndejs jOSvsAndrojdStudvproDosal. Ddr 
DARpABraodejs HADRprjyacyproposal pdf 

As discussed, here is our detailed proposal for adding privacy to existing Humanitarian Assistance and Disaster 
Response (HADR) and Next-Generation Incident Command System (NICS) systems. These are systems that are 
actively used today in government and non-government disaster relief scenarios and that Lincoln has extensive 
experience with through having assisted in these missions and having developed early versions or predecessors of 
the production software. We hope that you find these applications and the work proposed of interest to the Brandeis 
program. 

Additionally, I am forwarding the proposal for the iDS vs. Android study that we sent you about three weeks ago. 
We have already lined up several experts to work on this study and would really like to get started so that we can 
deliver a good product by the Brandeis kick-off meeting. 

We think that this is a very exciting program and hope that we will be able to participate to help make this program 
a success. We look forward to working with you on this. 

Let us know if you have any questions or comments on ei ther of the proposals. 

Thanks, 

(b)(o) 

From ¥b)(6) 
Date:~F~'i~d~ay~,-A~p=,7.il7.)~O~, ~20""15~"=t7.)~)=,5~4~A77M;---------------' 
~~rb)(6) 

Subject: Proposal for iDS vs. Android Privacy Study 

As discussed, here is our detailed proposal for the study comparing privacy on iOS and Android devices. We have 
worked with ~to prepare independent but connected proposals to address this and hope that we will be able to 
work together to prepare an excellent presentation and report for you. 

We are additionallyl(b)(4) 

We think that Brandeis is a very exciting program and hope that we will be able to participate at the beginning and 
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Ihroughoullhe program. We look forward 10 working wilh you on Ihis. 

lei us know if you have any questions or comments on the proposal. 

Thanks. 
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From: 
To: 
Subj ect: 
Date: 

Attachments: 

FW: Brandeis program on data privacy 

Monday. March 02. 2015 8:38:52 AM 

Brandeis Tech (ounci l Vpdated.pDtK 

New BRANDEIS slides. 

fb)(6) 

-----Ori£ inal Messa e----
From: b)( ) 
Sent: S~"~"~d~'-Y,~M,.,.."-,7h,,,Jl, 201 5 I :52 PM 

To: Tech Council 
Subject: RE: Brandeis program on data privacy 

Please find attached the updated slide deck fO~L(_bX_6_) ____ ---,1 Brandeis program on data privacy. 
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From: 

To: 

Subject: 
Date: 
Attachments: 

rb
)(6) I 
FW: Brandeis program on data privacy 

Monday. March 02. 2015 9:05:54 AM 

Brandeis Tech (ounci l Vpda ted.pDtK 

For our Tech Council folder. 

;;,;' -r,;;;;;;;y,M:;;ct;o!], 20 15 I :52 PM 

To: Tech Council 
Subject: RE: Brandei s program on data privacy 

Please tind attached the updated slide deck fO~L(_b)_(6_) ____ ----,1 Brandeis program on data privacy. 
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From: 

To: 

Subj ect: 
Date: 
Attachments: 

Tech Coundl 

RE: Brandeis program on data privacy 

Sunday, March 01, 201S 1:51:47 PM 

Brandeis Tech Counci l Vpda ted .pDtK 

Please find attached the updated slide deck f1L(b_)_'6_) _____ .J1 Brandeis program on data privacy. 
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From: 
To: 
Subj ect: privacy poe 

Date: Monday, March 30, 2015 11 :50:04 AM 

Sir. 

Please submit any questions you may have to this email address and we wi ll answer them. 

TIlank you. 

-----OriAinal Message----
Froni (b)(6) 

Sent: Monday, March 30. 2015 9:04 AM 
To: BRANDEIS 
Subject: On line pri vacy pac 

Hello, 

I am looking for a point of contact for this program. Can you please provide me a name, email address, and phone 
number so that I may ask some questions to see if we are in position to bid on this program. Thank you very much. 

Very Respectfully 

IlsignedJl 

Sent from my iPhone 

Sent from my iPhone 



epic.org EPIC-15-09-23-DARPA-FOIA-20170921-Production-Emails1 000146

From: 
To: 
Subj ect: Re: privacy debrief and Brandeis 

Tuesday, Apr il 14, 2015 7:45:07 AM Date: 

Good mOrning~ I sentBEJ a follow up but I have not heard back. I suggested I could chat with him for a few 
minutes either today or tomorrow (I leave around noon Wednesday). 

On Fri, Apr 10, 2015 at 8:53 PI 
(b)( ) > wrote: 

Let me know if you don't hear from him. 

Look forward to catching up. See you Mon. 

FrOl{b}(6) 

Sent: FnClay, ApTlI to. lOt ) 04:26 PM 
TO!,b)(;) I 
Su jt:c : Rt:: pnvacy dt:6nel and BrandeLs 

Quick note that I sen~ quick email on privacy/Brandeis. 

See you Monday. 

~ 
On Wednesday, April 8, 2015, LI(_b)_(6_) _____________________ --'Frote: 

Hi~ 

""""',--_--'S"lhall we debrief on privacy next week during QPR? Also. I'd like to see if I can connect wit~ 
LI(_b)c(6");-__ .JlaboUi Brandei s when I'm in town. Would you happen to have his email address or possibly nuroduce 

us? 

Thanks and looking forward to seeing you next week. 
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From: 
To: 
Subj ect: 
Date: 

BRANDEIS 

Brandeis and Privacy Risk Research 

Tuesday, April 28, 2015 1 :24:38 AM 

As a privacy risk researcher and advisor for academia, industry and Ihe government, I was quite heartened to learn 
of the DARPA Brandeis program. 

Among other efforts, I've spent the last several years working on a Disclosure Control Framework (references 
enclosed below), which is a ri sk-based methodology and conceptual model for balancing utility needs and privacy 
risks in the context of any type of data sharing. For the next phase. the design goal of operationaling the framework 
in an automated software virtual machine would appear to be a nice fit for the Brandeis TA3. 

Unfortunately I wi ll be unable to meet the proposal deadline but wanted to inquire about other programs related or 
similar to Brandeis that support interdisciplinary law, technology, ethics and innovation R&D. In addition to the 
Di sclosure Control work, another emergent area of my work is building algorithm transparency and accountability 
to manage legal and ethical risk for automated systems and predictive analytics. 

I appreciate your thoughts in this regard. 

(b)(o) 
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From: 
To : 
Subj ect: 
Date: 

12? 

RE: catch ing lip and link to proposer"s day info - priva{)' program 
Tueway, March 10, 201S 8:49:04 AM 

Sem with Good (www.good.com) 

~;~~lM}(~\a l Messace-----
Sent: Tuesday, March 10,201507:49 AM Eastern Standard Time 
Tol(b)(6) I 
Subject: RE: catching up and link to proposer's day info - privacy program 

Sure. What time for you? 

;:b\;;:;:R~;;;ct;:;;g-;;;;-;;;;rrl"k to proposer's d<ly info - priv<lcy program 

Going b<lck to work. So Pent<lgon City. Do you know where to meet? 

How about ncar the entrance to the Ritz in the food court area on the 2nd floor 

VIR. 

S"b';;",,,,,,,,,,,,,,,,",",,,p and link to proposer's day info - privacy program 

[ I' you drive would you then just continue on home or would you have 10 go back to work? 

[f the latte r. let's shoot for Pentagon City, 

_____ Orjgj%al Message----
From ((b)( ) 

Sent: Monday. March 09. 20 [5 [ [: 16 AM 

Tolbl~) I 
Sul:ijec : K r:.: calClllng up anll nnk to proposer s day mto - pnvacy program 

What about Pentagon City? [ can take the Metro over there frOlll L'Enfant. 

Or. I ean drive over to Ballston if that is easier and park on the street. 
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Whatever is easier for you. I'm flexible 

VIR, 

;:·:;;:::'Re:-;;;;;;;;;-; and link to proposer's day info - privacy program 

['m up in Ballston. Is there an in-betweeo spot? 

-----Original Message----
Frunj(b}(6) 

Sent: Friday. Mareh06. 2015 5:21 PM 
To:Fb)(6) I 
Subject: RE: catching up and link to proposer's day info - privacy program 

18th is perfect. where arc you located? 

We would love to help. but we only have 4 people in thc tcchnology group. Thc FCC IT group is all run by contractors 

~ 
VIR. 

and link to proposcr's day info - privacy program 

I already hav~down as a reviewer: I'll reach out t~ I really think FCC could benefit so someone from their side 
would be great. At least make them aware of what is going on in the field. 

The 18th is pcrfecI. l'm avai lable from 1200 onward. Let me know where you'll be. 

S;b~'1'!'-':"'''''''iiijTr,.'''/' ''k to proposer's day info - privacy program 

See notes below. 

VIR. 
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(b)(o) 

1: 

Subject: RE: catching up and link to proposer's day info - privacy program 

First. work sluff: 

25 pages lech proposals. We want to keep it short and focused. l(nOI you, any recommendations? 

[can', commit to that, and we don't have anyone here. we are so short slaffed - most of our staff are contractors 

What aoouIL(b_)_(6_) _...Jl orl(b)(6) Ifrom DHS . Do you want me to ask them'! 

Good deal on retirement paperwork. 

Yeah, excited!! 

b)( ) 

And. proposers' day is 12 March so I can', do lunch but maybe the next week for lunch? 

Sure what about Man.:h 18? 
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-----Original Message-----

From: I
L
(b_)(_6) _______________________ ---' 

Sem: Wednesday, March 04, 2015 ! I :40 AM 

Tol(b}(6) 

Subjed: FW: calching up and link 10 proposer's day info - privacy program 

~ hope you are doing great at DARPA! 

NOI sure I can commit to review proposals - are these 40 page proposals? 

I'm punching oUlthe end of May - filling out my retirement paperwork. woo-hoo! 

Let's do lunch soon - March 12? Arc you in DC? 
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VIR. 

I"'" 

Fron~(6){6j 

Senl: Wedncsd3Y, March 04. 2015 11:28 AM 

Tel(bR6) 

Subject: Fw: catching up anulin!: to proposer's day info - privacy program 

Sen' from Blackberry 

Froml(bX6) 

Sent: Wednesday. March 04, 2015 11 15 AM Eastern Standard Time 

TOr X6) 

Subject: catching up nno link to proposer's day info - privacy program 
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You have been on my mind a lot recently. Hope you"re well and getting closer to leaving govt. and moving on to bigger and 
bettcr. 

A couple things [ wanted tu ask: 

[. Would you be illlcrcsted in being a revicweron the Hew privacy projcct ""'c arc launchiH£ ncxt week? h's callcd Brandeis 
and a link to our proposers' day registration ~ite is here: bttps:/Iwww.s(,bafenmd evrnldarpali201brandejsl20 15/warlpdl 
<bllpS'UwWW schafeamd comldarpa/j2o/bran!leis/201 S/marlpd/> 

A special notice with a slightly expanded description is here: b!!DS :(fwww .lbo . ~l!ytjQ(lex? 

S oPPOrllLnj!y&mode form&jd 3c42eOa2e2ae977417 Icdcf40Sf22ea3&tab core& cyjew=O <hnps"/lwww ilxJ ~oy/jndex? 
S oplxlfIunjty&mode form&jd ,c42cOa2c2ae977417!cdcf40Sf22ca1&lab=£ore& cyjew=O> <hllpS"/lWWW ilxJ goY/jndex? 
s OJlPPrlunjty&Olode form&jd 'c4"ella')e2ae977417 !cdcf40Sf22ej!1&!ab-core& cyjew=ll> <hltps:llwww.ilxJ.gov/index? 
s=opponunity&mode=form&id=3c42eOa2e2ae9774I 71 cdcf40Sf22ea3&tab=core&3view=O <hllpS:llwww.ilxJ.gov/indcx? 
s=opponunity& mode:form&id:3c42cOalclae9774 17Icdcf40St22ea3&tab=core&_cview=O%20%3Chttps:l/www.tbo.gov/indcx? 
s=opponunity& mode=form& id=3c42eOa2e2ae9774 I 71 cdcf40Sf22ea3&tab=core&3view=O> > > 

r think FCC would be interestcd and if you aren't able to do it. perhaps you can recommend SOl11cone. 

l" m settling in 10 work now and would love to plan a timc to get togcther for coffee and a catch up. 

Let me know what works. 

Thanks. 
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Derense Advanced Research Projecls Agency (DARPA) 
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From: 
To: 
Cc: 
Subj ect: 

Date: 

(b)(4) 

Brandeis Phone Pr ivacy Study: Response Needed Soon 

Wednesday, May 06,201512:42:28 PM 

Would it be possible 10 get ajoint conference call with you in the next week or two, so we can address any 
questions you might have and get staffed on thi s work as soon as possible? 

iRmnk you. 
I(b)() land the joint Lincolnl b)(4) Iteam 

MIT Lincoln Laboratory 1 ~)(6) fax: . 

~==---------, 
e-mailIL(b_)(_6) ____________ -' 244 Wood Street 

Lexington, MA 02420-9108 www: <http'//www II mit edu/CST> 
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From: 
To: 
Cc: 
Subj ect: 
Date: 

Re: More articles re laled 10 dala prival)' 
Friday. J anuary 30.20159:16:29 AM 

I think it's valuable to distinguish between at least two different kinds of privacy, The first could be called Presence 
Privacy, when we are being watched and analyzed in person. That's had to deal with without legi slation or 
Anonymous-style masks. The "unmasks emotions" story is an example of this first kind .. The second isData Privacy, 
which is what Brandeis is aiming at. It is still challenging to deal with, but we have a technological prayer. The MIT 
story is just another case that shows redaction doesn't work in accomplishi ng data privacy, It's interesting that. like 
the European study on re-identifying mobile phone uses. only four approximate data points were needed. 

TIlere are some places where the two kinds of privacy cross over. For example, there are ways to take images and 
adjust the faces of people in the image so that they still could be analyzed for race, gender. height etc" but they 
cannot be recognized as individuals. I don't plan to have people work on this in Brandeis. but I think there's a great 
opportunity for human-anonymization research (voice. video etc) to be done in the cOnlext of what we now know 
about re-identification . 

l(b)(6) I 
OnJan30, 2015 . at8:51 AM.I(b)(6) 
wrote: "----------------------------------------------------------' 

Please find attached a Word file with three relevant articles from yesterday' s and today's WSJ~noted the 
first article. 

-> TIle Technology that Unmasks Your Hidden Emotions 

Using Psychology and Data Mining to Discern Emotions as People Shop. Watch Ads; Breeding Privacy 
Concerns 

Companies are amassing an enormous database of human emotions using technology that relies on algorithms 
to analyze people' s faces and potentially discover their deepest feelings. While the evolving technology has many 
potential benefits, it's also raising privacy concerns. 

The technologies in this article are based largely on work by Dr. Paul Ekman 
(htWUen wikipedia.or~/wikjlPau l Ekman), 

-> Metadata Can Expose Person's Identity Even Without Name 

New Analytic Formula Identifies People Without Names. Account Numbers 
... Researchers at the Massachusetts Institute of Technology. writing Thursday in the journal Science. analyzed 

anonymous credit-card transactions by 1.1 million people. Using a new analytic formula. they needed only four bits 
of secondary infonnation- metadata such as location or timing- to identify the unique individual purchasing 
patlems of 90% of the people irlVolved. even when the data were scrubbed of any names, accounl numbers or other 
obvious identifiers .... 

... The MIT research has shown " it is very. very. very difficult to remove any ability to identify people in these 
data sets. especially financial data," said Joseph Hall . chief technologist at the Center for Democracy & Technology, 
a nonprofit that studies privacy and data issues. He wasn't involved in the project. "Data brokers who buy and 
collect very large quantities of information like this have the abi lity to take thousands of data points and pin those on 
individuals." 
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The finding also wi ll add to debates over the bulk collection of personal data by government surveillance 
programs, which cross~match cell phone metadata and electronic databases, including credit-card information, 
several data-privacy experts said. 

-> Sharing Some Cl inical Trial Data Remains a Problem for Pharma 

Many Drug Makers Cite Trade Secrets, Patient Privacy 
... One 10M committee member, Ida Sim, a University of California, San Francisco, professor, says the report 

docs suggest sharing retrospective data, but on a case-by-case basis and for studies that may influence care. Why? 
Informed consent must be obtained from people who participated years earlier. Often. researchers have scattered. 
"We have to be pragmatic and realistic," she says. 

Some say convenience and liability are factors. "Obviously, it ' s less burdensome for companies to only have to 
do so going forward, especially if there ' s a product on the market that's raising concerns," says Diana Zuckerman of 
the National Center for Health Research, a nonprofit think tank. "1 see it as a way to protect companies from 
disclosing embarrassing and expensive information." 

<WSJ - Privacy 2015-01-30.docx> 
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From: 
To: 
Subj ect: 
Date: 

Re: Privacy Research - Memex - Brandeis 

Tuesday, Apr il 14, 2015 9:17:58 AM 

I'm sorry. I have been TDY this week. at NSA and then at iSAT. 

fb)(6) 

On Apr 13, 2015, at 12:46 PMLfb_)_('_) ____________________ JI wrote: 

Following up on this note and to see if you have a few minutes to speak - perhaps tomorrow. 

On Fri, Apr 10, 2015 at 2:21 p1
L
b_)(_' _) _____________________ ---'Iwrote: 

My name is l(b}(6) 

I am a performer on the Memex project and have been researching the privacy concerns around Memex 
and the intersection of data and privacy more broadly. I recently produced the privacy analytic 
framework/guidelines for Memex and was working on identifying a potential panel of privacy expens, which I 
understand will now be executed by the Brandeis initiative. 

I wanted to reach out to see if any of our work could be helpful for you/Brandeis going forward. I will be 
in Arlington for the Memex QPR this upcoming Monday, Tuesday, and Wednesday. If you cou ld spare a few 
minutes [ would happy to come by and discuss. 

Regards, 

)(0) 
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From: 
To: 
Cc: 
Subj ect: 
Date: 

~ 

Re' Proposal for lOS vs Android Privacy Study 
Monday, April 13, 20lS 2:28:37 AM 

~roposal for our portion of this eff~~ internal coordination. I should be able to send it officially early 
in the week. We are eager to collaborate wit~an1(b}(6) Ion this effort. 
Sincerely, 

l(b)(6) I 

From: l(b)(6) 

Date: Friday, April 10, 2015 at 11:54 AM 

~~r(6) 

\ 
Subject: Proposal for iOS vs. Android Privacy Study 

As discusse~~ our detailed proposal for the study comparing privacy on iOS and Android devices. We have 
worked wit~ to prepare independent but connected proposals to address this and hope that we will be able to 
work together to prepare an excellent presentation and report for you. 

We are additionallf b}(4) 

We think that Brandeis is a very exciting program and hope that we will be able to participate at the beginning and 
throughout the program. We look forward to working with you on this. 

Let us know if you have any questions or comments on the proposal. 

n lanks, 
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(oX') 

This email message is for the sole use of the intended rccipi ent(s) and 
may contain confidential information. Any unauthorized review, use, 
disclosure or distribution is prohibited. If you are not the intended 
recipient. please contact thc sender by reply emai l and destroy all copics 
of Ihe originlll message. 
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From: 

To: 

Subj ect: 
Date: 

Attachment s: 

Emailing: With "Brandeis" Project Darpa Seeks to Advance Pr ivacy Technology - The New York TimeS,htm 

Tuesday, September IS, 201S 4:14:01 PM 

With ':Brandeis" Project. Daroa Seeks to Advance Privacy Technology - The New York Times.h lm 

See attached, a picture in the NY Times of Launchbury giving credits to Sun who took the picture! ;) 

Like the real thing. ;) 
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With 'Brandeis' Project, Darpa Seeks to Advance Privacy 
Technology 

By 

Steve LolIr 
September 14, 2015 9:00 am September 14, 20 15 9:00 am 

The Pentagon's advanced research arm is pursing privacy technology. And this time, it is technology intended 
to protect individual privacy rather than compromise it. 

The new emphasis is a very different path from the one taken after the Sept. II attacks, when the Defense 
Advanced Research Projects Agency, or Darpa, embarked on the Total Infonnation Awareness program. It 
was to be an all-seeing digital surveillance system to hunt for terrorists. The outcry from privacy advocates 
prompted Congress to shut it down. But the technologies developed by Darpa made their way into the 
intelligence agencies and the electronic-spying program that so disturbed Edward J. Snowden, who leaked 
tens of thousands of documents. 

The new Darpa program is called Brandeis, a nod to the guiding principle of the research initiative. Louis 
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Brandeis, a progressive lawyer who became a Supreme Court justice, was the co-author with Samuel D. 
Warren of an influential essay, "The Right to Privacy." Published in Harvard Law Review in 1890, it 
forcefully made the case that safeguarding privacy was essential to individual freedom. 

The Brandeis manifesto was published two years after the introduction of the Kodak film camera, a privacy
threatening technology of its day. It could quickly capture images, recording people in normal poses and 
spontaneous moments. The previous wet-plate, lithographic cameras required their subjects to present 
themselves in frozen stillness. But with a hand-held Kodak camera, photo snappers were suddenly taking 
pictures of people in public places - downtowns, ballrooms and beaches. The "camera fiends" were seen as a 
menace, and banned from beaches and from the Washington Monument for a while. 

But while the times and the technology have changed, the fundamentals have not, according to John 
Launchbury, the Darpa program director for Brandeis. Privacy, he said, is a value at the heart of a free society, 
and an engine of progress. 

Photo __ ----....., 

di,"ector of Darpa's Brandeis program.Credit Sun Vega 

"Privacy is a key enabler to things we care desperately about, like democracy and innovation," Dr. 
Launchbury, a computer scientist and cryptographer, said in an interview on Friday. 

Brandeis was one of several emerging-technology programs highlighted at a three-day conference last week in 
St. Louis, where Darpa invited 1,200 scientists and technologists from academia, large companies and 
start-ups. The event was part of the agency's dri ve in recent years to woo leading researchers and 
entrepreneurs to collaborate with Darpa. That effort has been a hallmark of the tenure of Arati Prabhakar, a 
trained physicist and former Silicon Valley venture capitalist, who became the head of Darpa in 2012. 

Brandeis is just getting underway. The companies and universities joining the program have been selected. 
But most are still negotiating contract terms, with only a few announced, including SRI International and 
Stealth Software. The kickoff meeting for the participants will be in October. The program will run for four 
and a half years, and its budget will be "tens of millions of dollars," Dr. Launchbury sa id. 

Many companies and university researchers are working on privacy-protecting technologies. Yet Darpa will 
support early stage research in areas like advanced cryptography, a field known as multiparty differential 
privacy, and machine-learning software that can learn and predict a person 's privacy preferences - a clever 
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digital assistant for privacy protection. The latter would be a big change from the complex privacy settings on 
search engines and websites now, which is a major reason much of the online population just accepts the 
default settings. 

The free flow of data , Dr. Launchbury noted, should be enormously valuable across every industry and 
sc ientific disc ipline. But that will only happen in an environment of trust, where, he said, the prevailing 
attitude is that "you feel so in control of your data that you enable greater sharing at your di scretion." 

Today, the data world is pretty much wide open, and entire industries rely on mining and marketing people's 
data. Ifpeople have the abili ty to limit which of their digital footprints can be seen or tracked, doesn't that 
undermine the business model of many ad-based Internet companies, including Google and Facebook? 

Not necessaril y, Dr. Launchbury replied. " It would be a matter of, You can use thi s data for these purposes in 
exchange for a set of free services," he said. "At least then it's a negotiation." 

Naming the program Brandeis suggests a recognition that technology will be only a part of the answer to 
privacy challenges. So will an evolving legal framework and public attitudes. 

"Privacy is such a huge space," Dr. Launchbury said. "What we're working on here is not a solution. But 
we're hoping to develop a new technical capabili ty and society can decide whether it wants to use it." 

Privacy, Brandeis, Louis 0 , Defense Advanced Research Projects Agency, Privacy, Snowden, Edward J 
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Fyi .. 

Subject: NYT: With 'Brandeis' Project, Darpa Seeks to Advance Pri vacy Technology 

Below is Lohr's 
)( ) 

. fb)(5) iece on Brandei s. which he forwarded and is now u on the NYT Bits blog
L 

________ --' 

hI! P '/lbils b lo~s n yli mes com120 I 5{Q9! 14lwi th-brandeis-project-dawa-seeks-to-adyance-pri yacy -Ieebnolo~y!? 
elDe eta!& r~O 
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Jnloworld on FTC priv<lCY thing 

Mcnd<lY. August 31. 201510:16:50 AM 

J hadn't heard about this before, but assume you have, and also assume that the FfC has looped in Brandeis on their 
strategizing ... but in case not: 

hl!p·llwww networkworld com/anicJeJ2977443/securil y/anem jon-whi tehat s-t he-ftc -wams-you-lo-lead-new-pri yacy
security-push html 

cheers, 
l(bX!) 
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From: 

To: 

Subj ect: 
Date: 

Cool 

RE: Emailing: With "Brandeis· Project. Da rpa Seeks 10 Advance Privacy Technology - The New York TimeS,hlm 

Tuesday, Seplember IS, 201S 4:16:00 PM 

,I 

~;·~:oi""E;;;;Ti' h' ;£,wTthCii;;;;;ct;:;;;pco;;:ct.O:;;P;;;;;;"iOi:"",, Pri vacy Technology - The New York 
Times.hlm 

See attached. a picture in Ihe NY Times of Launchbury giving credi ls 10 Sun who look Ihe piclUre! :) 

Like Ihe real lhing. :) 
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From: 

To: 

Subj ect: 
Date: 

tbX6
) ! 

RE: FYI- NYT Story DARPA Project See s to Advance Privacy Tech 

Monday, September 21, 201512:22:16 PM 

Ha, yes! I saw this. 

Good to see the traffic on Dr. Launchbury's program. We've consulted with 
him a few times and it's very exciting. 

Thanks! 

(b)(b) 

FOR OFFICIAL USE ONLY (FO UO) - DO NOT DI SSEMINATE 

Darpa Project Seeks to Advance Privacy Tech 
New York Times. Sept. 21, Pg. 84 1 Steve Lohr 

The Pentagon's advanced research amI is pursing privacy technology. And this 
time. it is technology intended to protect individual privacy rather than 
compromise il. 

TIle new emphasis is a very different path from the one taken after the Sept. 
I I al1acks, when the Defense Advanced Research Projects Agency. or Darpa. 
embarked on the Total Information Awareness program. It was to be an 
all-seeing digital surveillance system to hunt for terrorists. TIle outcry 
from privacy advocates prompted Congress to shut it down. But the 
technologies developed by Darpa made their way into the intelligence 
agencies and the electronic-spying program that so dislUrbed Edward 1. 
Snowden, who leaked tens of thousands of documents. 

The new Darpa program is called Brandeis, a nod to the guiding principle of 
the research initiative. Louis Brandeis, a progressive lawyer who became a 
Supreme Court justice, was the co-:\Uthor with Samuel D. Warren of an 
influential essay, "The Right to Pri vacy." Published in Harvard Law Review 
in 1890, it forcefully made the case that safeguarding privacy was essential 
to indi vidual freedom. 

The Brandeis manifesto was published two years after the introduction of the 
Kodak film camera, a privacy-threatening technology of its day. It could 
quickly capture images, recording people in normal poses and spontaneous 
moments. The previous wet-plate. lithographic cameras required their 
subjects to present themselves in frozen stillness. But with a hand-held 
Kodak camera, photo snappers were suddenly taking pictures of people in 
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public places -- downtowns. ballrooms and beaches. The "camera fiend s" 
were seen as 11 mcnllce. and banned from beaches and from the Washington 
Monument for a whi le. 

But whi le the timcs and the technology have changed. the fundamental s have 
not, according to John Launchbury. the Darpa program director for Brandeis. 
Privacy, he said. is 11 value at the heart of a free society, and an engine 
of progress. 

"Privacy is n key cnnbler to thi ngs we care desperately about. like 
democracy lind innovation." Dr. Launchbury. a computer scientist and 
cryptographer. said in an interview on Friday. 

Brandei s was one of several emerging-technology programs highlighted:t1 a 
three-day conference last week in SI. Louis, where Darpa invited 1,200 
scientists and technologists from academ ia. large companies and start-ups. 
The event WllS part of the agency's drive in recent years to woo leading 
researchers :md entrepreneurs to collabomle with Darpa. That effort has 
been a hallmark of the tenure of Arali Prabhakar. a trained physicist and 
former Silicon Valley venture capitalist, who became the head of Darpa in 
2012. 

Br.mdeis is just gett ing underway. The companies and un iversities joining 
the program have been selected. But most are still negotiati ng contract 
terms. with only a few announced, including SRI Imemational and Stealth 
Software. The kickoff meeti ng for the partici pants will be in October. The 
program will run for four and a half years. and its budget will be "tens of 
millions of dollars," Dr. Launchbury said. 

Many companies and university researchers are working on privacy-protecting 
tt.'chnologies. Yet Darpa will support early stage research in areas like 
advanced cryptography. a field known as mul tiparty differential privacy. lind 
machine-learning software that can learn and predict a person's privacy 
preferences •• a clever digital assistant for privacy protection. The latter 
would be l\ big change from the complex privacy settings on search engines 
and websi tes now, which is a major reason much of the online popu lation just 
accepts the defau lt settings. 

TIle free now of data. Dr. Launchbury noted, should be enormously vll iullble 
across every industry and scientific discipline. But thm will only happen 
in an environment of trust. where. he said, the prevailing anitude is that 
"you feci so in control of your data that you enable greater sharing at 
your discretion." 

Today, the data world is pretty much wide open. and emire industries rely 
on mining and marketing people's data. If people have the abi lity to limit 
which of their digital footprints can be seen or tracked, doesn't that 
undermine the business model of many ad-based Internet companies. including 
Google and Facebook? 

NO! necessari ly. Dr. Launchbury replied. "It would be a matter of, You can 
use this data for these purposes in exchange for a set of free services," 
he said. "At least then it's a negotiation." 

Naming the program Brandeis suggests a recognition that technology will be 
only a part of the answer to privacy challenges. So wi ll an evolving legal 
framework lind public att itudes. 
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"Privacy is such a huge space," Dr. Launchbury said. "What we're working 
on here is not a solution. But we're hoping to develop a new technical 
capability and society can decide whether it walliS to use it. H 

RETURN TO TOP 

-----Original Message----
From: Research Support Center 
Selll: Monday, September 2 1. 201 5 10:25 AM 
Subject: OSD Morning News Updates 19-21 September 

Good morning. 

Attached are the OSD Morning News Updates for 9/19/1 5 - 912111 5, Please let 
us know if we mlly provide any assistance to your research. 

Kind regards. 

FOUO - For Official Use Only. Do not disseminate. 
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Wire <utic e on DNA ata privacy 
Saturday, October 03, 2015 10:01 :13 AM 

This might be useful anecdote for Brandeis .. 

In the October print edition of Wired (p. 35), there's an article on a filmmaker named Michael Usry who was 
interrogated by police and FBI about a trip he'd taken in 1998 to Rexburg Idaho to visi t two of his sisters. The police 
were trying to solve the 1996 murder of teenager Angie Dodge. Several years earlier. Michael's father had donaced a 
DNA sample to his Mormon church. TIlat database was later purchased by Ancestry. which made it publicly 
searchable. (They have since shut down this access). 

The police had DNA evidence from the crime scene, which they ran through all publicly avai lable DNA databases, 
including Ancestry, in a so-called familial search. and Michael's name came up. During the interrogation they took a 
DNA sample (for which they had a warrant). After 33 days. Michael was cleared when his DNA sample didn't 
match the evidence. 

The DNA search technology has a high rate of false positives, and there are no standards for data quality in these 
non-government DNA databases. This creates a situation in which many innocent people have their reputations 
damaged due to a lack of adequate data privacy and handling safeguards. 

The argument for privacy is often couched in vague terms; "J just don't feel comfortable that advertisers/insurance 
companies/government agencies/etc are able to access my web surfinglgeolocation/workout history/etc. " Thi s story 
provides a concrete example of the unintended consequences of having one's data avai lable on the Internet. 

b)(ij) 




