From: DeMartine, Laurg </0=FTCEXCHANGE/CU=FIRST ADMINISTRATIVE GROUP/CN=RECIPIENTS/
. = LDEMARTING>

Sent: Monday, October 21, 2013 5:51 pPM

To: Kohm, James A, <JKOHM@fc.gov»; Mithal, Maneeshs «MMITHALGfC . gov>
Subject: Chair Correspondence re Facebook

Attach: Chair 1406088775 Facebool pdf; Chair 14008876 Facebook.pdf

Hmand Maneesha, The Chalrwoman received two letters concerning FB, which you may have already seen.
One from numerous consumer groups asking that we investigate potential F8 order vinlations, and the other is
from the National Aslan American Coalition, which discusses the order but also broader privacy/COPPA issues as

well |[(D)(D)
(b)(3)




Office of the Chalomas
Lorrespondence Reforrat

Remamber to Designate
FOIA Biatus

Toddoy's Uate 082AM3

Refersnge Numbey:

Type of Response (or Action:

14508875

Date Forwarded:

Complaint

Action: Diract Reply

O8R4

Bubiact of Correspondense;

Facsbook
Author:

Copies of Corrsspondencs To:

Representing:

Orgaization Assignad:

Ofles of the Direcior (BUF)

Cooies of Response To:
Deadiing:
HsE

ACTION LOG

Date FYC Org.
Received Lole

Date
Agmioned Action Reguirad

Assignment To:

1144

Daniel Xauiman




/;?’2 & & e g}
Caderat Teade Commission
fpneivad

~ . 3 - - o4 R
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Edith Ramires Ohairwoman Ramiez
Chatrwoman

Federal Trade Commission

6 Penmmsyivania Avenueg, NW

Washington, B 20580

Dear Chairwoman Ramires:

As organizations concerned ahout the health and welfare of America’s teens, we
urge you o protect this vulnerabie group from the proposed new Facebook policy
op marketing and advertising Facebook's policy will give it permission fo use the
name, profile picture, content, and other actions of teens {und 2l other users) for
commercial purposes without compensation. it also reguives 13-t0-17-year-nlds, a5
a new condition of service, to "represent that atleast ane of vour parents or legal
guardians has aise agreed 1o the tarms of this section {and the use of your name,
prolile picture, content, and information! on your hehall” The FYE, which has
acknowledged that teens require spedial privacy safeguards, must act now o Hmie
the ways in which Facebook coliects dats and engages in targeted marketing
direcred at adolascents. It should prevent Facebook from imposing unfair termz on
teens and thelr parents that place them 1o 2 position of having to say they secured
informed, affirmative consent from a parent or guardian.

it {5 essential, when teeny ave involved, that the BT ensure thar Facebook is
angaged in falr marketing practices, including 88 terms of service, Facebook has
positiopad itself to take fnll covomercial advantage of all the social interactions of
adolescents on its online platforms, using a myriad of date-enabled marketing
rechnigues little understond by the average user. Facebook is surely aware that
teens will have little time to review these proposed changss, ar even become
knowledgeablie about them before their profiles, photos, and social actions
attomatically becoime wholesale fodder for commercial usel As you and the
commission know, scholarly research has documented the developmental and
cognitive valierabiiitiey of adolescents, For examply, teons are highly influenced by
the cheices and preferences of their peers, and can often act inpulsively, They
should not be subjected to the same range of sophisticared ad~tarpeting practices
that Facebook imposes on adults,

We call on the Federal Trade Commission to critically examine and redress thess
new changes propased by Facebook. The conunission must enfores its 2011 Consent
Decree with Facebook to protect the interests of teens,

Cordially,
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A i sirwoman Hamires

Oomissioner foshus Wright {‘;hw

Feders! Trade Commission
AN t:z‘m%yz\*ar*m Avenue, NW
Washington, DU 246580

Axion Amarican Pavent avad New bromidgrant Cevplaing
Arpainst Facehook's Privacgy Intrusions

Dear Chatrworsan Remirer and Commissionsrs Brill, OkBwusen sud Weigh,

the Nattonsl Asian American Coulitior which has o BU vregulatory office, has freguently met
with Chatrwowan Ramirez asd many recen? past and p*esﬁ:t eommmissionsrs on @ hroad
range of coasumier issues over which the Pedernl Trade Commission {FTC) hag jurisd “e.
We greatly appreciate the apention thai Chairwoman Ramirez and other mambers of the
Commission have previctsiy paid to the concerns of the repregentatives for tweaty miliion
Aginn Amerivans

Faday, we fla ar intoal complaint that challenges Facebeok's privacy mvasions, byl seoks 3
broad range of consumer snd teenage protections that e FYC has so far filsd 1o
effectively addross. We glso eall to the FTL7s attention thet an increasingdy fargs numher of
ten-year-olds are usiog Facebook despite the probihitions of any under thirteen having a
Faceheok acvount, in dact an lnoreasing numnber of sven sight-vear-olds bave fgurod our
how o siude Pacehook's offorss, which we Believe ave sincere, to Hmis usage only o those
thivteen or oldent

! ?u;f&m ng aloshsd aw& oigaraile usage winl we will spe
apportunily with che FTD o eall s meerimg with ciies high tech comups this matter imors
effesetively, This may iaslude insud froow the vogulators addressing tennage o retf vl
slocholic beverages, surh a5 the Food and Grug Admivistration We mey alse
within the alvehod beverage and tobactn industries job us

YThis s, o @ losesr degrey, *mi, a wrobha

& by e
age
| hantes:

o akse call trths FTO3 allention that suvurding to s survey of L0049 parents mentionsd fig W
logreal, 199 of childven age tou vy 2 Faosbook secount, 30% ab the age of eleven and 35% at &b i
pyredne, We alfo nofe thal the OEO of &a:ﬁeiﬁxﬁa‘ Mark ,Z:.m,mrbea.‘s;. shated that “he hodioved t‘ui {3*;}&”
ander thivien ; : e talie on 8¢ soms ;m\
w fight we il ety evidenos
ik and goven ay '
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Mational Asiagn Americen Lopliton

Favehoul's tochanlogy s of exgrasrdinary value to Facebook and ity sharcholders {a markat
capital valued st over $1806 billion). it s also highly valusble te a presently cafoulable
grgres to the corporations and busivessys that vely oi Farebook's skilled and sophisticated
fnvasions of privacy.

Alttough we acknowledge thit Farebool has valie 1o 155 uzers, we heleve, as presently
T ¥ ¥

-

constituied, e net volue of Facebook Lo twenty il
zero piven iy controversial and disingenucus polic

&5 seb forth below in this proliminary vomumunily advisory fetter to the FTC, we helieve that
the £78 should consult with the only federal vonsurser sgency that has so far shown an
ability to address systemic preblems, the Conswuser Finsnoial Prateet Bureau, It should
consull to devslop appropreals proteciions and remedies. See, for exsmple, sver 3600
seitlion in snccessinl remedies for bolders of Sapital One, dmerican Bepress and Biscover
eradit cards,

The standard for evalonting Faceboolk's policies as they relals Lo fovasions of privagy
should, ronsistent with the U5, Supreme Court's view of constivutional construction, be
viewed fu the context of what would be acrentable and what would be expected fom pro-
Farehook type fechnoiogles and/or the development of s universsl standard that s
appropriate for a nation with diverse backprounds and edutational atlainmeats,

This filing alss atknowledges that Facebook (s not the only hugh tech mvader of privacy and
that similar probloms may exist a8 o, for example, Twiller

o parbicoiay, we oail attoption te the faal that e majority of Astan Amevican parests are
niew fmigreants born mutstde the U ;

LS., oftag in nations that until very recontly, were
nypassed hy any forms of modern technelegy. Vheir children are in many ways
inadequately supervised in terms of maders technalogy, such as Faccbuol's, since thess
narents are unfnilizy with the dangers of the technolegy and are unable to provide thelr
chiidren with any appropriate gubdance und standards,

in fillng this prelinnnary nobice to the FTU on belall of Astan Amevicans, we belleve that

Black and Latino parents and parents whe live from paycheck-lo-puychetk

Sugeested Actions

Facehook’s dealing with users is a wholly unbalaneed relationship (o which po user has the
power snd for the abllity to modify Facebeok's fundspenial palicies, Therefore, the ¥ICs
sanminvement of September L1, 2003 that i fies begun an fnguiny into whether Faceboni's
new privacy policies {commenced wo weeks agol vicdated 3 2011 sgrevmest with the
regulators, even d properly resoivet, will mudy oreste 3 gommatic change.

2 Rametin DR cbbeete



AAC

mabional Agen Armericsn Coalition

Facebook i hecoming inereasingly powerful through its {obhyists and hundred bilkion plus
market eapiral, it is thevefure i a posthion 0 comtinue, albelt i different forms, siniar

inps. Gbviousty, for example, the FTOs vontinued oversight of ils 2810 consent arder
has pot heen sulficieul

The National Asian Americzn Coalition, based upon i many years of experience i dealing
with, far example, “ton big to fAllY banks, wishes to recommepnd far pore stringent and
effective gctinns that will put the borden almast sxciustvely an Facsbouk rather thas
parems to pridect the privacy of thew (eonsgers. This will alse inchude efferis 1o effectively

bar pretespagers for use of Facebaok advounts.

We will alse by contending and offering evidence that Hacehaool's policicy present a
problem te the vast majenty af ndulis, partizuiarly among the srnoriy com ity of 130

willion snd the 70U of Americans wha have 2 inband Bee from paycherk-t wpmyehock,
] i HEY

We mre prepared to demonstrate that Facehonk, unlike some corporations that introduce
new snd for unfamiliar technologies, mas 3 grosshy inadeguste palicy of cre

edurared user base and/or parental oversight base,

There are many models that FTO can cansider, inclnding the equivalent of massive finaneial
education programs pressutly heing administered by many sonprofits relating 1o constumer
and/or housing fuancial issues. We would, for example, arge ihat as part of auy resehation,
Facebook be reauired to dedicate 2% of its mariet capital value Lo wassive educatiensl
prograws dedicated to develuping soplisticated users who tan effectively arddress any
Farebook invasions of privary whether deliberaie or bradvertont.

The Nativngd Asian dimerd

“The Nalions! Asten American Donlition will be meeting wilh the teadershin from the 50
fiack AME churches and the Hispavic evangelical pastars doring the week of September
2 g discuss appropriare actions. Some have aiready indicsted a prefiminayy Intevest a
wointng this letier,

The leadersiip from Black and Latine churches and the Natioaal Asian American Csalition
will be seeling a mesting with Chairman Ramirez and other members of the Commission o
NG during the week of November L% when we will be visiting other regtlators, inchiding
he Federal Comumunications Commission, the Pood and Drug Admimstration and the
Department of fustice’s aplitrust division,

The Natienal Asizn American Coalition, opce il confarls Pacebonk later this weel, will
initiate & survey of Agizn A werican, Latine snd Black users and potent acehoulk
relating Lo privacy issues. The first survey may he conducted ag eariy as ctober 18R AL the

Foowomiie Development

National Asian Americsn Doaliifon’s Teath Anneal Asian Anerican
and Empowerment Conferznce, which will be atiended by over L,O0D puporily consumeys.
Kps ateached program fyer for d eraiis of the conference.)




stional Asan Armerican Toglifion

s

After we contact Faceboolk, we will sontact Chalrwoman Rambred's office to deloimine
whether the PTG wauld prefer to have direct inpat inte our persoa-lo-persen survey that
might be conducked on Ootober 104

Chairwoman Rawirez and members of the Commission, you bave & uniguely aiffionlt task
before vou, 1048 8 task that ap increasingly large nusber of regalators face. How do youw, as 2
regulator, promaote innovation, which we strongly suppory, whils profecting privacy and the
faancial weib-being of the pablic? We are confident that, once this becomes a priovity, othey
regulztors will cooperate amd provide input Indduding the Consumer Finandial Protection

Hureai.

We will contagt yuur office within ten days to sreangs the weelk of November 120 meetings
and to follow uy regarding the infevests of Fucehook in condueting an sppropriale survey,
We will alse contact Twitter and Google g5 to thelr intorest In jnining sueh » survey.

Mostsincerely,
4 , - : LA
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Faith Bautista " i Mafines Rahert Bagidda
President wred CEQ Chiel Demiy General Counsel

Can Black AME Churches
Ecomencal {anbey for Black Church Studies
fusse Miranids Center for Hispanic Leadership
Orange County and Sen Piego interdenoryinational Ministerial Alllances
Las Angoles Latiun Business Chamber
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Mithal, Maneesha </ 0= FTCEXCHANGE/QU=FIRST ADMINISTRATIVE GROUP/CN=RECIPIENTS/

From: CN=MMITHAL>
Sent: Monday, October 21, 2013 505 PM
To: Olsen, Christopher <colsen@ftc.gov>

Subject: did you ses Asian American letter on Facebook privacy?




Kohim, James A, </O=FTCEXCHANGE/QU=FIRST ADMINISTRATIVE GROUP/CN=RECIPIENTS/

From: CN= IKOHM >

Sent: Monday, November 4, 2013 12:05 pPM
To: Mithal, Manesesha <MMITHALGRC gov>
Subject: Documenti [Compatibility Mode]

Attach: Documenti [Compatibility Mode].docx




Kohim, James A, </O=FTCEXCHANGE/QU=FIRST ADMINISTRATIVE GROUP/CN=RECIPIENTS/

From: CN= IKOHM >

Sent: Thursday, November 14, 2013 1:04 PM
To: Mithal, Mansesha «MMITHALGMC gove
Subject: Documenti [Compatibility Mode]

Attach: Documenti [Compatibility Mode].docx




Juffray Chester </O=FTCEXCHANGE/GU=FIRST ADMINISTRATIVE GROUP/CN=RECIPIENTS/

From: CN=JEFFREYCHESTER »

Sent: Monday, October 21, 2013 7:48 AM

To: Rich, lessica L. <IRICH@fo.govs ) Mithal, Maneeshs <MMITHAL@RC.gov>; KohnGfic. gov
Ces Hudson <hudson@democraticmedia.org>

Subject: Facebook follow-up

Dear Jossics, Manassha and Jinn:

I know you are just back to work, but just an FYI that we sent Jessica some follow-up materials, and are ready to
provide additional information and analysis,

The market report, which T weote, reflects just some of the data we have compiled on Fb's gperations. I putin
citations, but we have other material as well,

We hope the commission continues its review of Fh's proposed ToS/data plan, and ensures that s users--esp,
teens--are profecred by the consent decree,

Many thanks,

Jeff

Jeffrey Chester

Center for Digital Democracy

1621 Connecticut Ave, NW, Suile 550
Washington, DL 20009

weew democratiomedia, org

wyrw digitalads . org
202-986-2220




g Mithal, Maneesha </ 0= FTCEXCHANGE/QU=FIRST ADMINISTRATIVE GROUP/CN=RECIPIENTS/
Fom:
CN=MMITHALY

Sent: Wednesday, November &, 2013 7:56 AM
To Qisen, Christopher <colssn@ftc.gov>
Subject: Facebook meeting

I made arrangements (o go to the FB mesting. You're stll welcomne o come, but vou don't have o



Olsan, Christopher </O= FTCEXCHANGE/OU=FIRST ADMINISTRATIVE GROUW/

From: Ch=RECIPIENTS/CN=COLSEN >

Sent: Wednesday, November §, 2013 4:52 PM
Fo: Mithal, Manesesha <MMITHALGRC gov>
Subject: FE meeting

I need to drive over to HO and park because | noed 1o feave right after the FB meeting. So [ will just meet vou over there



Mithal, Maneesha </ 0= FTCEXCHANGE/QU=FIRST ADMINISTRATIVE GROUP/CN=RECIPIENTS/

From: CN=MMITHAL>

Sent: Thursday, November 14, 2013 6.:48 PM

To: gerger, Lawrs <LBERGER@HC gov>; Olsen, Christopher <colsen@ffc.gov>
Subject: Fb meeting

Paura - we can call you on yvour bb for the meeting, (0)(S)

|(0)(5)




From:

Sent:
Fa:
Subject:

Mithal, Maneesha </o=FTCEXCHANGE ou=First Administrative Group/cn=Racipiants/
e MMITHAL>

Friday, October 18, 2013 3:25 PN
Kol James A, <)JKOHM@fc.gove
FB QBRA




Kohim, James A, </O=FTCEXCHANGE/QU=FIRST ADMINISTRATIVE GROUP/CN=RECIPIENTS/

From: Ch=IKOHM >
Sent: Friday, October 18, 2013 4:53 PN
Fa: Mithal, Manesesha <MMITHALGRC gov>

Subject: FB




Juffray Chester </O=FTCEXCHANGE/GU=FIRST ADMINISTRATIVE GROUP/CN=RECIPIENTS/

From: CN=IEFFREYCHESTER »

Sent: Tuesday, Gotober 15, 2013 10:19 AM

To: Rich, lessica L. <IRICH@f. gov>; Mithal, Maneeshs <MMITHALG@RC.gov>; ¥Kohm, James A,
<IKOHM@RC . gov>) Koss, Laura <LKOSRGT gover; Wolfe, Douglas <DWOLFEQTC . gov>;
Kim, Reenah <rkimi@Rc.gove; Poss, Palricia H. <PRPOSEGTC. gov>; Hasty, Andrew
<ashasty@fc.gnver; Berger, Lavra <LBERGERGRC gove

Cos Hudson <hudson@demorraticmedia.org>; Joy Spencer <ovspencer@demaocratiomedia. org»

Sabject: followup docs, Facebook ToS

Attach: Misrepresentations under FTC Order-5-1.pdf, FTCFacebookDataPracticesFinal1013-1-3. pdf

Dear FIC stalf:
Needless 1o say, 1 hope the commission and the gov't returmns [0 work soon.

Ar our meeting, we promised 1o send follow-up information. Altached are two docs from CDEB--a legal meme and
one gn Facebook’s marketing practices and data collection,

We will contact vou after you respen to discuss a meeting on these issues. Of course, we are happy to provide yeu
with any additional information that could he of assistance.

Many thanks,
Jeff

PS5 I do want to also draw vour attention to the role of financial data involved with Faceboolk's data collaction/
targeting anabled marketing practices {cited in owr market analysis). Indeed, dus to my research on financial
marketing, for a forthooming report, T was served a pavday ad loan on Facebook {delivered via ong of Fb's
axchange partners). Financial data involves both sensitive information and the need for consumer

safequards. Given the FTC's concern about new financial marketing practices, i is an area that the commission
should alsoe focus on as part of 88 Fh review. We also, of course, believe that adolescents require the same
sensitive date safeguards.

Jeffrey Chester

Center for Digital Democracy

1621 Connecticut Ave, HW, Suite 550
Washington, DC 20009

www democraticmedia org

wyrw digitatads org

232-986-2220




To: Baresu of Consumer Protection, FTC

From: Center for Digital Democracy

Date: Qctober 15, 2013

Re: Mistepresentations by Facebook regarding covered information
L BACKGROUND

In September 2013 Facebook reached a settlement with a class of users who had sued
regarding the company’s use of their lmages and other content tn sponsored siories without
properly disclosing the practices. As a result of the deal, Faccbook proposed to updaie its
governing documents——calied the Statement of Rights and Responsibilities and Data Use
Policy—in order to shicld Hself from similar lawsuits in the future, FTC has ongoing authority o
overses Facehook’s privacy practices under a 2012 Order.

This document seeks to provide more information o the FTC. Specifically, this
memorandum providces the agency with informaition on Facebook’s statements and practices, in
order to highlight misrepresentations made in violation of the Order. Other memorandums on
Facebook's data practices and possible other violations of the Order will also be forthconuing,

iH. RECEVANT LANGUAGE FROM FTC'S 2012 FACEBOOK ORDER

“Covered information” shall mean information from or about an individual

censumer including, but not limited Lo {a) a first or last name: {(b) a heme or other

physical address, including street name and name of city or town; (¢} an email

address or other onling contact information, such as an insiant messaging uscr

wdentifier or a screen name; {d} a mobile or other telephone number; () pholos

and vidgos; {f} Internet Protocol {“1P7} address, User 1D or other persistent

wdentificr: {g) physical location; or () any informabion combined with any of (a)

through {g) above. .. .

Decision and Order at 3, In the Matier of Facebook, Inc,, Docket No. C-43658 (July 27,



2012y
IT IS ORDERED that Respondent and its representatives, in connection with any
product or service, in or affecting commerce, shall not misrepresent in any
manmer, expressly or by implication, the extent to which it maiatains the privacy
or security of covered information, including, but not limited to:
A, its pollection or disclosure of any covered information;
B. the extent to which a consumer can control the privacy of any covered
mformaiion mainiained by Respondent and the sieps a consumer must take
to implement such controls:
€. the extent to which Respondent makes or has made covered
informaiion accessible to third parlies; ..

Decision and Order at 3-4, In the Matter of Facebook, Inc., Docket No. €-4363 (uly 27,
2012y

Hl. MISREPRESENTATIONS BY FACEBGOK TN VIOLATION OF THE ORDER

Under an agreement with FTC in 2012-Decision and Order, In the Matter of Facehook,
Inc.—{"Order”) Facebook is under a broad duty 1o not "misrepresent in any maaner. . . the extent
to which it maintains the privacy or security of " users’ “covered informalion.” Covered
mformation includes all sorts of information that users would consider private and personally
identifiable, as well as “any mformation combined with” histed private and personally
identifiable information,

This memorandum covers misrepreseniations that offend the Order’s broad statement on
misrepreseniations, as well as specific subparts of Part 1 of the Order, Rather than focusing on
the legal standard (2 broad and straightforward staternent about staying truthfl) this document
seeks to flesh out evidence that the facts are not as Facebook spins them. Recent media and
eraated-to-users statements surrounding Facebook’s court-ordered changes o its privacy policy
are misrepresentations designed to sieer users away from reading the policy documents and
understanding what they stand to lose, Statements that the company does not share private

information with advertisors misrepresents the ways that Facebook allows advoriisers 10 colleet



covered information, either gua non-advertisers or through fracking technologies like coekies,
Moreover, and in the alternative, Facebook's statements that these changes merely clarify
existing pohicy suggest that the company has been violating users’ privacy for a year or more
under the Order. FTC must [urther investigate these violations and seek accountability.

A. The “no change” misrepresentation: violating the "misrepresent in any manner”
bread language of Part U's infroductery paragraph

Facebook's assurances that 1f 1s only clarifying its exisiing policy is not borne out by the
facts, and this repeated refrain would cause normal users to avoid investigating the changes made
by the company. This violates the language in the {irst paragraph of Part I of the Order.

On September 12, 2013, the Washington Post quoted Jodi Seth, Facebook spokesperson
in an official statement: “Importantly, cur updated policies do not grant Facebook any additional
rights to use consumer information in advertising, Rather, the new policies further clarify and

Pt |

explain our existing practices.™ This statement has been widely reported” and is likely one of the
targesi-bore statements on the Facebook policy change because it spread in the media, as
opposed to other siatements buried in Faccbook’s many pelicy pages. This stalement would lead
a normal user to believe that there is no change in the company’s rights to use their Facebook
information in advertisements,

The proposed policy changes were made as part of a seitlement where plainti{ls alleged

Facebook’s improper use of consumer informiation in advertising.” The plaintiffs alleged

" Havley Tsukavama, FTC evaluaring Facebook policy changes, Washington Post, Sept. 12,
2013, hitp/www, washingtonpost.com/husiness/technology/itc-evaluating -facebook -nohicy-
changes/2013/09/11/daidb8ba~1b36 1 1¢3-86%5-5021¢0¢4 1964 storv.htmi.

% A google search on September 18, 2013, reveals that this exact quote was also used in stories in
CUNET, The Wall Street Journal, NBC News's online blog, NPR, and a host of lesser-known
industry and news siles,

UG, Fraley v, Facebook, Ine., hitp/www fraleviacebooksettlement.com {(Jast visited Sept. 30,
20133,




numerous violations of California law, and the fact that Facebook’s privacy policy did not
disclose elearly how it used user data. Though the company did not admit fault in the settlement,
the nonmongtary conditions require Facebook to make substantive changes in its official nolicy
regarding how the company intends to use user’s information in sponsored stories’ and change
the iegal rights of mitnor users in relation t© the company’s unannounced and uncompensated use
of their information in advertisements.” These changes are reflected in the new document, and as
discussed in this section and below (infra at C) they change and expand Facebook’s nights 1o use
more types of information from user profiles in commercial messages,

To say that the changes do not expand Facebook’s claims {0 us¢r information is {0 ignore
the purpose of the settlement’s requirernents to express what Facebook did not state prior to the
underlying lawsuit. Stated another way: there would have been no lawsuit and no binding
settlemnent of the same i there is actually “no change™ in Facehook's policy related 10 user daia
in adverlisements.

Moreover, the company's own summary of the changes makes clear that most of them

are substantive (noting in a sunmary of the changes that there 4re a fow “non-substantive

T CGC, Fraley v. Facebook, Inc., Frequently Asked Questions: Question 7,

htip/fwww. fralevincebooksettloment,com/Tag#Q7 (last visited Sept, 36, 2013) (for example, 1t is
bound {07 "Revise its tenms of service {known as the “Statement of Rights and Responsibilifies™)
to more fully explain the instances in which Class Members agree to the display of their names
and profile pictures in connection with Sponsored Stories.™).

P CGC, Fraley v. Facebook, Inc., Frequently Asked Questions: Question 7,

httpy/fwww fraleyfacchooksettlement. cony/fag#Q7 {last visited Sept. 30, 2013) {"Revise its terms
of service to confirm that Minor Subclass Members represent that their parent or legal guardian
consents to the use of their names and profile pictures in connection with commercial, sponsored,
or related content.”).




grammatical corrections” in addition to the many other changes highlighted in the bulk of the
[3

SHITHATY ).

Misrepresentution particularly pernicions when in regards to parents’ right to cousent

One change in the new policies alters the legal righis of 2 whole community of Facebook
users. In the proposed new toxt there is a wholly new paragraph on the legal status of minors:

H you are under the age of eighteen (18}, or under any other applicable age of

majortty, you represent that at least one of vour parents or legal guardians has also

agreed 10 the terms of this section {and the use of your name, profile picture,

content, and information} on your behalf”
As can be seen from the current Statement of Rights and Responsibilities,® there was no
statement about minot’s representations prior to this change. Minors are not allowed to enter inio
this type of contract under applicable state law, California Family Code § 6701 forbids contracts
where minors delegate power, or contracts affecting the minor’s personal property not in the
minor’s posscssion.” The appropriation of children’s content, information, and images scemingly
would be a delegation and the company s retention of user information means that this property

is not held by the users themselves—both provisions are theretore viclated when Facebook

esseatially contracts with children without any parental oversight. Under siafe law these

contracts are not voidable, they are forbidden.'

® Facebook, Section-by-Section Summary of Updates http//www facebook conynotes/facebook-
site-governance/section-by-secion-summary-of-updates/ 101 53200989784530 1 (last visited Sepl.
30, 2613).

" Facebook, Proposed Statement of Rights and Responsibilities Redline 6 {(Sept, 20133,
hitps:/tbedn-dragon-a.akamaihd. nethphotos-ak -

prid/8S1STS 200563963R79553 200116475 npdl

® See id {showing the existing policy in non-redline portions ol the PDF); Facebook, Statement
of Rights and Responsibilitics (Dec. 11, 2012) hitps:///www. facchook.comvlegal/tierms.

fCaL. FaM. CoDE § 670H{a)&(c). See also Fraley v, Facebook, Case No. CV 11-01726 RS,
Amizus brief by Center for Public Interest Law and Children’s Advocacy Institute, Document
248 Filed 11/07/12 (N,D, Cal. Nov. 15, 2013} {discussing the California Family Code and how
the settlement changes parents” rights and children’s protections under state Jaw),

' See CAL. FAM. CODE § 6701,




Hence, according o the law applying o the pre-amendment Facebook policies, minors
could not legally give up their images or other Facchook content for commercial uses; umder the
proposed change, minors offectively give up all of their content for Facehook's profit. This
harms children’s {ree speech interests as well as their privacy and their parents’ right to oversee
use of their images in commercial statoments. Indeed, as ong party opposing the underiving
settlenont argues, this attempt to circumvent parental consent is expressly against the law of
seven states.””

Because minors are protecied from having their image misappropriated for commercial
uses without parental consent ynder numerous slates” laws, this is a large departure, Under the
existing policy Facebook had no argument under wiuch i could use runors in sponsored stories
and therefore would have to ask for parental consent to use minors’ content in this way, now ifts
policy says it never has 1o ask for further parental consent for the same, This is 2 sea change, a
major expansion in the company’s asseriion of its rights to use minors’ information.

Statemients that there are no significant changes to Facebook's policies an

Y

misrepresentations of Facebook’s proiection of user privacy in violation of the Order, and they

are dangerous to parent and child rights under state law.

" Press Release, Public Citizen Appeals Settlement That Allows Facebook To Violale Minors’
Privacy Rights (Sept. 24, 2013),

htin//www citizen org/pressroonynressroomredirect.efm?1D=3985 . This vielates laws in
California, Florida, New York, Oklahoma, Tennessee, Virginia and Wisconsin, Id. See also
Fraley v. Facebook, Case No. OV 11-01726 RS, Public Citizen’s Objection fo Propoesed
Settioment and Notice of Intent to Appear {June 28, 2013) (discussing the seven state laws morg
tuily), available ar http/fwww citizen.org/documents/Fraley-v-Facebook-Objection. pdf,




B. The “vour information is safe from advertisers” misrepresentation: violating
*
subparts A, B, and C of Part 1 of the Order'?

Facebook’s past and future policies would lead users to believe that the company does
not share thelr covered information with advertisers without explicit informed consent, however
in practice the company does just that, Those musrepresentations undercut users” ability to sge
how porous the Facebook privacy wall remaing,

In an omail miessage announcing the policy changes, sent by Facchook’s Chief Privacy
Officer, the text echoes the above idea that these are routine and unimportant changes before
going one siep further: “Like always, we won't share the private information that you put on
Facebook with advertisers without your permission.™ This statement is repeated in the current
Statement of Rights and Responsibilities and partially echoed in the proposed Data Use Policy.
This should nean that users are empowered o deny the sharing of ther covered information
with third party advertisers,

Though this email also contained links to the revised language to Facebook’s nolicies and
a short supumary of the changes, i made no reference to Facebook’s pesition that much covered

information, as defined inthe 2612 Order, is deemed not “private information” and therefore
P

" This misrepresentation has been Facehook’s position for some time and this section therefore
gescribes 4 misrepresentation that 1s not dependent on Facebook’s recent policy change, although
it has been repeated in that context,

¥ E-mail from Erin Egan, Facebook Chief Privacy Officer, 10 all Facebook usors, “News {rom
Facebook” (Aug. 30, 2013 10:52pm EST) {on file with author}. That siatement is also part of
Facebook’s Statement of Rights and Responsibilities in both the exasting and proposed versions
{i.e. “We do not give vour content or mnformation to advertisers without your consent.” see
quoted section in O, infra),

" Facehook, Statement of Rights and Responsibilities (Dee. 11, 2012)
bttpsAwww. facchook com/egaliterms (“We do not give your content or information o
advertisers without your consent.”); Facebook, Proposed Data Use Policy Redline 15 {Sept.
2013, hutps:/ibedn-dragon-a.akamaihd net/hphotos-ak-

prnl/R3 1585 44526475358 1605 1677560786 n.pdf (“When we deliver ads, we do not share
your information (information that personally identifies vou, such a8 your name or contact
information) with advertisers unless you give us permission.”™).




cannot be said to be within the user’s power 1o resirict sharing. In the Data Use Policy and
clsewhere on Facebook's website it outlines what it considers to be “public information,”
including: any information 3 usor shares and Icaves the privacy sefting on that item as “public;”
any comment or post that a user adds to Facebook where the user 15 not given an option 1o toggle
the audience; user’s real name; profile picture; cover photo; network (1.c. networks associated
with one’s alma mater or work); gender; user name and User ID." This information allows users

¥ Facchook's

to be searched for and associated with other wni{ormation both on and off Facebook.
only offered control on the general dissenunation of this information s users” deletion of their
accounis.” Hence, the user “permission” and control that Facebook flaunts is offen an unknown
default setting allowing Facebook to share covered information with any and sl other internet
gsers. In respect to Facebook's partners, and applications, which might also be adverlisers on

Facebook, the company also provides a user’s full friend list as part of the “basic information™

, ) . i3
that is shared as a malter of course.

** Facebook, Informaiion we receive about vou, Public Information,
hitps:/www, facehook com/about/privacy/vour-infodipublic-info {ast visited Sept. 30, 2013), The
hyperlink in the email to "Privacy” lead not to this official policy about privacy information, but
rather 1o a forum where uscrs could “like” and discuss Facebook privacy. See Facebook and
Privacy, hitps;//www. facchook com/(bprivacy (last visited Sept. 38, 2013).

6 Facebook, Information we receive about you, Public Information,
https:Awww. facehook com/about/privacy/vour-infodfpubhic-info (last visited Sept. 30, 2013),
Facebook is making large sinides in making this imformation gasier 1o search and 15 deploying
these search capabilitics to developers, L.e. internef companies who are marketing 1o users. Se
Facebook, Graph APY, Getting Started, htipsi//developers. facebook com/docs/reference/ap/ (last
visited Sept. 30, 2013}

7 Facebook, Information we recgive about vou, Public Information,
htips.//www. facebook.com/about/privacy/your-intoripublic-info (last visited Sept. 30, 20133 ("I
vou are uncomfortable sharing vour real name, you can always delete your account.”).

¥ See, e.g.. Facebook, Other Websites and Applications,
httpsy//www. facebook com/about/privacy/your-info-on-other (last visited Sept. 30, 2813}
(“When you connect with a game, application or websile | |, . we give the game, application, or
website . .. your basic info . . . which includes your User 1 and your public information, We
also give them your friends’ User IDs (also called your friend list) as part of your basic info.”).




it is significant that Facebook cautions users that “information vou share on Facebook

can be copied or re-shared by anyone who can see it

and vet it still confidently claims it does
not share nformation with advertisers {who glean covered information while woaring non-
advertiser hats). In contrast, a Faccbook partner explains that companies can use Facebook User
{05 they have gathered to {argel individuals on Facebook and encourage them 1o become

552{3

“fans,”” which would open the individuals up to companies’ personally-identifiable-information

gathering as “third parties” {rather than as “advertisers™) under Facebook™s construction of'the
term, Facebook states that when any persen searches Facebook using a user’s contact
information, Facebook will aliow them access to public information, even if a user has not
shared the scarched-for contact information publicly.”’ The internal contradictions between the
adveriiser anonynuty statements and other statements, shows how the left hand doesn™ know

what the right is doing—users who rely ca the most prominent statemenis about privacy,

provided by Facebook’s most prominent spokespeople, will be mislead ™

Accord Facchook, Data Use Policy (Dec. 11, 2012},

https//www. {acebook.com/full_data use policy.

o Facebook, Data Use Policy (Dec. 1, 2012}, https//www . facebook.corm/full_data_use poliey.
¥ See Experian Marketing Services, Retargeting on Facebook, htipy/www . experian conysecial-
marketing/relargeting himl Qast visited Sept. 30, 20133,

*! Facebook, Data Use Policy (Dec. 11, 2012), hups://www facebook cony/full_data_nse_policy
(“we allow anvone with your contact information {such as email address or wlephone number} (o
find vou through the Facebook search bar at the top of most pages, as well as other tools we
provide, such as contact importers - even iT vou have not shared your contact information with
them on Facebook.™).

~ Even the full Data Use Policy, which admits to some of the uses that contradiet other
statements about information being safe from advertisers, is hidden to some degree. When one
scarches for and finds a “Facebook Data Use Policy” page the full policy is discreetly putas a
link at the left of the screen, a last option afier cight other links (when reading the page right-to-
feft and top-to-botton) that would lead away from the policy. See Facebook, Data Use Policy,
tttps/www. facchook com/about/privacy/ {last visited Sept. 30, 2013).




Coakies and persisieni identifiers

The company’s cookie policy Is of great importance to Facchook’s misrepresentations
about user privacy, Under the Order persistent identifiers are covered imformation. Though
Facebook’s official stance is that 1t doesn’t share generally-available information with
advertisers without user permission, ifs policics allow it to give advertisers enough information

123

to link covered personal information it deems “public information” with other identifiers.
Facehook and its advertisers track users using cookies and similar rechnologies.™
Cookies allow Facebook and third parties “know who you are,”™* and wack you from spaces that
Facebook controls te non-Facebook-controlled sites that link & user 1o personally identiliable
information.” In fact, away from its privacy policies, Facebook discusses how it helps third

parly sites to collapse a user’s Facebook profile and profiles on the other sites.”® Merely “liking”

a company’s Facehook page {many such pages existing for commarcial markeling purposes)

# Pacebook, Advertising on Facebook hitps//www, facebook comvabout/ads/# (last visited Sept,
30, 2013) ("Facebook and other companies use technologies like cookies, pixel tags and local
storage 1o show ads that are relevant to vou ™)
* Facebook, Cookies, Pixels & Similar Technologies, htips://www facebook convhelp/cookies
{1ast vistted Sept. 30, 2013). See also Facchook, Data Use Policy (Dec. 11, 2012),
bitps://www.facchbook com/full data use policy ("Weo may ask advertisers or other partners {o
serve ads or services o computers, mobile phones or other devices, which may use a cookie,

ixel or other similar technology placed by Facebook or the third party”).
** Facebook, Cookics, Pixels & Similar Technologics, htips:/www.facchook comvhelp/eookics
(last visiied Sept. 30, 2013) ("We may also use a cookie (o Jearn whether someone who saw an
ad on Facebook later visited the advertiser’s siie. Similarly, our pariners may use a cookie or
another similar technology to determine whether we've shown an ad and how it performed or
provide us with information about how you interact with them. We also may work with a partner
to show you an ad on or off Facebook, such as after you’ve visited the partner’s site or app and
thig may involve the use of cookies, focal storage on your device or other similar iechnologies.”).
* Facebook, Other Websites and Applications, hitps://www.facebook.com/about/privacy/vour-

email address, and we match i with a database of email addresses that we have also hashed. 1f
there 1s a maich, then we tell the website the User 1D associated with the email address. This
way, when vou log into the website using Facebook, the website can link vour Facebook account
1o your account on that website.”).
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opens a user up {0 iracking and information collection by that company through Facebook’s
platform,” which potentially links user “public information™ to data the company gathered from
other sources,

Facebook acknowledges that s partners and other third parties are collecting information
about iis users, bul then the company seemingly (ries 1o pass them the Hability by pointing its
users to these third parties” privacy policies,” This further undercuts its statements about how it
respects users’ privacy setlings because it is demonstrating that its policy documents do not
cover users as they use the Facebook platform, In the context of Facebook's broader siatermnents
about respecting privacy this shifting of responsibility is misleading, Additionally, the more one
goes digging into materials about partaers, advertisers, and third parties, the more shocking the
revelations are. For the sake of brevity in this analysis, examples for further FTC investigation
are provided in an accompanying Center for Digital Democracy working paper.

This “use at your own risk” stance m torms of identification by third partics and hinkage
between identifying cookies and covered information is not fairty slluded to in Facebook’s
statoments about advertisers in s email 1o mombers and the Statement of Rights and
Responsibilities. Widely-reported examples are fow (because most users cannot track nususe of

their information in an online and personalized advertising platform) bul clearly advertisers are

7 Facebook, Data Use Policy {Dec. 11, 2012y, hitps://www facebook.conylull data nse policy
{(“Some Pages contain content that comes directly {rom the Page owner. . ., Because this content
comes directly from the Page owner, that Page may be able to collect information about vou, just
iike any website.”).

¥ Facehook, Cookies, Pixels & Similar Techrologies, hitps://www, facebook.com/help/cookies
{last visited Sept. 30, 2013) ("Wc or others (like vour frignds m their posts or the Pages or Apps
vou visil or use) may integrate third party features like maps or videos to provide you with better
services. The providers of those mtegrations may collect information when you view or use
them, including information about you and your device or browser. They may do this using
cookies, pixels, or other similar technologies, To learn more about the information they collect or
reeetve, review their privacy policies.”).
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already using available information from Facebook to ¢reate commercial content that violates
individual privacy.”

Facehook’s many assertions that 1t docs not provide advertisers with information is at
odds with its policy of making some sensitive information covered in the 2012 Order generally
available and allowing linkage with cookies and similar technologies. Users have hittlc idez (o
what extent they are being tracked and current policy statements would not give them any
meaningful mformation about Facchook's advertising privacy practices and the holes companies
can glean information through,

. The past policy misrepresentation: violating subparis B and C of Part I of the Order

I Faccbook is taken al its word, it has been misleading users the whole time the Order
has been in effect. Facebook would lead consumers and FTC to believe that the new expression
of s privacy policies is merely a clarification of the existing statements, which in no way
expands the scope of potential data gathering and use {see statoments discussed in A, above).To
the extent that the changes are merely clartfications of existing policy, then the complainis raised
by class members who settied with Facebook in the Fraley case show the large extent (o which
prior policies were inaccurate.

Assuming for a moment that this “clarification” sistement is true, then the original
unclarificd policy statements were misleading to begin with, This is evidenced by Faccbook’s
redime document, which shows changes that appear to be substantive. The advertising section of

the Statement of Rights and Responsibilities states:

** Heather Saul, Facebook apologises over dating ad showing picture of Rehiaeh Parsons after
she killed herself, Tae InpepeNpeNt (UK), Sept, 18, 2013,
htAwwwindependentoo.ubnews/world/americas/facebook-apologises-over-dating-ad-
showing-picture-gi-rehtach-parsons-after-she-killed-herse i 8824232 . html.
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Ay discussed above, the now paragraph on miunors is a large change in the company s
stance towards a particular group of users, but that is not the only significant revision, Gone is
the assurance that one can “limit how your name and profile picture may be associated with
commercial, sponsored, or related content,” as well as another statement that this information 8
only used with sponsored content “subject to the limits you place.” Instead, there 1s now blanket
permission for Facebook to use both name and profile picture for any spousored advertisement,

This contradicts the previous controls given to users to Hmit the use of “social actions”
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Facebook ads.” Moreover, the addition of “content, and information” to the general permission
greatly expands the types of user information that could be tied up into an advertisemoent withowt
a user's knowledge.

A user who read the Statement of Rights and Responsibilities in 2012 or early 2013
would have no indicalion that minors werc represeniing their parenis had given consent, would
not have expected their “content, and information” to be used in conmercial messages, and
would have assumed they could hmit their name and profile picture’s use in sponsored content.
According to Facebook’s stance today, that uset’s expectations were wrong,

To the extent that Facebook indicates this wholesale use of all user content for
commercial messages that goes ynnoticed and uncompensated was alrcady s policy, this policy
was not reflected 1 the previous—seemingly more protective—language. Taken at its word, the
company has violated subparts LB, and LC. of the Order for the entire time this has secretly been
Facebook’s de facre policy.

By contrast, and more likely still, this is an expansion of the privacy policy’s coverage
{as covered supra in A) and so Facebook s currenily masrepresenting what the document micant
in the past. The company’s insistence that there a lack of meaningful change indicates that it i
ither misrepresenting one policy or the other—and in ¢ither case FTC has cause to act under the
2012 Order.

IV, CONCLUSION
For the foregoing reasons FTO should seratinize Facebook’s misrepresentations of is

privacy proiections in violation of the order and punish the company accordingly.

1 See Facebook, Proposed Data Use Policy Redline 19 (Sept. 2013), https:/fbedn-dragon-
aakamaihd net/hphotos-ak-prn 1/85 1585 445264755581605 1677569786 n pdf {deicting a
reference to “Your *Show my social actions in Facebook Ads” setting” to allow for the unlimited
usc of this information in ads).
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L Introduction

Facebook makes markedly different—at times completely opposiio—statements (0
adveriiscrs than they do 1o usors about the type of data they make available to marketers.
To users, for example, Facebook states that it will not share or “give your content or
information to advertisers without vour consent.” In practice, however, Facebook does
give adveriisers user information by matching, linking, hashing, reverse engineering, and
creating new 1Ds that are specific 1o mdividuals and persist beyond the Facebook
platform. Facebook gives advertisers aceess to these new 1Ds, allowing them to follow
specific individual users and tie their own extornal data to these IDs, This allows
advertisers to expand their knowledge of specific Facebook users, By creating a paraliel
system of personal idendification, Facebook not only shares data by matching, linking,
and tying covered information but they share data that are personally identifiable,

Facebook alse claims that it has institufed a systom wherc users can opt cut of this
marketing and data collection. However, in practice this is an extremely convoluted and
msleading process, consisting of multiple steps buried within the Facebook platform.
There is no simple way for a user 0 opt out of this extensive data collection or targeted
marketing based on tracking. A user must visit cach third-party websiie individually to
actually be informed about is data collection practices (and even then the opi-ouls are
cookie-based, so any clearing of browser cookies essential opts the user back into the
system).

While this ereation and maiching of persistent personal IDs have become common data
and marketing practices for Facebook, very fow consumers have any lovel of
understanding of how this process operates and its implications for privacy. The Federal
Trade Commission should address the practices we discuss below, as part of its review on
the proposed Data Use policy changes.

L. Sharing User Information: Maiching and Tying Covered information through
the Facebhook Exchange, Partner Categories, and Custorn Audiences,

Facebook’s Main Advertising and Retargeting Platforms

Facebook Exchange (FBX) is Facebook's real-time bidding platform. Youmust be a
qualitied company to be a part of the cxchange that currently boasts 20 approved data
gathering and targeting companies. Among them are AdRoll, AppNexus, Criteo, and
Media Math, FRX allows companies to follow visitors from their websites or across the



Internet back to Facebook for retargeted advertising, Custom Audiences is the
mechanism by which Facebook allows marketers to reach their offline audiences among
Facebook users “using email addresses, phone numbers, Facebook user 1Ds or app user
1D's to make the mateh”’

Last April 2013, Facebook announced Partner Categories, which offors markefers a self-
serve mechanism for targeting their customers.” It helps marketers target users based nol
only on their expressed interests but also on actions they have faken across the Internet
regardloss of dovice, Marketers using tus platform have access to offline data from data
brokerage companies Acxiom, Datalogix, and Epsilson.” The 500-plus unique group
categories are available to markefers through Power Editor and the APL”

Ir a privacy-related post called “Advertising and our Third-Party Partners,” Facebook
describes its new relationship with leading data broker companies as “partnerships
[designed] with people’s privacy in mind and how peopic using Facehook continug 0
have control over the ads they sce”™ The blog explains that Facebook’s work with
Acxiom, for example, is innocuous, benelicial, and reflects current business practices
used by others: “Many busingsses today work with third parties such as Acxiom,
Datalogix, and Epsilon to help manage and understand their marketing offorts. For
example, an awto dealer may want 1o custonize an offer to people who are likely to be in
the market for a new car. The dealer also might want to send offers, like discounts for
service, fo customers that have purchased a car from them. To do this, the auto dealer
works éwiti'z a third-party company io identify and reach those customers with the right
offer.”

On a page discussing “Third-party service providers” Facebook states that “{wile may
work with others (o combine information we have collected from you with info provided
by an advertiser, to enable the advertiser to send you relevant advertising.” In a page for
marketers, Facehook explains the service differently:

Fhtipsiwww, facchook com/heln/34 1425252616329 htip/Awww. facebook-pmdeenter.com/ibx

“ htgpswww facebook-studio com/news HENpArine-caIe goTies- a-now-self-serve-targeting-
feature

* htips: v ww. facehook-studio.com/news/ Hem/partner-calegories- anew-self-serve-tareeling -

categories-guide/
" hitps:/iwww facebook. com/help/ 1943557739446557

* htipsi/Aw ww. facebook cominaes/ fechook-and-privacy/advertising-and-our-thitd-party-
partners/S3272187677TIAN

® hitps:fwww facehook com/notes/facebook-and-privacy/advertising-and-our-third-party-
paringrs/ 33272 1876777729

7 heps:iiwvwew facebook com/notes/ facebook-and-privacy/targeting-and-our-third-party -
parmers/332721576777729; htips/www. ncebook comhalp/ 13353478101 19620

H.



To date, advertisers have been able to show ads to people based on their
expressed interests on Facebook. Now with partner categories, they can
also show ads to people on Facebook based on the products and brands

they bay across both deskiop and niwobile,

Partner categories uses data from select third partics including Acxion,
Datalogix, and Epsilon. No personal information is shared betwenn
Facebook, third parties or advertisers. Partner categories work the same
way all targeting on Facebook works. The advertiser only knows the size
of the audience and can’t access any information sbout individuals
inchided in a category.”

Facebook explains Partner Categories to s ad clients this way i its Help Center:
“Partner categories are a way 1o identify and reach the right people with the right
message on Facebook, based on their activity off of Facebook. For example, you can use
these targeting oplions to show your ads to people who are heavy buyers of health and
wellness products, or who have taken actions that Indicate they may be shopping for a
new car.” Also in the Help Center it goes on to say “you can use partner calegories with
other Facebook fargeting options” as well as, “We ve buill pariner categories with our
partners using their U.S. records. """

Leveraging Offsite and Facebook User Information for Persistent Identification and
Failure to Provide Effective Tools to Address User Privacy

Facebook’s “Bring Your Own Data” concept is central to the tying of covered
nformation o vast amounts of data off of Facebook, allowing #s advertisers and data
partaers (o leverage as much privale mformation as possible onindividual users. Users do
not have access to the information about what’s collected and how it really works on the
Exchange, despite Facebook’s claims to the contrary. For example, a review on the
partner websites reveals that “fwlith FBX, Facecbook has enabled marketers to import
their own customer & inteni daia .., . Facebook allows cach marketer to *Bring Your
Own Data.” H g shopper has shown stropg interest in g particular patr of Iy Choos on
Nordstrom, we can show precisely that user oxactly that pair of shoes. Both ad creative
and bid pricing decisions are made at the level of the individual user, in real time.”"'

A Faccbook user would have to review closely what Facebook says about cach of its
providers {i.e,, click on “view profile” in their listing), and also analyze what the partaer
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company says on its own site in order to have even a limited understanding of how the
two companies work together to track that user.”” Looking only at Facebook’s
descriptions misleads a reasonable reader. Facebook's site for Turn, for example, tells
users that "Turs delivers real-time insights that {ransform the way leading advertising
agencics and marketers make deeisions.™” 1t also eryptically identifics that Turn is
involved in “financial services” marketing.'® But when one goes to Turn’s Facebook-
related marketing page, the picture it portrays about how it uses user data is nuch
different: “Turn Campaign Suite now enables you to perform custom audience targeting
on Facebook, where consumers spend more time than anywhere ¢lse onthe web, ... [T]o
run vour Facebook Exchange advertising, vou can use the same data sources and
sophisticated audience designs for behavioral targeling, demographic targeting, and
remarketing as you do for video, mobile, and other display inventory,”"” Essentially, Turn
enables companies with existing data on users o target them ineddividually on the
Facebook platform, The FTC needs to examine, in tenms of privacy, what user-related
information Turn reccives from Facebook and what 13 also shared with its clients and
parmersx“’

Facebook 1s working with financial advertisers that have privacy and consumer
protection consequences {or users. As one roport concerning a recent presentation 1o the
ABA by Facebook's head of global marketing for financia] services, Neil Hinte,
explained, “You don’t have to tell Facebook what financial products this pool of people
has or doesn’t have——they don’t care. All Facebook needs 1o know is that you've
identified a type of consumer you'd like to focus on, Facebook uses your list to find users
i its system attached to the email addresses and phone numbers you ve supplied.
Facebook can then build a profile of other users who mateh the “digital accountholder™
seement you've defined. Aad Hiltz says vou can do this with astonishing precision.
“Facebook ads are 90% accurate with our native targeting products — using geo, demo,
interest, smartphone, elc., as variables, We can layer this targeting with the bank’s data to
gain even more efficiency,” Hiltz explaing, “The ‘match rates” between the bank data
tabies and Facebook audience tables are contingent upon the quality of the bank’s dataset,”
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Hiltz continues, “We can also work with trusied third-party data providers, We have
existing relationships with Acxiom, Epsilon, and Datal.ogix, and are signing up cven
more data providers going ... "

Adroll’s work also illustrates how Facebook™s claims that users’ wdentity isn’t shared with
advertiscrs are imprecise—if not disingenuous. The goal of Facchook retargeting (o
“serve ads to potential customers who 've previously visited their website as they browse
the web and Facebook,” sccording to AdRoll} is te bring them back to the marketer’s
site—a tactic designed to collect further data from a user,'® When Facebook facilitates
retargeting it is implhicitly misleading users whomn it has wld it would not share their
information with advertisers.”” Facebook also doesn’t explain to users the impact on their
financial privacy of data partner AdRoll's focus on “financial services.”™ Facebook is
also working with online fead generation companies—which collect information on users
without meaningful disclosure and sell it to loan and other financial companies that often
proy on consumers—io help them target s users, As one icad gencerator using Facehook
explained they “can ke offline data, such as email addresses or phone muabers, from an
advertiser’s CRM or other sources, and find those users on Facebook. ... [With custom
audiences we're able to expand our online targeling to users we historically were unable
to identify online ... . For a company like DoublePositive, who works with millions of
email addresses and phone numbers, this one is huge.™

One would not learn much ol anything about one’s data privacy from Facebook’s
deseription of data partner Appnexus.” If a Facebook user concerned about privacy went
to the Appnexus site, he or she might discover that Appnexus uses a broad range of data
gleaned from many other companies for its targeting, which can be brought nto the
Facebook Exchange system by the company.” For example, it has relationships with
Biuekai, eXelate, Liveramip, Lotame, Neustar, Proximic, and many more.” Similarly, a
Facebook user eventually finding Criteo on Facebook’s stte would Tearn that it is “user
centric and relies on prodﬁct level recommendation algonthms able to sclect the right
banner at the right time.”™ Should an abnormally diligent Facebook user read Crileo’s
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recent 1PO filing with the SEC, he or she would discover that the company “typically
[has] real-lime access to the products or services a customer has viewed, rosearched or
bought from them and we continuously receive updaled information on approximaicly
700 milbon individual products or services, including pricing, images and
descriptions.”® Knowing this, it is apparent that Facebook’s description of this company
as “user centric” leaves much o be desired.

The story is the same with other partners as well. One would have to review X+1
documentation to sec that it incorporates a wide range of "audience data” for Facebook
and related targeting.™

Sharing Covered Information throngh Cookie-connected Data

Ir addition o being largely opague to the average user, these partnerships connect
covered information with users” input mio search engines all over the Internet. Facebook
has added a user’s scarch history into 1ts Excliange through its relationship with Chango,
which “rnaintains user profiles linked to scarch activity on approximately 300 million
people in North America” and brings “search intent™ daia to Facebook from Google and
Bing, among others.” In another example of Facebook s failure to explain how user data
are used for tracking and targeling, one would have 1o review Facebook Exchange
materials on Change’s websile to learn what privacy users lose in this deal. Cookie-
connected data are “collected about cach individual prior to their arrival on Facebook ... )7
and then used to link advertisers and their targets.” Facebook Exchange enables a
cookiz-ond user to be targeted on its platform and also pursued via retargeting. {Although
Chango, like others, claims the user cookie data are “anonymous,” the Commission
increasingly recognizes that such software ideniifies an individual user),” Facebook
nartner Chango describes for clients—not Facebook users—how Programmatic Sie
Retmargeting (PSR) strategies involving Facebook bExchange works: “PSR incorporates
visitor behavior from a wide range of sources, including customer profiles, shipping
addresses, ttems m cart. ... [A] cloud-based user profile {is assigned] to cach visitor.
These profiles allow markelers i gather daia on an anonymous user in real time, ... [Wie
make this datd actionable by giving 4 “visitor score” 10 gach of the cloud-based profiles
.7 " 1tis questionable what “anonymous” could mean in a situation where the
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company claims 1o have that much mformation on a user as 1t follows that user through
Facebook. Even if the company acts as i this user’s profile is their proprictary data and
docsn’i regularly share it, the provision of covered information to advertisers is what
Facebook said it would not allow, and vet it seems 1o be Chango’s business model.

Sharing User Information through Email Address Matching

Facebook s proposed Data Use policy is designed to enable its recent expanded use of
email addresses for targeting users. Facebook relies on email addresses as a key part of its
data retargeting in its Facebook Exchange and Parter Categories products.® Facebook
clatms that it has an anonymous method of “hashing” email addresses and only giving
advertisers a user’s information for linking il that anonymous system produces a maich.
However, Facchook malches users 10 a much broader data set in many instances, as
Facebook notes to developers: “Customn audiences allow advertisers to target their
Sponsored Story or ad 1o a specific set of users with whom they have already established
a relationship on/off Facebook. Audiences can be defined by cither user email address,
Facehook UIDs, user phone nummbers, app user 1Ds, or Apple’s IDFA.”" There is nothing
anonymous about this method of identifying Facebook users, and linking covered
tnformation to these outside data sets makes Facebook liable for ali of this information
sharing, as the definition of “covered information” inchudes “any information combined
with” any covered information in a user profile,

Facebook explains to marketers this more candid view of Custom Audicnces than it does
10 USEHS!

Custom audiences let marketers find their offiine audicnces amoeng
Facebook users. Using email addresses, phone munbers, Facebook user
1D or app user IDY's to make the match, you can now find the exact people
you want to talk to, in custom audiences that are defined by what yon
already know.

This tieans that m addition (o targeting the types of people you want to
reach among the Faccbook population, you can now also reach segments
of specific people based on information you have about your own, offline
audiences.

bid request, the advertiser must reply within 120 ms,” the speed of the process and 1ls
waphications for Facchook user privacy should be addressed in its Data policy.
hiipsy//develepers. facebook com/docs/reference/ads-apirth/feookic_matching
ntipsiiwww facebook com/notes/facebook-and-privacy/reievant-ads-that-protect-your-
privacy/ASTH2T6242067125; hitps:Fwww facebook.com/about/privacy/other
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You can create a custom audience represemting any group of customers or
prospect list that vou'd Hke to reach with targeted Facebook Ads. For
example, you could run a campaign to get more likes for your Page,
targeled at your current customers who have not yet liked vour Page.”

Facebook also explains how marketers can use Custom Audiences fo Tind users:

First, identify the groups of customers you’d like o talk to within your
contact management system. This might be subsets of current customers,
prospects, loyally club members, current or lapsed users—anyone you
want {o reach with highly fargeted messages.

Then use power editor to find these people on Facebook. Input an email or
phone list representing your scgments into the power ¢ditor, The list will
be hashed belore baing sent o Facebook. The systenr will mateh the
encryplted data against Facebook's active users, and build a custom
audience in your account with everyone that matches your fist.”

Facebook claims it doesn’ share user data with third parties, but it invites those third
parties fo provide it with a great amount of user dala, so Facebook can target specific
users; it also sets the stage for the third party to hikely learn that person’s identity via
refargeting.

Sharing User information through App User IDs
Facebook also fails to explain (o users how is new mobile device-targeting service [or
Costom Audiences works, In May 2013, Facebook

released a new custom audience solution designed specifically for mobile
app developers: app user 1Ds .. . App user IDs extend the benefits of
custom audience targeting to mobile in order lo solve some of the unique
challenges marketers face when remarketing and reengaging thetr app user
bascs ... . Adding app user IDs as an additional targeting fickd for custom
audiences solves this challenge, allowing developers to request an
encrypted ID from Facebook when someone uses their app.

App developers can now reach and reengage their current user base even if
they have not registered with the mobile app upon installing it. For
exampie, a refailer can reach and reengage a person on Facebook who
installed their mobile app and browsed particular products, but who may
not have necessanily registered their email address or phone number with
the retatler ., .

“ htipsiiwww . Facebook comshelp/341428252616329
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Not only can companies with mobile apps now remarket to their user
bases with a laser focus with app user IDs, they can do so across devices

. Thanks 1o custom audience targeting with app user 1Ds, marketers can
now elfectively connect their remarketing and reengagement efforts on
mobile to desktop.™

Facebook explains this process in the following manner: “When someone uses your app,
you can make a request to Facebook's servers to request an 1D be generated ... .
Facebook will return an encrypted 1D for that porson, (I can also return nothing
depending on a person'’s choice ... ). ... You then send that 1D to vour server in order 10
use it fater for custom targeting ... . Each call to Facebook's server to generate an app
user 1D will generate a different }13 Although multiple calls will end up targeting the
same person.™” Once again, Facebook hides behind misleading rhetoric that “no personal
customer information {such as demographic, Facebook 1D, ¢tc.} is shared with you or
advertisers ... .7 The reality is that the advertiser/developer has shared user information
with Facchook, may be able to then use the process to gather PIH or related data, and that
the soeial nefwork has gathered additional information sbout its users. Facebook’s claim
that 1 doesn’t share user information with third parties is both technically meorrect and
PETVErse.

The social network has created a system where tf 18 given abundant personal and data-
related information on individual users, is freely able to merge it with 115 own data, and
then has a more robust—and likely ongoing—ability 1o track and further gather and use
their information. Facebook also suppiies third parties with user information that they can
use to wentify speeific Facebook users and their activities across devices and platforms,
All of this is done without the meamngful ability of 4 user cither o undestand or to
control how the system operates.

Facebook and App Data

I its proposed Data Use Policy, Facebook adds the phrases “use or are running”™ and “or
about” Facebook, additions that reflect its recent mobile application (° app "} data practice
changes, which are now Facebook’s focus in future app development.® This Last Fall
Facebook opened up its “mobile app install ads™ o all cicwloéaers which are targeted ads
designed to zz‘igéﬁe:‘ users to download apps from developers.” Facebook urged
developers to “hyper-target” the app-install ads, which can use cmail, phone number, and
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Facebook User 11)’s as well.” Hence developers are using covered information expressly
for advertisomoent targeting, contrary to any statoments that such information remains
hidden from advertisers,

Facebook has expanded the tracking of users through more than a dozen "mobile
measurement” data partners.™ For example, its users are unaware what partner Kontagent
does and what the partaership between these companies may mean for user privacy and
consumer protection. In announcing the relationship, Kontagent explained that
“customers who purchase the new mobile app install ad unit on Facebook will, through
our Mohile Marketing Analytics, be able to gain deeper nsights into levels of user,
including engagement, retention, and monelization ... . Koniageni ASuife DataMine™
users will be able o analyze the behavior of customers from this new channel down to
the most granular level possibie.”’ﬁ*g The “data insights” Kontagent provides are for
companies specializing in, among other things, financial services,™ The FTC will have to
look at this “most granular”™ service that tracks individuals’ behavior, and sce to what
extent Facebook users are being made identifiable by these partnerships. The privacy
implications of such close tracking must be explored. The Commission should also note
FOPOrts th.ajj‘ﬁ?accbookﬁs mobile app install ad vt is performing well for Financial
Services.”™

Facebook mobtle measurernent partner Kochava uses device fingerprinting to help “track
even the untrackable,” something also not told to Facebook users at any point.™® It
explains that “[b]y using a variety of algorithms which incorporate geo-location, carrier
information as well as device information, we can mateh clicks to mistalls with an ~83%%
accuracy rote,” The company uses a broad range of identifiers to help it track users across
platforms and services,” The use of such techniques that enable the identification of
users regardiess of where they are online, including mobile phones or PCs, and their
connection to Facebook mobile and geo-locational practices raise questions about the
gfficacy of the consent degree to address contemporary practices, Thus the Commission
must roview the data collection practices of the mobile measurement pariners in light of
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what Facebook's consent decree commitment, including 1ts privacy-related controls for
mobile apps.

In another mobile-related privacy development, Facebook announced {o developers on 18
September 2013 that *[i]n addition to using, in a privacy safe way, current customers’
emails, phone numbers, and Facebook ULDs, you can also upload and target specific
types of IDs gencrated from vour mobile app to reach relevant people on Facebook.”™ It
gxplained that "you can also reach your mobile customers by leveraging Apple’s standard
advertising wdentifier, 108 HDFAs, For example, you can upload a list of vour gxisting
customers’ 105 1DFAs mito Power Editor, and reach them with relevant information
about your app such as an important update. The ability 1o upload Mobile Adveriiser [Ds
{108 IDFAs or App User IDs) is available in Power Editor or via cur APIs, Go to our
tutorial to learn about all of your options for how you may reach your mobile app users
through our custon audiences.”” Considering Facebook s aforementioned departures
from truthful deseriptions, 1118 incumbent upon the FTC o review the use of these
ilentifiors rather than taking the corapany at ifs word {Le., “In a privacy safc way,” which
i§ too vague (o provide assurances in any casc),

Sharing User Information by Creating New Personally Identifiable 1Ds

As already described, much of Facebook's matching practices result in sharing covered
tnformation, already existing personally 1dentifiable information, or creating new
personally identifiable 1Ds for unique users. To users, such services as Facebook
Exchange are described as totally benign. Facebook, in a September 2012 post about
“protectfing] vour privacy,” says that it gives its third-party data providers an “ID number
{separste from vour Facebook 1D for each visitor™s browser, H someons then vigits
Facebook and his or hor browser has that 1D, we noufy the service provider, who tells us
when a marketer wants to show a particular ad.”™ Facebook claims 1o its users that this
system “allows marketers 10 show you ads relevant to your existing relationship with
them—and without them needing to send us any personal information about you.”®!
Facebook's post provides a link regarding its third-party data providers, but if doesn’t
identify them.

In the same post Facebook deseribes its method of matching email addresses so users can
. . . : 2 : i gt . -
be largeted via its “Custom Audiences” ad product.”” It explains that "[t]hese hashes {of
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emati addresses] are bits of text that uniquely identify a prece of data (such as an email
address) but are designed 1o protect against reverse engincering which would reveal that
data. Since Facebook and [a representative online] store use the same methad 1o create
each hash, we can compare the store’s hashes w hashes of addresses in our records and
show the ad to any group of users that match.”” But Facebook tells its Facebook
Exchange clients another siory—that they can “use onling, ccokic based user infent dala
to deliver ads {and] leverage your own consymer intent data.”” ngpboog Urges
marketers to use “their own consumer intent data from across the web,” IHustrating how
Facebook utilizes a range of digital data-related marketing practices that impact a uset’s
nrivacy without meanmingful disclosure, it urges data-focused clients o implement on s
Exchange “mulii-touch atiribution, view-through conversions, global {requency capping,
day-parting, ... creative optimization [and] retargeting.™® The use of such digital
marketing practices involves a range of data collection praciices, and reflects the
capabzh‘z;»s of Facebogk and its third pamu 10 gather more data and non-transparently
influence 2 user’s privacy decision-making.”

For Ad Exchange chients, Facebook explains its cookie matching process in the following
manner: “FBX pariners will HTTP 302 redirect from their pixel on an advertiser’s site 1o
Facebook’s cookic-maiching endpoint ... . FBX Pariners should specify two redirect
endpoints if they wish to receive matched/unmatched responses. The Facebook cookic
syn¢ endpoint will redirect to one of the two endpoints based on the result of the match
.7 The use of “IP address as string with last byte masked” of users needs to be
ey a%u&zcd to determine whether, in COZZIbIZldlZOﬁ with other data, user information is being
shared without meaningful consent.”” CDD believes that this process may convey or
facilitale contact mformamm with the user, and needs 10 be eval uats«émaz both the
wechnical and contractual Jevels—lor meaningful aponymity. Facebook also pormis
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advertising, Our unique, proprictary, pixeldess tracking systenn pulls in data from all of our
clients’ digital marketing tools and all of thelr deta sources—including Facebook.”

hetp i/ www.visnaliq.com/content/visual-dg-perspective-four-crucial-takeaways-attribution-
f‘aeebcxak«mi; hupAwww visualig.com/contentvig-video-page

hltp% developers.facehook com/docs/reference/ads-ani/nhy/

E}tt;}m"f{ie\f'aiaf}erx§‘acebsokwm:’{iocs:’rei@ rence/ads-apirih/




outside marketers 1o use view through pixels ™o facilitate tracking on third-party
analylics systems (and associated features like multi-touch attribution, global frequency
capping, etc.) FBX allows partners o render view tags alongside a FBX impression,”™
CDD also believes that the use of Facebook and industry-wide tracking analytics may
enable user identification and contact.

No Meaningiul Opt-Out

Une has to be knowledgeable about Facebook’s exchange system, and the role of third-
party data companies in particolar, in order to address s privacy implications. Users are
nreserted with information that makes it appear simple and transparent. For example,
Facebook claims in its 30 Sepiember 2012 post that “[wihen we showan FBX ad on
Facebook, it inchudes an *X7 link that lets vou provide feedback about ads, We also
provide a link that lets vou learn more about and choose to opt out of future ads from the
service provider responsible for that ad.”*' But rather than giving meaningful information,
this process merely dircets users 1o the companies” boilorplate statements about opting

out and general nformation-use practices.

When one clicks on the X, as we did for a United Arlines ad that was placed by a
company named TURN, one goes to an “opt-Out of Turn Ad Targeting™ page that
doesn’t provide a Facebook user any relevant information on what's collected or how,
The Facebook-hinked opt-out does not inform the user of the data sources, targeting
categories {such as finance), subsequent data profiie sharing, etc. It is, in essence, a blank
sereen that fails to provide esseatial information for the expression of meaningful choice.

Similarly, another Facebook ad connects one 1o a section on Rocket Fuel’s privacy page,
which leads 10 an opt-out statement and links: “Opting Out: I€'s a virtuous evele we're
happy {o be part of, and we hope you're equally happy with your role in this endeavor.
But if you're not, please click here 0 opt out of personalized ads based on the Rocket
Fuel cookie, or here to opt out of other personalized advertising via the Network
Advertising Initiative’s opl-out page. 1f you opt oui, you'll still see ads from us online,
and we'H sttl do our best to serve the most relevant ads we can. We just wor’t kinow 1t7s
you, so we won't be able to apply any of your ad preferences.™ These pages arc not
meant to inform users, but to convince them that opting out is either futile or unimportant,
This does not give users information they can assess and weigh in order to make
informed decisions about their online privacy

Can You Pretect Your Privacy?

Facebook affirmatively states that users can undersiand and protect their privacy in this
new environment: “As part of working with Facebook, we've set up these partnerships in
& way that people who use Facebook can understand how this advertising works and have

® nups:idevelopers. facebook comydocs/refe rence/ads-ap it/

* htipsyiwww. facebook comynotes/lacebook-and-privacy/relevant-ads-that-protect-your-
privacy/437827624267125

6 hti/fracketfuel convprivacy-policy
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the ability to control it”" Facebook describes the various “comprehensive” controls that

arz available, such as “inling transparency,” “enhanced disclosures, and “data access
tools.”™ Facebook’s definition of these terms, and what they really mean, need to be
questioned by the FTC, Facebook and s periners fail to provide the promised
transparency, “enhanced disclosures™ and controls. For example, the Faccbook help
center page for users listing iis third-party partners also claims that users can “{ljearn
more ahout these providers and the choices they offer.”” But as with the Sponsored
Stories disclosure in the Statement of Rights and Responsibifities (discussed in the
accompanying analysis memorandum}, users are given a very limited and largely
meaningless view of what is collecied and how it may be used.

For exampie, the link for Tuen takes one to an opt-out page, which doesn’t disclose
anything about 1is data-use praciices; in other words, there are no “enhanced
disclosures.”® On Turn’s page opt-outs are offered for the Digital Advertising Alliance
and NAIT self-regulatory systems and two undefined lmks related to Turn (“Optout of
Turn, Opt out of TURN Corporate Marketing™)."" A user would not be able to make
informed privacy choices in 1his situation because there is no meamngful explanation of
what these different birks will do, nor of what information Turn might already have,
Nowhere listed on Facebook's Third Party Scrvice Providers page or the link to Turn's
opi out is how Turn’s major dala trading desk partners are working with Facebook,
According to AdExchanger.com, these include “"Omnicom’s Aceuen, Acegis's Amnet and
IPG's Mediabrands Audience Platform. ™ As the Commission knows, these are user-data
“srading desks”™ {rom some of the largest advertising finms in the world, Similatly,
Facebook’s link to data partner Xaxis (WPP) takes one to a privacy policy that says it
does not collect PILY For those knowledgeable about the data business, Xaxis is known
as the “World’s Largest Pool of Audience Data,” offering “More Consumer Touchpoints
than Any Other in the Industry.”” Xaxis's use of data enables it to target users “with an
unprecedented level of precision across multiple digital platforms,” The disconnect

* hitps:/www. facebook.cominotes/lacebook-and-privacy/advertising-and-our-third-party-
partners/S327 218767779

* hips:iwww facebook com/noles/ facebook-and-privacy/advertising-and-our-third-party-
parmers/332721876777729

“ hipsy/ibedt facchook.comyhelprwww/ 1338478101 19620

" Rt www. i com/orivacy/ontout

&Y ; . .
e Awww Jurn.conynrivacy/ontow

* htipriwww.adexchanger com/ad-exchange-news/{bx- fiw-parmers-sharg-results-as- facebook-
¢xchange-exils-betal

¥ hiipsy/fb-lt facchook.comMelnfwww/ 1335478 10119620

P htipe/fwww . xaxis. comipage/privacy-policy

Uhitp:/www xaxis.com/mews/view/ groupm-launches-xaxis-ad-industrys-most-comprehensive-
audience-buying- In this month’s MIT Techmology Review, both Xaxis and Turm executives are
guoted about how they operate with data. htip/www iechnologyreview com/view/3 | 8336/a-
clearer-pictare-companies-defing-how-thev-add-value-to-the-ad-tech-space/
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between this business model and the idea that the company avoids identifving individuals
is somcthm} s the FTC should examine to understand how Facebook is allowing tracking
by Xaxis, '

Facebook data partner DataXu’s hink also takes users to a privacy opt-out page, which
first says il Is a site approved by TRUSTe, encouraging individuals to {rust this showing
of self~regulation.”” Opt-out information is far below on the page and does mat offer
enhaneed disclosures or other controls that Facebook said would be present.” Despite
Facebooks stated commitment to transparency and control, s users concerned about
theit privacy would have (o be experts i digiisl marketing to know that DataXu tells
clients they can “Deploy data on Facebook to deliver highly relevant messages to target
audicnces,”” Nor are everyday Facebook users told, despite Facebook’s promise to the
FTC 1w provide genuim, privacy settings, that data collected from them by DataXu
involve the use of “direct A/B tests to compare our results on DataXu for Facebook
Exchange 1o the resulls we garner from native Facebook targeting as well.”™ (Such
testing mpacts users” privacy choices). Nor are Facebook users 1.nfozmcd by the DataXu
privacy link that the company’s data pertners include MasterCard, Bluekai, eXelate,
Transunion, Lotame. and others about the privacy implications.”” The FTC should look at
these revelations in light of the Order to discover if omissions of this information
amounts to misleading users about how daia are used,

One Facebook pariner withholds information from users that it had to give o Mombers of
Congress who were investigating data brokers; this reluctance o provide the same quality
of mformation 1s significant. Epsilon’s link from: Facebook goes to a complex and obtuse
“Marketing arzd Consumer Choice™ page CEpsilon pmvides cons ;33.{3 ics the %0015 ¢ bring
dzac%osure ol zts practzcea and is mzak&dzng for‘ bemg ove z‘i\; vague. i:zp».z%on doem’t teli
Facebook users the categories of data it uses, mformazmn that was explained in ifs letter
t0 Rep. Joe Barton and then-Rep. Ed Markey. ” In a 14 August 2012 letter responding to
an inguiry related to databroker information collection, Epsilon listed some of the “public

 him//www businesswire.comynews/home/201 1062780540 en/GroupM-Launc hes-Xaxis—
Ad-Indusiny’s-Comprehensive

& ki ih-lt facebook comvbelp/www/ 1335478 101 19620 hitnHwww dataxsncom/about-
us/privacy/data-collection-nlationm/

™ hitp:/fwww dataxu. com/about-usiprivacy/data-collection-platform

? ntipAwww dataxu.conyfacehook-preferred-marketing-developer-dataxu-20nounee s-support-
fagchook-cxchunse-campaions/

FLEW) Iy : : . .
hitp:/fwww dataxu.com/facchook-pre forred-markeling-doveloper-dataxu-announces-support-
facebook-exchange-campaigns/

FE g i P : :
hitpr/fwww dataxacom/partners/pariner
* http:/iwww epsilon.comv/consumer-preference-center

& K/ www epsilon.com/ndlEnstion Congressional Response 8 14 2812.0df




and private sources and uses™ for its data—something Facebook users aren’t informed.™
These sources include data from “federal and state govermmental agencies, catalog and
relail companies, charifics, magazings, refailers, utilily companics, marketers, and other
information brokers,”™ It also includes “public property records, telephone directories
and certain public information posted to social media sites.” From this limited
disclosure, i can be scen that there is nothing anonymous abowt the information this
company is collecting: these are records tied to names, addresses, and other personal
information about people.”’ Epsilon alse gathers and uses geographic, demographic,
financial and mterest data, and houschold purchase infomation—iust a few of the 22
nrimary categories.™ Epsilon admits that it “utilize[s] third partics on behalf of its
clients” to collect social media data, including “tweets, posts, comments, likes, shares and
recommendations.”™” These can include “user 1Ds, names, ages, genders, hometown
location, languages and numbers of social connections.™ Nevertheless, Facebook”s link
to Epsilon’s privacy page does not convey the range of daia that can be used to target and
irack users on Facebook and of the site.”” For example, Facehook users concerned aboul
their linances would surely want 1o be informied of) and given appropriate comprehensive
controls over, Epsilon’s use of financial data. This is especially a concern in light of the
hinkage of financial data and Facebook: "Facebook advertisers can target people who
currently have an auto foan,”™

Finally, Acxiom’s link from Facebook goes to a page without clear description of data
use or any other company practices, although it does off an opt-out.” Users see this
phrase al the top of the page, designed to encourage them to allow continued colection:

Opting out, or choosing to have data about you removed from Aciom's
marketing data products, will reduce the amount of ansolicited
telemarketing, direct-mail andl/or email offers you receive from companies
with whom you have not done business. It may also reduce the relevance
of offers you receive fron companies with whom vou have done business

i

£ hinfwww . ensiloncomy/ndEnsilon Congressional Response 8 14 2612 ndlat

S hiip/www.epsilon.com/ndfEnsilon Congressional Response 8 14 2012 ndf

 hitp/www.epsilon.com/pdfiEpsilon Congressional Response 8 14 2012.pdf

 Epsilon told the Congressmen that “dug to the confidential nature and proprietary mature of our
contracis with our sources, we are unable {0 provide the exsct ideniities of these sourees.”
hiipdfwww epsilon con/pdUEpsilon Congressional Response 8 14 2612 pdl

“ hiip/www ensilon.com/nd i Epsilon Congressional Response & 14 2017 ndf

® hity/fwwy.epsilon.com/adiErsiion Coneressional Response 8 14 2002 ndf

* bitp//www . epsilon.comipd/Epsilon_Congressional Respoense 8 14 2012.0df

¥ See Epsilon link on hitps:/fb-1L facebook.com/lelp/wwa/1 335478101 19620

* hiwpr//www.epsilon.comipd{7Epsilon_Congressional Respense 8142012 pdf:
htip//blog.adespresso.conyfncebook-pariner-categories-guide/

# Bipss/fiRapps acxiom.eom/opiou/opioutaspx

16



since our clients use these products to better understand what offers may
be of interest fo you.”

From that page, a Facebook user would not know how Axciom’s data can be used to
target them, Iet alone the privacy consequences of not opting out. One would have to be
an industry insider to understand that “Acxiom daia allows Facebook advertisers to farget
ads by:

«  DPemograpbics: I vou choose to target by demographic dats from
Acxiom you will be able to reach people by “Home”™ which mcludes i the
person is an owner, renier, their length of residents and so on, You can
also target by houschold size {1 1o 6 peoplel,

»  Financials: Targeting your Facebook Ads using Financial data from
Acxiom allows you 1o reach bank card users, credit card users and
wvesiors, Within the credit card category you can segment your roach by
gas/deperiment store/retail store card, premium card, travelentertainment
card and upscale department store. You can also reach people based on
their typical spending method {(cash or eredit),

« Job Role: Acxiom's categorics allow vou to target your Facebook ads by
job role, There are a variety of different options you can choose {rom
including: admin, white collar, blue coliar, education, legal professtonal,
financial professional, military, sales, student and more. This ability {o
target people based on their job may impact LinkedIn Ads, which have
fraditionally been where marketers go when they need (0 run a campaign
towards specific job types,

»  Purchase History: Using Acxiom’s Purchasing category will allow
marketers (0 targel users based on what they are spending money on such
as: gas, computer electronics, office supplies, travel services, vehicles and
more,

Acxiom’s link from Facebook doesn™t explain the data used or their privacy
implications—which the company provided in a release for clients announcing the
alliance earlier this year: “The Facebook-Acxiom partnership represents the combination
of the social graph data Facebook advertisers can leverage plus, from Axciom, the
irterests and behaviors consumers have expressed and demonstrated oudside Facebook,

495

4 L . . N
" hips://isapps.acxiom.com/oploal/oplout.asps
" htip/blog adespresso.comifacebook-pariner-categories-guides

% “Partner Categories Drive Better Results for Facehook Advertisess.” Acxiom/Facebook 2013,
Personal copy available upon request; see also: hitpr/Afinance vahoo.com/news/facxiom-facebook-
waprove-online-advertising- 131000872 hun. Facebook also allows advertisers (o use lags for
Custom Audiences srealed by its nowly asguired Atdas serviee, something vot disclosed. See

http A www insidefacebook.com/201 305722/ facebook-adds-atlas-view-tag-support-for-custom-
gudicnces-and-parmer-catogorics/. The use of Atlas cnables advertisers 1o gather more dala on
users: “Universal Action Tags enable Atas clients o add tracking pixels from ad networks,
publishers, or other vendors to Atlas action fags that are already pleced on advertiser wehsites.”
hitpefatlasselutions. comfuniversal-action-tag. Facebook COO Sheryi Sandberg explained, “We

-



This ability o “leverage” social mformation off of Facebook, which is covered
information in the Order, 1s not disclosed 1a public documents that users can access, None
of the three additions! links on the Acxiom opi-oul page that are said {o provide

Products Privacy Policy: Acxiom's Marketing Products: What Consumiers Should Kaow.
Hence, the aser is even deprived of beilerplate that the company once had linked to
through its unhelpful opt-out page. This review of Acxiom’s actual data practices against
the information provided to users should spur FTC to hold Facebook accountable for
giving companies like this access to covered information without clearly explaining this
10 users. The Commission needs to assess the Aexion: and Facebook data relationship,
mcluding recent developments in which the data company 1s helping expand user profiles
beyond cookies to a much more robust data set™

Network Behavior

Facebook says il now accesses users’ network behavior information, but doesn’t tell users
what that means.” 1t has launched a “new tool designed (o help telecommunications
companies {carriers and operators) bridge the gap between sales, which ocour primarily
in stores, and ad impressions delivered on Facebook ... . From this starting point, we can
esiablish test and control groups to determine how and when an ad op Facebook
correlales 1o certain actions, such as a group of people switching 1o new handsets, tablets
or carriers.™ In this program, Facchook “analyzes a users” [sie] mobile phones and
wireless provider 1o see who switches handsets or carriers after looking at specific
carrier-based and mobile handset-based ads.™™ This is again tracking users much more
closely than the words in the official policy, "network behavior,” might alert them to, The
FTC should assess whether such close tracking and reporting back to telecom
compames—who have plenty o PH on thetr users to begin with that could be combuned
with Facebook’s reporis through this tool-goes beyond what Facebook has admitied to
in its official policies.

believe the Atlas platform will help us demnonstrate even more clearly the connection between ad
impressions and purchases.” htip/allfacchook com/atlas-view-tags bLIRTAZ, The use of Atlas
combined with Facebook enables much more granular tracking ol users, through atirihulion
moethodologies. hitpe/fatiassoiutions.com/community/blogpost/ 11519 /alles-blog/what-atlas-
analytics-can-do-for-facebook-advertisers; htipi//ailihingsd com/201302 H9/ie-reason-facebook-
is-buying-atlas/, The FTC should also review the use of Facebook's “Viewtags™ on privacy:
htipsi//developers facebook com/docs/referencd/ads-apiadgronp/

@j' ZF ; ’; R £ -, i i 3 : SEE . 4y

* htip A www adesehangercow/data-exchanges/wpp-plimsoli/#more-5 1 289

* htipsy/iwww. facebook. com/facehookforbusiness/ews/oicome-measurement

* hipsyiwww . facebook com/facebonk forbusiness/news/ouicome-measurement

® Wt Awww socialnewsdaily comi 16787/ facebook-targels-mobile-service-pravidess/
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Exposing User Data by Connecting Data: Facebook’s New “Entities Graph” is
Significantly Changing Data Use

Facebook is increasingly working to track people in everything thev do, rather than
simply advertising 1o them based on wheo they say they are. This graph analvsis, which
uses ematl addresses to help further verify a user’s identity, 1s done without the conscious
awarcness or moeaningful consent of users. Users may have some knowledge about how
Facebook views what it calls the “social graph,” but its Data Use policy doesn’t make
transparent what Facebook explains in a June 2013 engineering note that “one way we
map them [users] is by waversing the graph of their friendships, ™’ Facebook savs its
social graph now “comprises over | billion monthly active users, 600 mitlion of whao log
in every day.”™ But these same people are likely unaware-—and have not been
meaningfully informed—about the ways Faccbook uses related data to idontify thom
through what it calls iis “Entity Gra@h"’% The system 1s a “gargantuan map of
relationships,” explained Wired™ “It provides a kind of digital signature for each
Facebook user and the world he or she inhabits,”™™ Facebook’s data system learns about
user behavior that is then made actionable, for advertisers and others.”™ As Facebook
explained in its June 2013 post

People don’ fust have conneciions to other people-—they may use
Facebook to check in to restaurants and other points of imterest, they might
show their favorite books and movies on their timeline, and they may also
list their high school, college and workplace. These 100+ billion
cormections form the entity grap}z‘m

Users do not know thai Facebook’s data analvtics machinery is continually using their
information to construct algorithms designed 1o take advantage of this user-related
information, and how they interact in the world {including actions involving the “like”
button, check-ins, ote ),

" hips:/iwww facebook com/noles/ facebook-engineering/under-the-hood-the-eniities-
graph/ 1015149053 1888520

* htips:/www . facebook com/notes/facebook-engineering/under-the-hood-the-entities-
eraph/ 1015149083 1588920

7 See hidps:/iwww. facebook.commotes/facehook-engineeringfunder-the-hood-the-entities-
graph/ 1315149053 1388926

M b iwww . wired.comwiredenternrise/201 V0 entities-sraph/

b www wired com/wiredenterprise/201 107 entitios-graph/

U hitpu/www.socialnewsdaily .com/1 6787 acebook-largets-mobile-service-providers

"% hrips /v ww facebook com/notes/facebook-engineering/under-the-hood-the-entitios-

graph/ 10151490531 888520

ted

hitpsiwww fzcchook com/notes/ acehook-engineering/inder-the-hood-the-entitics-
eraph/ 1015149083 1588920
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Facebook engineers have “loaded wmillions of entries into the entity graph by simply
watching what people do on Facebook. Entities such as colleges and emplovers are
learned from data typed info profile pages; businesses, movies, fictional characiers, and
other concepts are learned from fan pages created by Facebook users ... . Facebook is
now littered with tiny nudges to encourage people to contribyte more direetly ... ™"
Facebook’s new graph search product takes advantage of this graph-focused data analysis.
Facebook’s graph “includes the relationships between” users, the pages they view, and
“other objects within the Facehook universe.'" Each “entity, or node within the
Facebook graph™ 18 identified by “g unique number called ¢ thid (Facebook 10 [that] has
a set of attributes, or metadats associated with it The relationshing between these nodes,
called edges, contain their own metadata o describe the type of relationship between
them.,™'™ Once everything has a tracking number, evervong can be tracked: “You can
learn what entities are close 1o a certain location, liked by certain people, or otherwise
tothered to a user through the social network’s path of edges"’m The FTC mwyst look at
this mereased data availabilily and determine 171t s gomg to get in the way of user
privacy in ways that Facebook does not bring up.

Other

To understand better how Facebook works 1o advance the data-gathering activities of iis
major advertisers, the FTC should review The Facebook Studio Gallery, the actual
operations of its preferred ad related developers, and other resources.'”

" hipd/mtechnolegyroview. comynews/S 1 15391 acebook-nudes-users-to-cataloa-the-real-
world/

¢ hitp//arstechnica.comvinformation-technology/2013/03/knowing-the-score-how-facebooks-

granh-search-knows-what-vou-want/
T

hund/farstechnica.comvinfopmation-icchnolony/ 201 3/ 0V imowinghe-score-how-facehook s
araphrscarch-knows~-what-vou-want/

¥ v Jarsiccholen.com/information-iechnology/201 303/ knowing-the-seore-how-facebouks-
grash-search-knows-whai-vou-wani/

3 ' . . . ; i . . Ca:
* mitnsyiwww. facehook-studio. com/ealiery/: htips: Ywww.lacehook-studio.comydireciory;
t

https:/Awvww facebook-studio.comveducation/indes




Mithal, Maneesha </ 0= FTCEXCHANGE/QU=FIRST ADMINISTRATIVE GROUP/CN=RECIPIENTS/

From: CN=MMITHALS

Sent: Thursday, November 7, 2013 6:37 PM
Fo: Rich, Jessica L. <IRICH@f.gov>
Subject: Fw: Cal AG collaboration

(b))

From: Barger, Laura

Sent: Thursday, Novemnber 67, 2013 06:34 PM
To: Oisen, Christopher; Mithal, Maneeshs
Subject: RE: Cal AG collaboration

(b))

From; Berger, Laura

Sent: Thursday, Novemnber 67, 2013 9:22 AM
To: Oisen, Christopher; Mithal, Maneesha
Subject: RE: Cat AG collaboration

(b)(3)

From: Cisen, Christopher

Bent: Wednesday, November G6, 2013 7:01 PM
To: Berger, Laura; dMithal, Maneeshs

Bubject: Re: Cal AG coliaboration

(b)(3)

From: Berger, Laura

Sent: Wednesday, November 06, 2013 67:15 PM
To: Mithal, Maneeshs; Ulsen, Christophar
Subject: BE: Cal AG collaboration

(b)(3)

From: Rich, Jessica L.

Sent; Vednesday, November G8, 2013 4. 10 ¥

To: Mithal, Maneeshg, Kaufman, Daniel, Berger, Laura; Ulsen, Christopher
Subject: Cal AG collaboration

[B)5)

Jessica L. Rich, Director

Bureay of Consumer Protection
rederal Trade Commission

From: Kich, Jessica L.

Sent: Friday, November 01, 2013 08:32 AM

To, Mithal, Maneeshy, Kaufman, Danjel; Berger, Laura
Subject: Fw: touching base

(b)(3)
lessica L. Rich, Director
Bureau of Comsumer Protection




Federal Trade Commissian

Frooy Jeffrey Rabkin [maito: leffrey, Rebkin@dol.cagov]
Sent: Friday, November 01, 2013 05:2% AM

Yo, Rich, Jessica L.

Subject: touching base

(0)(3)

e JETT

leffray Rabkin
Speciol Assistont Attorney Gengral
Tel: (415) 703-31008

CONFIDENTIALITY NOTICE: This communication with s contents may contain confidential andior legally privileged
information i is solely for the use of the intended reciplentis). Unauthorized intercention, review, use or disclosure 8
srohibited and may viclate applicable laws including the Electronie Communications Privacy At If your are not the infended
recipient, pleass contact the sender and desiroy all copies of the communication



g Mithal, Maneesha </ 0= FTCEXCHANGE/QU=FIRST ADMINISTRATIVE GROUP/CN=RECIPIENTS/
Fom:
CN=MMITHALY

Sent: Friday, November B, 2013 6:53 PM

To gperger, Laurs <LBERGERSC gov>) Olsen, Christopher <colsen@fic.gove
Subject: Fw: Cal AG collaboration

(b)(5)

From: Rich, lessica i,

Sent: Friday, Hovember 08, 2013 06:52 PM
To! Mithal, Maneeshs

Subject: Re: Cal AG colishoration

(b)(5)
Jessica L Rich, Director

Bureau of Consurner Protection
Federal Trade Commission

Duplicate




Olsan, Christopher </O= FTCEXCHANGE/OU=FIRST ADMINISTRATIVE GROUW/

From: Ch=RECIPIENTS/CN=COLSEN >

Sent: Wednesday, November &, 2013 9:34 AM

Fo: Mithal, Manesesha <MMITHALGRC gov>

Subject: FW: CNOs FB summary for 11.06,13 migiidb ads).docx
Attach: CNOs FB summary for 11.06.13 mitg{ldb eds).docx

(b)(3)

From; Berger, Laura

Sent; Tuesday, November 05, 7013 12:36 P

To: Qisen, Christopher

Subject: CNOs FB summary for 11.06.13 mbgfkdh eds). dorx



Mithal, Maneesha </o=FTCEXCHANGE ou=First Administrative Group/cn=Racipiants/

From: cn=MMITHAL>

Sent: Tuesday, November 12, 2013 $:10 AM

To: Berger, Laura <LBERGER®C gov> Olsen, Christopher <oolsen@fic.gov>
Subject: FW: Facebook Memo

Attach: Mero Attachments. pdf, Commission mamo {sent.8novz013 DRAFT).docx

Eromy; Kohm, lames A

Sent; Friday, November 08, 2613 %144 PM
To! Rich, Jessica L, Mithal Maneesha
Subject: PW: Facebook Memn

From: Koss, Laura

Sent: Friday, November 08, 2003 2:14 PM
To: Kohm, James A,

Ce: Kim, Lawra: Kim, Reenah

Subiect: Facebook Mamo

Enclosed please find our Memorandum to Chalrworaan Ramirez on Facebook and the socompanying attachments.

Laura Kosy

Sendor Attorney

Federal Trade Commission | Division of Enforcement

Gon Pennsylvania Ave., NW. 1 Mail Drop M-Bi02B | Washingron B 20380
202,330,380 | £ 202336 3558 | Kkossteficgey



0923184

UNITED STATES OF AMERICA
FEDERAL TRADE COMMISSION

COMMISSIONERS: Jon Letbowitz, Chairman
4. Thomas Roseh
Edith Ramirez
Julie Brill
Maureen K. Oblhausen

In the Matier of

DOCKET NO, {-43658
FACEBOOK, INC.,
# corporation.

S gt Sy e ot ot

DECISION AND ORDER

The Federal Trade Comnmussion, having initiated an investigation of certain acts and
practices of the Respondent named in the caption hereof, and the Respondent having been
furnished thereafter with a copy of a draft Complaint that the Bureau of Consumer Protection
proposed to present to the Commission for its consideration and which, 1f issued, would charge
the Respondent with violation of the Federal Trade Commission Act, 15 US.C. § 45 ef seq.:

The Respondent and counsel for the Commission having thereafter execuied an
Agreement Containing Consent Order {“Consent Agreement”}, an admission by the Respondent
of all the jurisdictional facts set forth in the aforesaid draft Complaint, & statement that the
sigring of said Consent Agreement is for settlement purposes only and does not constifite an
admisston by the Respondent that the law has been violated as alleged in such Complaint, or that
the facts as alleged 1n such Complaint, other than jurisdictional facts, are true, and waivers and
other provisions as required by the Commission’s Rules; and

The Commission having thereatter considered the matter and having determined that it
has reason to believe that the Respondent has violated the Federal Trade Commission Act, and
that a Compiaint should 1ssue stating its charges in that respect, and having thereupon accepted
the executed Consent Agreement and placed such Consent Agreement on the public record for a
period of thirty {(30) days for the receipt end consideration of public comments, and having
carefullv considered the comments filed by interested persons, now in further conformity with



the procedure described 10 Commission Rule 234, 16 CF R § 2 34, the Commission hereby
issues Hs Complaint, makes the following jurisdictional findings, and enters the foliowing order:

B

o

i

Respondent Facebook, Inc. (“Facebook™) is a Delaware corporation with its principal
office or place of business at 1601 Willow Road, Menlo Park, Califorma 94025,

The Federal Trade Commission has jurisdiction of the subject matter of this proceeding
and of the Respondent, and the proceeding 1s in the public mterest.

ORDER

DEFINITIONS

For purposes of this order, the following definitions shall apply:

Unless otherwise specified, “Respondent” shall mean Facebook, its successors and
assigns. For purposes of Parts I 11, and [11 of this order, “Respondent” shall also mean
Facebook acting directly, or through any corporation, subsidiary, division, website, or
other device.

“Caommerce” shall be defined ag it {s defined tn Section 4 of the Federal Trade
Commission Act, 1I3USC §44.

“Clear{ly} and prominent(lyy” shall mean:

A, in textual communications {¢.g, printed publications or words displaved on the
screen of a computer or mobile device), the required disclosures are of a type,
size, and location sufficiently noticeable for an ordinary consumer to read and
comprehend them, in print that contrasts highly with the backgrouad on which
they appear;

B in communications disseminated orally or through audible means (e.g., radio or
streaming audio}, the required disclosures are delivered in a volume and cadence
sufficient for an ordinary consumer 1o hear and comprehend them,

¢ in communications disseminated through video means {e.g , television or
streaming video), the required disclosures are in wnting 1n a form consistent with
subpart {A} of this definifion and shall appear on the screen for a duration
sufficient for an ordinary consumer {0 read and comprehend them, and in the
satme language as the predominant language that is used 10 the communication;
and

D. in all instances, the required disclosures: (1) are presented 1n an understandable
language and syntax; and {2} include nothing contrary (o, inconsistent with, or in
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mitigation of any statement contained within the disclosure or within any
document Haked 1o or referenced therein.

“Covered information” shall mean information from or about an individual consumer
including, but not hmited w! (8) a first or last name; (b} a home or other physical address,
mncluding street name and name of city or town; {c} an email address or other online
contact information, such as an instant messaging user identifier or & screen name, {d) a
mobile or other telephone number, (¢} photos and videos, () Internet Protocal (IP™)
address, User 1D or other persistent identifier; {g) physical location; or (h) any
information combined with any of (a) through {g} above,

“Nonpublic user information” shall mean covered information that is restricted by one or
more privacy settimg(s},

“Privacy setting” shall include any control or setting provided by Respondent that allows
a user to restrict which individuals or entities can access or view coversd information.

“Representatives” shall roean Respondent’s officers, agents, servants, employees,
attorpeys, and those persons in active congert of participation with them who receive
actual notice of this Order by personal service or otherwise,

“Third party” shall mean any individual or entity that uses or receives covered
information obtained by or on behalf of Respondent, other than: {1} a service provider of

Respondent that (1) uses the covered information {or and at the direction of Respondent

and no other individual or entity and for no other purpose; and (i) does not disclose the
covered information, or any individually identifiable information derived from such
covered information, except for, and at the direction of, Respondent, for the purpose of
providing services requested by a user and for no other purpose; or {21 any entity that
uses the coverad information only as reasonably necessary: {1} to comply with applicable
law, regulation, or legal process, (i) to enforce Respondent’s terms of use, or (it} 1o
detect, prevent, or mitigate fraud or security vulnerabilities.

“User” shall mean an identified individual from whom Respondent has obtained
information for the purpose of providiag access 1o Respondent’s products and services.

I

IT IS ORDERED that Respondent and 1ts representatives, in connection with any

praduct or service, in or affecting commerce, shall not misrepresent in any manner, expressiy or
by imphcation, the extent to which {t maintains the privacy or security of covered information,
including, but not limited to:

A

its collection or disclosure of any covered information;

ik



B. the extent to which a consumer can control the privacy of any covered
mformation maintained by Respondent and the steps a consumer must fake to
mmplement such controls;

C the extent o which Respondent makes or has made covered information
accessible to third parties,

D the steps Respondent takes or has taken to verify the pnivacy or security
protections that any third party provides;

E the extent to which Respondent makes or has made covered information
accessible to any third party following deletion or termination of a user’s account
with Respondent or during such time as a user’s account is deactivated or
suspended; and

F the extent to which Respondent is a member of, adheres to, complies with, is
cerfified by, is endorsed by, or otherwise participates in any privacy, security, or
anry other compliance program sponsored by the goverament or any third party,
mciuding, but not linited to, the US -EU Rafe Harbor Framework.

.

IT IS FURTHER ORDERED that Respondent and 11s representatives, in connection
with any product or serviee, in or affecting commerce, prior to any sharing of a user’s
nonpublic user information by Respondent with any third party, which matenally exceeds the
restrictions imposed by a user’s privacy setting(s), shall,

A clearly and prominently disciose to the user, separate and apart from any “privacy
policy,” “data use policy,” “statement of rights and responsibilities™ page. or other
similar document: {1} the categories of nonpublic user information that will be
disclosed to such third parties, {2} the identity or specific categories of such third
parfies, and {3) that such sharing exceeds the restrictions imposed by the privacy
setting(s) in effect for the user; and

B. obtain the user’s affirmative express consent.

Nothing in Part 11 will {1} limit the applicability of Part [ of this order; or {2) require Respondent
to obtain affimmative express consent for sharing of a user’s nonpublic user information inttiated
by another user anthorized w0 access suych information, provided that such sharing does not
materially exceed the restrictions imposed by a user’s privacy setting{s). Respondent may seek
modification of this Part pursuant to 15 U.S.C. §45(b)and 16 CFR 231(b} o address relevant
developments that affect compliance with this Part, including, but not limited o, technological
changes and changes in methaods of obtaiming affirmative express consent.
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T IS FURTHER ORDERED that Respondent and its representatives, it
connection with any product or service, in or affecting commerce, shall, no later than sixty {(60)
days after the date of service of this order, implement procedures reasonably designed to ensurg
that covered information cannct be accessed by any third party from servers under Respondent’s
control after a reasonable period of time, not to exceed thirty (30) days, from the time that the
user has deleted such iformation or deleted or terminated his or her account, except as required
by law or where necessary to protect the Facebook website or ifs users from fraud or illegal
activity. Nothing in this paragraph shall be construed to require Respondent to restrict access 1o
any copy of a user’s covered information that has been posted to Respondent’s websites or
services by a user other than the user who deleted such information or deleted or terminated such
account,

¥ ‘;’0

T IS FURTHER ORDERED that Respondent shall, no later than the date of service of
this order, establish and 1mplement, and thereafter mainiain, a comprehensive prvacy program
that 1s reasonably designed to (1) address privacy risks related to the development and
management of new and existing products and services for consumers, and {2} protect the
privacy and confidentiality of covered information, Such program, the content and
implementation of which must be documented in writing, shall contain controls and procedures
appropriate to Respondent’s size and complexity, the nature and scope of Respondent’s
activitics, and the sensitivity of the covered information, including:

Al the designation of an employee or employees to coordinate and be vesponsible for
the privacy program.

B the tdentification of reasonably foreseeable, material risks, both internal and
external, that could result in Respondent’s unauthorized collection, use, or
disclosure of covered information and an assessment of the sufficiency of any
safeguards m place to control these risks. At a minimum, this privacy risk
assessment should include constderation of risks in each area of relevant
operation, including, but not Hanted o) (1) employee tratning and management,
mciuding training on the requirements of this order. and (2) product design,
development, and research.

C the design and implementation of reasonable controls and procedures to address
the risks idemified through the privacy risk assessment, and regular testing or
manitoring of the effectiveness of those controls and procedures.

D. the development and use of reasonable steps to select and retain service providers
capable of appropriately protecting the privacy of covered information they
receive from Respondent and requiring service providers, by contract, to
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implement and maintain appropriate privacy protections for such covered
miformation.

£, the evaluation and adjustment of Respondent’s privacy program in light of the
results of the estng and montioning required by subpart C, any material changes
to Respondent’s operations or business arrangements, or any other circumstances
that Respondent knows or hag reason to know may have @ material impact on the
effectivencss of Hs privacy program.

Y.

IT IS FURTHER ORDERED that, in connection with ifs compliance with Part IV of
this order, Respondent shall obtain inttial and blennial assessments and reports (“Assessments™)
from a qualified, objective, independent third-party professional, who uses procedures and
standards generally accepted in the profession. A person qualified to prepare such Assessments
shall have a minimum of three (3} years of experience in the field of privacy and data protection
Al persons selected to conduct such Assessments and prepare such reports shall be approved by
the Associate Director for Enforcement, Bureau of Consumer Protection, Federal Trade
Commission, Washingron, D.C. 20380, in his or her sole diseretion. Any decision not to approve
a person selected to conduct such Assessments shall be accompanied by a writing setting forth in
detatl the reasons for denving such approval, The reporting period for the Assessments shall
cover: {1) the first one hundred and eighty (180) days after service of the order for the initial
Assessment, and (2) each two (2} year period thereatter for twenty (20) vears after service of the
order for the biennial Assessiments. Each Assessment shall:

Al set forth the specific privacy controls that Respondent has implemented and
maintained during the reporting period,

B explain how such privacy controlg are appropriate to Respondent’s size and
complexity, the nature and scope of Respondent’s activities, and the sensitivity of
the covered information;

¢ explain how the privacy controls that have been implemented meet or exceed the
protections reguired by Part IV of ths order; and

D certify that the privacy conirols are operating with sufficient effectiveness fo
provide reasonable assurance to protect the privacy of covered information and
that the controls have so operated throughout the reporting period,

Each Assessment shall be prepared and completed within sixty (60) days after the end of the
reporfing period to which the Assessment applies. Respondent shall provide the initial
Assessment to the Associate Director for Eaforcement, Bureau of Consumer Protection, Federal
Trade Commission, Washington, D.C. 20380, within ten (10} days after the Assessment has been
prepared. All subsequent biennial Assessments shall be retained by Respondent until the order is
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termunated and provided 1o the Associate Director of Enforcement within ten (10) days of
request.

V1.

IT IS FURTHER ORDERED that Respondent shall maintain and upon request make
available to the Federal Trade Commission for inspection and copying, a print or electronic copy
of’

A, for a periad of three (3} vears from the date of preparation or dissemination,
whichever is later, all widely disseminated statements by Respondent or its
representatives that describe the extent to which Respondent maintains and
protects the privacy, security, and confidentiality of any covered information,
including, but not limited to, any statement related 1o a change in any website or
service controlled by Respondent that relates to the privacy of such information,
along with all materials relied upon in making such statements, and a copy of
each materially different privacy setting made available (o users;

B for a period of six (8) months from the date received, all consumer complaints
directed at Respondent or forwarded to Respondent by a third party, that relate to
the conduct prohibited by this order and any responses to such complaints;

¢ for a period of five {5) years from the date received, any documents, prepared by
or on behalf of Respondent, that contradiet, qualify, or call into question
Respondent’s compliance with this order,

D for a period of three (3} years from the date of preparation or dissemination,
whichever is later, each materially different document relating 1o Respondent’s
altempt to obtain the consent of users referred to in Part H above, along with
documents and information sufficient to show each user’s consent; and documents
sufficient fo demonstrate. on an aggregate basis, the number of users for whom
each such privacy setting was in effect at any ttme Respondent has attempted to
obtain and/or been required to obtain such consent; and

E. for a period of three {3) vears after the date of preparation of each Assessment
required under Part V of this order, all materials relied upon te prepare the
Assessment, whether prepared by or on behalf of Respondent, including but not
hmited to al! plans, reports, studies, reviews, audits, audit trails, policies fraining
materials, and assessments, for the compliance period covered by such
Assessment,
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ITIS FURTHER ORDERED that Respondent shall deliver a copy of this order to (1)
all carvent and future principals, officers, directors, and managers, (2) all current and future
emplovees, agents, and representatives having supervisory responsibilities relating fo the subject
matter of this order, and (3} any businass entity resulting from any change in siructure set forth in
Part VI Respondent shall dehver this order to such current personnel within thirty (30) davs
after service of this order, and to such future personnel within thirty (30) days after the person
assumes such position or responsibilities. For any business entity resulting from any chaoge in
structure set forth in Part VI, delivery shall be at least ten {10} days prior to the change in
structure,

Yiil

IT ISFURTHER ORDERED that Respondent shall notify the Commission within
fourteen (14) days of any change in Respondent that may affect compliance obligations arising
under this order, including, but not limited to, a dissolution, assignment, sale, merger, o other
action that would result in the emergence of g successor corporation; the creation or dissolution
of a subsidiary, parent, or affiliate that engages in any acts or practices subject o this order; the
proposed filing of a bankruptey petition; or a change in etther corporate name or address. Unless
otherwise directed by a representative of the Commission, all notices required by this Part shall
be sent by overnight courier {not the U.S. Postal Serviee) to the Associate Director of
Enforcement, Bureau of Consumer Protection, Federal Trade Commission, 600 Pennsylvania
Avenue NW, Washington, D C. 20580, with the subject line fn the Matter of Facebook, Fic.,
FTC File No| 1 Provided however, that in lieu of overnight courler, notices may be sent by
first-class mail, but only if an electronic version of any such notice is contemporaneously sent to
the Commission at Debriefi@fic gov.

iX,

IT IS FURTHER ORDERED that Respondent, within ninety {90) days after the date of
service of this order, shall file with the Comimission a true and accurate report, in wrifing, sefting
forth in detail the manner and form of thetr own compliance with thig order. Within ten (10)
days of receipt of writlen notice from a representative of the Commussion, Respondent shall
submit additional true and accurate writien reporis,

X.

This order will ternunate oo July 27, 2032, or twenty (20) vears from the most recent date
that the Umited States or the Federal Trade Commission files a complaint (with or without an
accompanying consent decree) in federal court alleging any violation of the order, whichever
comes later; provided, however, that the filing of such a complaint will not aflect the duration of’



A, any Part of this order that terminates in fewer than twenty {20) vears; and

B. this order if such complaint is tiled after the order has terminated pursuant to this
Part.

Provided, further, that it such complaint is dismissed or a federal court rules that Respondent did
not vielate any provision of the order, and the dismissal or ruling is either not appealed orupheld
on appeal, then the order will terminate according to thus Part as though the complaint had never
been filed, except that this order will not terminate between the date such complaint is filed and
the later of the deadiine for appealing such dismissal or ruling and the date such dismissal or
ruling is upheld on appeal.

By the Commisston, Commissioner Rosch dissenting and Commissioner Ohlhausen not
participating,

Donald § Clark
Secretary
SEAL
ISSUED: iy 27,2012



Data Use Policy

2 September ## 2013

Date of Last Revision: Desembe

L. Information we recejve and how it is used
information we receive about you

We receive a number of different types of information about vou, including:

Your information
Your information s the information that's required when you sign up for the site, as well as the
information you choose to share.

+ Registration information: When you sign up for Facebook, you are required to provide
information such as your name, email address, birthday, and gender. in some cases, you
may be able 1o register using other information, like your telephone number,

« Information you chogose to share: Your information also includas the information you
choose 1o share on Facebook, such as when vou post a status update, upload a photo,
or comment on a friend’s story.

it also includes the information vou choose to share when vou communicate with us, such as
when vou contact us using an email address, or when vou take an action, such as when you add
a friend, like 3 Page or a website, add a place to your story, use our contact importers, or
indlicate you are in a relationship.

Y Your na me, profile pictures, cover photos, gender, networks, username and User D are
rreated just like information vou choose to make public,

Y your birthday allows us to do things like show you age-appropriate content and
advertisements,

Information others share about you

We receive information about vou from vour friends and others, such as when they upload your
contact information, post 2 photo of you, tag vou in a photo or status update, or 2t 3 location,
or add you to a group.

Y when people use Facehook, they may store and share information about you and others that
they have, such as when they upload and manage their invites and contacts.

Other information we receive about you
We also recelve other types of information about vou:



« We receive data about you whenever you use or are running interactb-with-Facebook,
such as when you look at another person’s Bimeline, send or receive a message, search
for a frignd or a Page, click on, view or otherwise interact with things, use a Facebook
mabile app, or purchase Facebook Credits, or make other purchases through Facebook,

« When you post things like photos or videos on Facebook, we may receive additional
related data {or metadata), such as the time, date, and place you fock the photo or
video.

»  We receive data from_or about the computer, mabile phone, or other devices you use 1o
install Facebook apps or to access Facebook, including when multiple users log in from
the same device. This may include network and communication information, such as
your 1P address or mobile shone number, and other information about things like your
internet service, operating systerm, location, the type {including identifiers) of the device
or browser you use, or the pages you visit, For example, we may get your GPS or other
lecation information so we can tell you if any of your friends are nearby, or we conld
reguest device information to improve how our apps work on your device.

«  We receive data whenever you visit 2 game, application, or website that uses Facebogk
Platform or visit a site with a Facebook feature {such as a sogial plugin}, sometimes
through copkies. This may include the date and time vou visit the site; the web address,
ar URL, you're on; technical information about the 1P address, browser and the
operating system you use; and, if you are logged in to Facebook, yvour User 1D,

s Sometimes we ge! data from our affiliates or our advertising pariners, customers and
other third parties that helps us {or them) deliver ads, understand online activity, and
generaily make Facebook better. For example, an advertiser may tell us information
about you (like how you responded to an ad on Facebook or on another site) in order to
measure the effectiveness of - and improve the guality of - ads.

As described in “How we use the information we receive,.” We-we also put together data from
the information we already have about you ard vour friends, and others, so we can offer and
suggest a variety of services and features. For example, we may pul : '
asterpine-make friend suggestions, pick storieswhich fordriendsy ¥ B YOUT
News Feed, or suggest peopie you-10 13g in %ﬁe«photmmﬁe&% We may put together your
current city with GPS and other location information we have about you to, for example, el
yoa and yow fr%ends about peonle or events nearby, or offer deals 1o yvou in which thatvou

content that might be more relevant 1o you.
Y When we get vour GPS location, we put it together with other location information we have
about you {like your current city). But we only keep # antil it is no longer useful to provide you
services, like keeping your last GPS coordinates to send you relevant notifications.

¥ We only provide data to our advertising pariners or customers after we have removed your
rrame or any other personally identifying information from it, or have {:ombmed it with other
people's data in a way that - no longsr personally identifiesassosial




Public information

When we use the phrase "public information” (which we sometimes refer to as "Everyone
information”}, we mean the information vou chotse to make pablic, as well as information that
is glways publicly available.

information you choose to make public

Chioosing to make your information public is exactly what it sounds like: anyone, including
people off efFacebook, will be able tosee it

Choosing to make your information public also means that this information:

s ¢an be associated with you {i.e., your name, profile pictures, cover pholos, timeling,
User iD, username, etc.) even off Facebook;

+ canshow up when someone daes a search on Facebook or on a public search engine;

+« will be accessible to the Facebock-integrated games, applications, and websites you and
vour friends use; and

+ will be accessible to anyone who uses our APIs such as our Graph APL

Y Sometimes you will not be able to select an audience when you post something {like when
you write on a2 Page's wall or comment on a news article that uses our comments pluging, This is
because some types of stories are always public stories. As a general rule, you should assume
that if you do not see 2 sharing icon, the information will be publicly available.

Y When others share information about vou, they can also choose to make it public.

information that is always publicly available
The types of information listed below are always publicly available, and they are treated just
like infarmation you decided to make publit;

+ Name: This helps your friends and family find you. If you are uncomfortable sharing
your real name, you can always delete your account,

» Profile Pictures and Cover Photos: These heip your friends and family recognize you i
you are uncomforteble making any of these photos public, you can always delete
hemit. Unless you delete them, when vou add a new profile picture or cover photo, the
previous photo will remain public in your profile picture or cover photo album,

« Networks: This helps you see whom you will be sharing information with before you
choose "Friends and Networks" as a custom audience. If you are uncomfortable making
your network public, you can leave the network.

» Gander: This allows us 1o refer 10 you proparly.



« Username and User ID: These allow you to give out a custom link to your timeline or
Page, receive email st your Facebook email address, and help make Facebook Platform
possibile.

Usernames and User IDs

Usernames and User {Ds are the same thing —~ a way to identify you on Facebook, AlseriDisa
siring of numbers and 3 username generai%x; is some variation of vour name, With your
ysername, vou get Allsemame{orFacebooleiit} 53 custom link {3 Facebook URL such as
www . facebook.com/usermname) to your tzmﬁtme that \;aza £an gzve gutto pespi& or ;}est on

if someone has your Username or User ID, they can use it 1o access information about you
through the facebook.com website. For example, # someane has vour Usemame, they can type
facebook.com/fUsername into thelr browser and see your public information as well as anything
else you've let them see, Similarly, someone with your Username or User 1D can access
information about you through our APIs, such as our Graph APL Specifically, they can access
your public information, along with your age range, language and country.

If you do not want vour information 10 be accessible to Platform applications, you can turn off
ali Piztform applications from your Privacy Settings. f you turn off Platform yvou will no longer
he abde to use any games or other applications untdl vou turn Platform back on. For mare
information about the information that apps receive when you visit them, see Other websites
and applications.

Y ifyou want to see information available about you through our Graph AP, just type

https:/ /graph.facebook.com/[User 1D or Username)] ?metadata=z] into your browser,

S Your Facebook email address includes your public username like so;
username@iacebook.com. People can use vour Facehook email address 10 send vou messages
and Aanyone in a message conversation can reply 1o it

How we use the information we receive

We use the information we receive about you in connection with the services and features we
provide 1o you and other users like your friends, our pariners, the advertisers thaf purchase ads
on the site, and the developers that build the games, applications, and websites you use. For
example, in addition 1o helping people see and find things that you do and share, we may use
the information we receive about you:

» as part of our effarts to keep Facebook products, services and integrations safe and
SECUTE;

+ toprotect Facebook's or others' rights or property;

» 10 provide you with location features and services, like telliing you and vour friends
when something is going on nearby;



« tomeasure or urderstand the effectiveness of ads you and others see, inciuding to
deliver relevant ads 1o you;

» o make suggestions 1o you and other usars on Facebook, such as: suggesting that vour
friend use our cortact importer because yvou found friends using it, suggesting that
another user add vou as a friend because the user imported the same amail address ag
you did, or suggesting that your friend tag you in a picture they have uploaded with you
init; and

» forinternal operations, including troubleshooting, data analysis, testing, research ang
service improvement.

Granting us this-permission o use your information not only allows us to provide Facebook as it
exisis today, but it also allows us to provide you with innovative features and services we
develnp in the future that use the information we receive about you in new ways.

While you are aliowing us to use the information we receive about you, you always own all of
your information. Your trust s important to us, which is why we don't share information we
receive about you with others unless we have:

s received your permission;
» given you notice, such as by telling vou about it in this policy; or,
+ removed your name ar any other personally identifying information from it

Of course, for information others share aboutl vou, they control how i is shared,

We store data for as long as i is necessary o provide products and services 1o you and others,
inciuding those described above. Typically, information associated with your account will be
kept until your account is deleted. For certain categories of data, we may also tell you about
specific data retention practices.

A

Y We may enable access to pubiic information that has been shared through our services, or
aiiow service providers to access information so they can help us provide services,

Y We are able to suggest that vour friend tag vou in a picture by scanning and comparing your
friend’s pictures to information we've put ‘{ogezber from your profile pictures 3ﬁd the other
photos in which vou've been tagged. - Hows-us-4e-m ] ;
control whether we suggest that ancther usertagyouin a photo using the Nw%g&
workTimeline and Tagging” settings. Learn more at: hitps./fwww . facebook com/heln/tag-
suggestions

Deleting and deactivating your account
If you want 1o stop using your account, you can either deactivate or delete i1

Deactivate
Deactivating your account puls your account on hold, Other users will no longer see your
timeline, but we do not delete any of vour information, Deactivating an account is the same as



you telling us not to delete any information because you might want to reactivate your account
al some point in the future, You can deaciivate your account ab
hitps:/fwww facebook com/settings tab=sacurity

Y Your friends will still see you listed in their list of friends while vour account is deactivated,

Deletion

When you delete youres- account, it is permanently deleted from Facebook. It typically takes
about one month o delete an acgount, but some information may remain in backup copies and
fogs for up to 90 days. You should only delete yvour account if you are sure you never want to
reactivate it You can delete your account at:

hittos//www . facebook.com/heln/contact.phn?show forme=delete account

Learn more at: hitps://www facebook.com/help/Maq=356107851084108

w5

Y Certain information is needed 1o provide you with services, so we only delete this
information after you delete your account. Some of the things you do on Facebook aren't
stored in your account, like posting to a group or sending someone a3 message {where your
friond may still have a message you sent, even after vou delete your account), That information
remains after you delete your account.

IL. Sharing and finding vou on Facebook

Control each time you post

Wheneaver you post content Hike a status update, photo or check-in}, vou can select a specific
audience, or even customize vour audience. To do this, simply click on the sharing icon and
choose who Can seg it

® Choose this icon i you want to make something Public. Choosing to make something public
it exactly what it scunds like. # means that anvone, including people off ef-Facebook, wili be
able 1o see or access it
3 Choose this icon if you want to share with your Facebook Friends,

£ Choose this icon if you want to Customize your audience. You cap also use this to hide your
story from specific people.

If vou tag semeone, that person and their friends can see vour story no matier what audience
you selected, The same is true when you approve a tag someone else adds 1o your story.
Always thirk before vou post. Just ike anvthing eilse you post on the web or send in an email,

information you share on Facebook can be copied or re-shared by anyone who ¢an see i

¥ Although you choose with whom vou share, there may be ways for others to determine
information about vou. For example, if you hide vour birthday s0 no one can see it on your
timeline, but friends post “happy birthday!” on your timeline, people may datermine your
hirthday.

Y When you comment on or "like” someone else's story, or write on their timelineg, that person
gets 1o select the audience. For example, if a friend posts a Public story and you comment on if,



your comment will be Public. Often, vou can see the audience someone selected for their story
before yvou post a comment; however, the person who posted the story may later change their
audience. So, f vou cormmment on 2 story, and the story's audienca chanpes the new audience
can see your comment.

Y You can control who can see the Facebook Pages you've "liked”™ by visiting your timeline,
clicking on the Likes box on your timedine, and then dicking "Ldit.”

Y Sometimes yvou will not see a sharing icon when you post something {like when you write on
a Page’s wall or comment on a2 news article that uses owr comments pluginl. This is because
some types ¢f stories are always public stories. As a general rule, you should assume that if vou
do not see a sharing icon, the information will be publicly available.

Control over your timeline
Whenever you add things to your timeline you can select a specific audience, or even customize
your audience. To do this, simply click on the sharing icon and choose who can see i,

=

© Choose this icon if vou want to make something Public. Choosing to make something public
is exactly what it sounds like. it means that anvone, including pecple off ef-Facebook, will be
able 10 see or acgess it

& Choose this icon if you want to share with your Facebook Friends.,

£ Choose this con i you want to Customize your audience. You can also use this to hide the
item on your timeline from specific people.

When you select an audience for vour friend fist, you are only controlling who ¢an see the
entire list of vour friends on your timeline. We call this a timeline visibility control. This is
hecause your friend list is always available 1o the games, applications and websites you use, and
your friendshins may be visible eisewhere {such as on your friends’ timelines or in searches).
For example, if vou select "Only Me" as the audience for your friend list, but your friend sets
her friend list to "Public,” anyone will be able 10 see yvour connection on your friend's timeline.
Similarly, if vou choose to hide your gender, it only hides it on your timeline. This is because we,
just like the appiications you and your friends use, need to use your gender to refer to you
properly on the site,

When someone tags you in a story {such as a photg, status update or check-in, vou can choose
whether you want that story to appear on vour timeline, You can either approve each story
individually or approve all stories by your friends, if you approve a story and later change your
mind, you can remove it from your timeline.

Y when yau hide things on your Timeling, ke posts or connections, it means those things wil
not appear on your timeline. But, remember, anyone in the audience of those posts or who can
see g connection may still see it elsewhere, like on someone else's timeline or in search results.
You can also delete your pasts or change the audience of content you post, which means vay
can remove people from or add people to the audience of the content.




N People on Facebook may be able to see mutual friends, even if they cannot see your entire

list of friends.

Y Some things (like your name, profile pictures and cover photos} do not have sharing icons
because they are always publicly available, As a general rule, you should assume that if you do
not see a sharing icon, the information will be publicly available.

Finding vou on Facebook
To make i essier for your friends 1o find you, we allow anyone with your contact information

{such as email address or telephone number} to find you through the Facebook search bar at
the top of most pages, as well as other toals we provide, such as contact imparters -even if you
have not shared your contact information with them on Facebook.

You can choose who can ook up your timeline using the email address or telephone number
you added to your timeline through vour ePrivacy sSettings. But remember that people can still
find you or a iink to your timeling on Facebook throagh other pecple and the things they share
about vou or through other posts, like if you are tagged in a friend's photo or post something to
a public page.

Y Your seftings do not control whether people can find you or a link to your timeline when they
search for content they have permission to see, like 3 photo or ather story in which vou've
heen tagged-in,

Access an phones and other devices

Once you share information with your friends and others, they may be abie to sync it with or
access it via their mohile phones and other devices. For example, if you share 8 photo on
Facebook, someone viewing that shoto could save it using Facebook tools or by other methods
offered by their device or browser. Simitarly, if you share yvour contact information with
somenne or invite someons (e an evant, they may be able 1o use Facebook or third party
applications or devices to sync that information. Or, ¥ one of your friends has a Facebook
application on one of their devices, your information {such as the things you post or photos you
share} may be stored on or accessed by their device.

Y You should only share information with people you trust because they will be able tosave it

or re-share it with others, including when they sync the information {o a device.

Activity log

Your activity log is a place where you can go to view most of your information on Facebook,
including things you've hidden from your timeline. You can use this log t© manage your content,
For example, vou can do things like delete stories, change the audience of your stories or stop
an application from publishing to your timeline on yvour behalf,



Y When you hide something from vour timeline, you are not deleting it. This means that the

story may be visible elsewhaere, like in your friends’ News Feed . If you want 1o delete 3 story
you posted, choose the delete aption.

What your friends and others share about you

Links and Tags

Anyone can add a link 1o a story. Links are references to something on the internel; anything
from a website to a Page or iimeline on Facebook, For example, if you are writing a story, you
might include a link to a blog you are referencing or a link to the blogger’s Facebook timeline, If
someone clicks on a link to another person’s timeline, they'll only see the things that they are
allowed to see.

Atag is a special type of link to someone’s timeline that suggests that the tagged person add
your story to their timeline, In cases where the tagged person st included in the audience of
the story, it will add them s0 they can see it. Anyone ¢an tag you in anything. Once vou are
tagged, vou and your friends will be able o see it {such as in News Feed or in searchl.

You can choose whether a story vou've been tagged in appears on your timeline. You can either
approve each story individually or approve ali stories by your friends. If you approve a story and
{ater change your mind, you can always remove it from your timeline.

i you do not want someone to tag you, we encourage you to reach out to them and give them
that feedback, If that does not work, you can block them, This will prevent them from tagging
you going forward.

\ Sacial reporting is a way for neople to quickly and easily ask for help from someone they
frust. Learn more at:

hitos:/fwww. facebook.com/note.pho?note id=19612422707502348 adt=3& ati=iframe
S you are linked to ertagged-in a private space (such as a message or @ group) only the
people who can see the private space can see the link-estag, Similarly, f you are linked o &
taggedina comment, only the people who can see the comment can see the linkasiag.

Other information

As described in the “what your friends and others share about vou” section of this policy, your
friends and others may share information about you, They may share photos or other
information about voau and tag you in their posts. I vou do not like a particular post, tell them

or report the post.

Groups
Once you are in 3 Group, anvone in that Group can add you to a subgroup. When someone

adds you to 2 Group, you will be listed as “invited” until you visit the Group. You can always
leave a Group, which will prevent others from adding you to it again,



Pages
Facebook Pages are public pages. Companies use Pages 1o share information about their

products, Celebrities use Pages to talk about their latest projects. And communities use pPages
10 discuss topics of interest, everything from baseball to the opera.

Because Pages are public, information you share with a Page is public information. This means,
for exampile, that if you gost a comment on a2 Page, that comment may be used by the Page
owner off Facebook, and anyone can seg it

When you "like” & Page, you create a connection 1o that Page. The connection is added to yvour
timeline and your friends may see it in their News Feeds. You may be contacted by or receive
updates from the Page, such as in your News Feed and your messages, You can remove the
Pages vou've "liked” through vour timeline or on the Page,

Some Pages contain content that comes directly from the Page owner. Page swners can do this
through online pluging, such as an iframe, and it works just like the games and other
applications vou use through Facebook. Because this content comes directly from the Page
owner, that Page may be able to collect information about you, just iike any website,

¥ Page adminisiraiors may have access 1o insights data, which will tell them generally about
the people that visit their Page (as opposed to information sbout specific people). They may
also know when you've made a connection 1o their Fage because you've liked their Page or
posted a comment.

Y To control who can see the Facebook Pages yvou've liked, visit ooy Help Center,

{H., Other websites and applications

About Facebaok Platform

Facebook Platform {or simply Platform) refers to the way we help you share your information
with the games, applications, and websites you and your friends use. Facebook Platform also
lets vou bring vour friends with you, so you can connect with them off effacebooi. In these
two ways, Facebook Platform helps you make your experiences on the web more personalized
and social,

§mﬁemember that these games, applications and websites are created and maintained by other
businesses and developers who are not part of, or controlled by, Facebook, so you should
always make sure to read their terms of servige and privacy policies 1o understand how they
treat your data.

Controlling what information you share with applications

When vou connect with a game, application or website - such as by going to a game, logging in
10 a website using your Facebook account, or adding an app to your timeline - we give the
game, application, or website sometimes referred to as just "Aagpplications™ or "Aapps”™) vour




basic info {we sometimes call this your "public profile™), which includes your User 1D and your
public information. We also give them your friends’ User [Ds (aiso called your friend list) as part
of your basic info.

Your friend list halps the application make your experience more social because it lets you find
your friendds on that application. Your User 1D helps the application personalize your experience
because it can connect your account on that application with your Facebook account, and it can
access your basic info, which includes yvour public information and friend list. This includes the
information you choose to make public, as well as information that is always publicly available.
If the application needs additional information, such as your stories, photos or likes, it will have
to ask vou for specific permission,

The “Appsyeuuse” setting lets vou control the applications you use. You can see the
permissions you have given these applications, the last time an application accessed your
information, and the audience on Facebook for timeline stories and activity the application
posts on your behal. You can also remove applications vou no longer want, or turn off all
Platform applications, When you turn all Platform applications off, your User 1D is no longer
given to applications, even when your friends use those applications. But you will no longer be
able to use any games, applications or websites through Facebook,

When you first visit an app, Facebook lets the app know your language, your countyy, and
whether you are in an age group, for instance, under 18, between 18-20, or 21 and over. Age
range l21s apps provide you with age-appropriate content. 1 you install the app, it can access,
stors and update the information vou've shared. Apps vou've installed can update their records
of your basic info, age range, language and country._f you haven’t used an app in a while, you
should consider remaving it Once you remove an ang, it wan't be shie to continue to update
the additionsl information vou've given them permission to access, but it mav still hold the
information vou have already shared. You always can contact the app directly and request that
they delete vour data, Learn more at: hitps://www.facebook.com/heip/how-apps-work

Y Sometimes a game console, mobile phone, or other device might ask for permission to share

specific information with the games and applications you use on that device. if you say okay,
those anplications will not be able 1o access any othar information about vou without asking
specific permission fram you or your friends.

Y Sites and apps that use Instant Personalization receive your User [0 and friend list when you
visit them,

Y You always can remove apps you've installed by using your app settings at;
hitos:.//www.facebook.com/fsettings/Fiab=applications. But remember, apps may still be able
o access your information when the people you share with use them. And, if you've removad
an application and want them-t to delete ti‘zez information you've already shared with itthem,
you should contact the applicationgs wem-to-deletedd. Visit the application’s page on
Facebook or theirits own website fo learn maore about the app, For example, Apps may have
reasons {e.g. legal obligations} to retain some data that you share with them,

e i




Controiling what is shared when the people vou share with use applications

Just like when you share information by email or elsewhere on the web, information you share
on Facebook can be re-shared. This means that if vou share something on Facebook, anyone
who can see it can share it with others, inciuding the games, spplications, and websites they
use.

Your friends and the other people vou share information with often want to share your
information with applications to make their experiences on those applications more
personalized and social. For example, one of your friends might want to use a music application
that allows them to see what thelr friends are listening to. To get the full benefit of that
application, your friend would want o give the application her friend list — which includes your
User 1D - so the application knows which of her friends is also using . Your friend might zlso
want 1o share the music you “like” on Facebook. if yoy have made that information public, then
the application can access it just like anyone else. But if vou've shared your likes with just your
friends, the application could ask your friend for permission to share them.

You can control most of the information other people can share with applications they use from
Sder-Paps-and-WebsitesADp™ settings page. But these controis do not let yvou limit access
to your public information and friend st

If vou want to completely block applications from gelling vour information when your friends
and others use them, you will need to turn off all Platform applications. This means that yvou
will no longer be able to use any third-party Facebook-integrated games, applications or
wehsites.

&

T an application asks permission from someone else 1o access your information, the
application will be allowed to use that information only in connection with the person that
gave the permission, and no one else,

¥ Eor example, some apps use information such as vour friends list, 1o personalize vour

experience or show vou which of vour friends use that particular app.

Logging in to another site using Facebook

Facebook Platform lets you log into other applications and websites using your Facebook
account. When you log In using Facebook, we give the site your User 1D {just like when vou
connect with any other application), but we do not share your email address or password with
that website through this process without your permission.

if you aiready have an account on that website, the site may also be abie to connect that
account with your Facehook account. Sometimes it does this using what is called an "email
hash”, which is similar to searching for someone on Facebook using an emall address. Only the
email addresses in this case are hashed so no emal] addresses are actually shared between
Facebook and the website.



How it works

The website sends over a hashed version of your emall address, and we maich it with a
database of email addresses that we have also hashed. i there s a match, then we tell the
websie the User [D associated with the email address. This way, when vou log into the website
using Facebook, the website can link your Facehook account to your account on that website.

About sotial plugins
Sactal pluging are buttons, boxes, and stories {such as the Like button) that other websites can

use fo present Facebook content to you and create more social and personal experiences for
vou. While you view these buttons, boxes, and stories on other sites, the content comes
directly from Facebook.

Sometimes plugins act just like applications. You can spot one of these plugins because it will
ask you for permission 1o access your information or to publish information back 1o Facebook.
For exampie, if you use @ registration plugin on 3 website, the plugin will ask vour permission to
share your basic info with the website 1o make It easier for you to register for the website.
Similarly, if you use an "Add To Timeline” plugin, the plugin will ask for your permission 1o
publish stories about your activities on that website to Facebook,

if you make something public using & plugin, such as posting 3 public comment on a
newspaper's website, then that website can access vour comment {along with your User D} just
like everyone else.

Vot you post something using a sodal plugin and vou do not see a sharing icon, vou should
assume that story is Public. For example, if vou post a comment through a Facebook commant
plugin on a sie, your story is Public, and everyone, including the websile, can see your story.
\ Websites that use social plugins can sometimes teli that you have engaged with the social
plugin. For example, they may know that you clicked on a Like button in a social plugin.

Y We receive data when you visit a site with a social plugin, We keep this data for a maximum
of 90 days. After thal, we ramove your name or any other personally identifying information
from the data, or combine it with other people’s data in a way that it is no longer associated
with vou. Learn more at: https.//www.facebook com/hein/sacial-nluging

About instant personalization
Instant personalization {(sometimes also referred to as "Start now”) is a3 way for Facebook 1o

help partners {such as Bing and Rotten Tomatoes) on and off Facebook 1o create a more
personalized and social experience for logged in users than a sogial plugin can offer. When you
visit & site or app using Instant personalization, it will know some information about you and
your friends the moment you arrive. This is because sites and apps using instant personatization
can access vour User 10, vour friend list, and vour public information.




The first time you visit a site or app using instant personalization, you will see a notification
letting you know that the site or app has parinered with Facebook 1o provide a personalized
experience.

The notification will give you the ability to disable or turn off instant personalization for that
site or app. i vou do that, that site or app is required to delete all of the information about you
it received from Facebook as part of the instant personalization program. In addition, we will
prevent that site from accessing vour information in the future, even when your friends use
that site,

If vou decide that vou do not want 1o experience instant personalization for all partner sites
and apps, you ean disable instant personalization from the "Ade-Appsand Websites” settings

page,

If vau turn off instant personalization, these partaer third party sites and apps will not be able
10 access your public information, even when your friends visit those sites.

Vi you turn off an instant personalization site or app after you have been using it or visited it a
few times {or after you have given it specific permission to access your datal, i will not
automatically delete information about you it received through Facebook. Like all other apps,
the site is required by our policies to delete information about you if you ask it to do so.

How it works

To join the instant personalization program, a potential pariner must enter into an agreement
with us designed 1o protect your privagy, For example, this agreement requires that the pariner
delete information about vou if vou turn off instant personalization when you first visit the sie
or app. it also prevents the pariner from accessing any information about vou until you or your
friends visit it site,

Instant personalization pariners sometimes use an emall hash process to see if any of thelr
users are on Facehook and get those users’ User 105, This process s similar to searching for
someone on Facebook using an email address, except in this case, the email addresses are
hashed so no actual emai addresses are exchanged. The partner is alsg contractually required
not 1o use your User 1D for any purpose {other than associating it with your account) until you
ar your friends visit the site.

When you visit a site or app using instant personalization, we provide the site or app with your
User iD and your friend list {as well as vour age range, locale, and gender). The site or app can
then connect your account with thet-pertnerwith-your friends’ accounts to make the site or
app instantly social. The site can also access puhizc information associated with any of the User
1Ds it receives, which i can use to make them instantly personalized. For example, f the siteis a
music site, it can access your music inlerests 1o suggest songs vou may like, and sccess your
friends’ music interests to let you know what they are listening to. Of course it can only access




your or your friends’ music interests if they are public. If the site or app wanis any additional
information, it will have 1o get your specific permission.

Public search engines

Your public search setting controls whether people who enter your name on 2 public search
engine may see your public timeline {including in sponsored resuits), ?Qu can find vour public
search setting on the “Privacy Settings and Toolspds-Apps-and-Wiebsitas” settings page.

\ This setting does not apply to search engines that access your information as an application

using Facebook Platform,

Sifyou turn your public search setting off and then search for yourself on 3 public search
engine, you may still see a preview of your timeline. This is because some search engines cache
information for a period of time. You can learn more about how to request a search engine to
remave you from cached information at: httos/iwww.facebook com/heln/2fag=13323

V. How-addvertising and Facebook content-ay

Advggtiging Porsanalized
Facebook offers a range o‘? ;‘}mducts that gllow advertisers to reach peaple on and off
Facebook.

When we deliver ads, we do not share vour information Unformation that personally identifies
you, such as vour name or contact information) with advertisers unless you give us permission,
We may proyide advertisers with information when we have removed your name or other
personally identifving information from it, or combined it with other information so that it ng
langer personally identifies you, For example, we may tell an advertiser how its ads perform or
how many pecple viewed or clicked on their ads or install an app after seeing an ad.

S we can show you content that vou may find interesting, we may use all of the information
we receive about you 1o serve ads that are more relevant 1o vou, For example, this includes:

2 information vou provide at regisiration or add to vour account or timeline,

= things you share and do on Facebaook, such as what vou like, and vour interactions with
advertisements, partners, or apps,

& kevywords from your staries, and

% things we infer from vour use of Facehook,

For many ads we serve, adveriisers may choose their audience by location, demogranhics, likes,
kevwords, and any other information we receive or infer about users. Here are some of the
ways advertisers may target relevant ads;

» demographics and interssts: for example, 18 to 35 vear-old women who live in the
United States and like baskethall:




& tonies or keywords: for example, “rousic” or people who like a particular seng or artist;
& Pape likec (including topics such as products, brands, religion, health status, or political
views): for example, if vou like a Page about Gluten-free food, vou may receive ads

about relevant focd producis: or

« catepories {including things like "moviegoer” or g "sci-fi fan™): for example, if a person
“likes" the "Star Trek” Page and mentions "Star Wars" when they check into 3 movie
theater, we may infer that this person is likely to be a sci-fi fan and advertisers of s¢i-fi
movies could ask us fo target that category,

In addition to delivering relevant ads, Facebook sometimas pairs ads with social context,
meaning stories about social actions that vou or vour friends have taken. For example, an ad
for 3 sushl restaurant s Facabook Pags may be paired with a News Feed story that one of your
friends |ikes that Page,

We aiso sometimes serve these same types of ads on other sites or may serve jusi the social
context (such as with ads served by others), so that the ads are more relevant to vou, Just like
any gther content yvou share on Facebook, only people who vou're already shering with on
Facebook would see it when i s paired with an ad. You can learn more about ads and social
centext, including the relevant settings and controls available to vou, by visiting the Advertising
on Facebook page.

We aiso allow advertisers to reach people on Facebook using the information they already have
about vou {such as email addresses or whether you have visited their websites previousiyl,

in addition to the information we provide in this section, vou can also learn more about
advertising products. how they work, our partnerships, and the cheices you have, by visiting our
“Advertising on Facehook” page.

Y We require advertisers to comply with our Advertising Guidelines, including provisions
relating 1o the use of sensitive data,

Y Advertisers and their partners sometimes use cookies or other similar technologies in order
g serve and measure ads and to make their ads more effective, Learn more about cogkies,
pixels and simiar technologies,
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Facebook content

We like to tell you about some of the features and 1ools your friends and others use on
Facebouok, to help vou have a better experience. For example, if your friend uses our friend
finder tool to find more friends on Facebook, we may tell you about i to encourage you to use
it as well, This of course means your friend may similarly see suggestions based on the things
vou do. But we will try 1o only show it 1o friends that could benefit from vour experience,



V. Cooldes, pixels and other similar technologies

Cookies are small pieces of data that are stored on your computer, mobile phone or other
device, Pixels are small blocks of code on webpapes that do things like allow another server 1o
measure viewing of a webpage and often are used in connection with cookies.

We nse technologies like cookies, pixels, and local storage {like on your browser or device,
which is similar to a cookie but holds more information) to provide and understand a range of
products and services. Learn more at: htips://www facebook com/heln/cookies

We use these technologies to do things like:

» make Facebook easier or faster to use;

» enable features and store information about you {including on vour device or in your
browser cache} and vour use of Facebaok;

« deliver, understand and improve advertising;

s monitor and understand the use of our producis and services; and,

s deeprotect vou, others and Facebook.

For example, we may use these toolsthem- 1o know you are logged in to Facebook, to help you
use sacial pluging and share butions, or to know when yvou are interacting with our advertising
or Platform pariners,

We may ask advertisers or other pariners to serve ads or services to computers, mobile phones
or ather devices, which may use a cookie, pixel or other similar technology placed by Facehook
or the third party (aithough we would not share asw-athesinformation that personally identifies
vou with an advertiser}.

Mast companies on the web use cookies {or other similar technological toels), including our
advertising and Platform partners. For swample, our Platform pariners, advertisers or Page
administrators may use cookies or similar technologies when you access their apps, ads, Pages
or ather content,

Y Cookies and things like Iocal storage help make Facebook work, kke allowing pages to load
faster because certain content is stored on your browser or by helping us authenticate you to
deliver personalized content.

Y To learn more about how advertisers generally use cookies and the cholces advertisers
provide, visit the Network Advertising Initiative at

hito://www . networkadvertising org/managing/opt_out.asp, the Digital Advertising Alliance at




hito:/fwww. ghoutads info/, the Internet Advertising Bureau {US) at hitn//www.iab.net or the
Internet Advertising Bureau {(FU) at hitp://vouronlinechoices.eu/.

Y Refer to your browser or device's help material to learn what controls you can often use to
remove or block cookies or other similar techaologies or block or remove other data stored on
your computer or device {such as by using the various settings in your browser). i you do this, it
may affect vour ability to use Facebook or other wabsites and apps.

Y1, Some other things you need to know

Safe harbor

Facebook complies with the U.S.-EU and U.S.-Swiss Safe Harbor frameworks as set forth by the
Department of Commerce regarding the collection, use, and retention of datz from the
European Union. To view our certification, visit the U.S. Department of Commerce’s Safe
Harbor website at: hitps://safeharbor.exportgov/list aspx. As part of our participation in the
Safe Harbor program, we agree 10 resolve disputes vou have with us in connection with our
policies and practices through TRUSTe. if vou would like to contact TRUSTe, visit:
httns:Hffeedback-form truste com/watchdog/request

Contact us with questions or disputes

If you have guestions or complaints regarding our Data Use Policy or practices, please contact
us by mail at 1601 Willow Road, Menlo Park, CA 94025 if you reside inthe U S, or Canada, or at
Facebook Ireland Ltd,, Hanover Reach, 5-7 Hanover Guay, Dublin 2 ireland if you live outside
the 1.5, or Canada. Anyone may also contact us through this help page:

hitps://www.facebook com/help/contact us.phplid=173545332710000

Responding to legal requests and preventing harm

We may access, preserve and share your information in response to a legal request {like a
search warrant, court order or subpoena) if we have a good faith helief that the law requires us
1o do 50, This may include responding to legal reguests from iurisdictions outside of the United
States where we have a good faith belief that the response is reguired by law in that
jurisdiction, affects users in that jurisdiction, and is consistent with internationally recognized
standards, We may also access, preserve and share information when we have a good faith
belief it is necessary 1o detect, pravent and address fraud and other Hllegal activity; to protect
ourselves, you and others, including as part of investigations; or aed- to prevent death or
immunent bodily harm,

information we receive about you, including financial transaction data related to purchases
made with Facebook Credits, may be accessed, processed and retained for an extended period
of time when it is the subject of a legal request or obligation, governmental investigation, or
investigations congerning possible violations of our terms or policies, or otherwise to prevent
harm. We also may retain information from accounts disabled for violations of our terms for at
least & year to prevent repeat abuse or other violations of sur terms.



Access requests

You can access and correct most of vour personal data siored by Facebook by logging into your
account and viewing your timeline and activity log. You can also download a copy of your
personal data by visiting vour "Aegount-Settings” {General Account Settings pagel, clicking on
"Bownload a copy of your Facehook data” and then clicking on the link for your expanded
archive. Learn more at: hitos:/fwww. facebock com/heln/aq=226281544049399

Notifications and Other Messages

We may send you notifications and other messages using the contact information we have for
vou, fike your email address, You can control most of the notifications you receive, including
ones from Pages vou like and applications vou use, using controls we provide, such as a control
included in the email vou receive or in your "Notifications” settings.

Friend ffinder

We offer tonis 1o help you upload your friends' contact information so that vou and others can
find friends on Facebook, and invite friends who do not use Facebook to join, and so we ¢an
offer you and others betier experiences on Facebook through suggestions and other
customized experiences. If you do not want us to store this information, visit this help page at:
hitos:/fwww facebook.com/contact importer/remove_uploads.php.

If you give us your password, we will delete i after you upload vour friends' contact
information,

invitations

When vou invite a friend to join Facebook, we send a message on your behalf using your name,
and we may also include names and pictures of other people your friend might know on
Facebook. We'll also send a few reminders to those you invite, but the invitation will also give
your friend the opportunity to opt oul of receiving other invitations 1o join Facebook

Memaorializing accounts

We may memorialize the account of a deceased person. When we memorialize an account, we
keep the timeline on Facebook, but limit access and some features. You can report a deceased
person’s timeling at hitps://www .facebocok com/heip/contact phoPshow form=deceased

We also may close an account if we receive a formal request that satisfles certain criteria.

Affiliates

We may share information we receive with businesses that are legally part of the same group of
companies that Facebook is part of, or that become part of that group {often these companies
are called affiliates). Likewise, cur affiliates may share information with us as well. This sharing
is dons in compliznce with applicable laws including where such applicable laws require
consent. We and cur affiliates may use shared information 1o help provide, understand, and
improve our services and their own services.

Service Providers



We give your information to the people and companies that help us provide, understand and
improve the services we offer. For example, we may use ouiside vendors to help host our
website, serve photos and videss, progess payments, analyze data, conduct and publish
research, measure the effectiveness of ads, or provide search results. In some cases we provide
the service jointly with another company, such as the Facehook Marketplace. In all of these
cases our pariners must agree 1o only use your information consistent with the agreement we
enter into with them, as well as this Data Use Policy.

Security and bugs

We do our best to keep your information secure, but we need your heip. For more detailed
information about staving safe on Facebook, visit the Facebook Security Page, We try to keep
Facebook up, bug-free and safe, but car’t make guarantees about any part of our services or
products,

Change of Control

If the ownership of our business changes, we may transfer your information 1o the new owner
so they can continue 1o operate the service, But they will still have {o honor the commitments
we have made in this Data Use Policy.

Notice of Changes

If we make changes to this Data Use Policy we will notify you {for example, by publication here
and on the Facehook Site Governance Pagel, If the changes are material, we will provide you
additional, prominent notice as appropriate under the circumstiances. You can make sure that
you receive notice directly by liking the Fagebook Site Governange Page.

Opportunity to comment

Uniess we make a change for legal or administrative reasons, or to correct an inaccurate
statement, we will give you seven {7) days to provide us with comments on the change. After
the comment period, if we adopt any changes, we will provide notice {for example, on the
Facebook Site Governance Page or in this policy} of the effective date.

Information for users outside of the United States and Canada

Company information: The website under www.facebook.com and the services on these pages
are being offered to users outside of the U.S. and Canada by Facebook lreland Ltd., Hanover
Reach, 5-7 Hanover Quay, Dublin 2 reland. The company Facebook retand Ltd. has been
gstablished and registered in reland as a private limited company, Company Number: 462532,
and is the data controlier responsible for your personal information.

Directors: Sonia Fiynn {irish}, Shane Crehan {irish}.

Your California privacy rights

California law permits residents of California 1o request cerfain details about what personal
information a company shares with third parties for the third parties’ direct marketing
purposes. Facebook does not share your information with third parties for the third parties’



own and independent direct marketing purposes unless we receive your permission. Learn
more about the information we receive and how it is used and other websites and applications.
If you have guestions about our sharing practices or vour rights under California law, please
write us at 1601 Willow Road, Menlo Park, CA 94025 or contact us through this help page:
hitos HAwww. facebook.com/heln/contact us.ohp?id=173545232710000




This agreement was written in English {US}. To the extent any translated version of this
agreement conflicis with the English version, the Fnglish version controls. Please note that
Section 17 contains certain changes 1o the general terms for users outside the Linited States.

Dzte of Last Revision: Decembesdd.2832 September it 2013,

Statement of Rights and Responsibilities

This Statement of Rights and Responsibilities {"Statement,” "Terms,” or "SRR"} derives from
the Facebook Principles, and is our terms of service that governs our relationship with users
and others who interact with Facebook. By using or accessing Facebook, you agree 1o this
Statement, as updated from time o time in accordance with Section 14 below. Additionally,
yvou will find resources at the end of this document that help you understand how Facebook
works,

1. Privacy

Your privacy is very important to us. We designed our Data Use Policy to make
imporiant disciosures about how you ¢an use Facebook 10 share with others and how
we collect and can use your content and information. We encourage you to read the
Data Lise Policy, and to use it to help vou make informed decisions.

2. Sharing Your Content and Information

You own zll of the content and information you post on Facebook, and you can control
how it is shared through your privacy and application settings. In addition:

1. Forcontent that is covered by intellectual property rights, like photos and videos

{iP content), you specifically give us the following permission, subject to
your privacy and application settings: you grant us a non-exclusive, transferable,
sub-ticensable, rovalty-free, worldwide Hcgnse to use any 1P content that you
post on or in connection with Faceboak (1P License). This 1P License ends when
yout delete your P content or your account uniess your content has been shared
with others, and they have not deleted it

2. Whenyou delete IP content, it is deleted in a manner similar to emptying the
recycle bin on a computer. However, vou understand that removed content may

persist in backup copies for a reasonable peried of time {but will not be available

1o others).

3. When you use an application, the application may ask for vour permission to
aceess your content and information as wall as content and information that
others have shared with vou. We require applications to respect your privacy,
andd your agreement with that application will control how the application can
use, store, and transfer that content and information. {To learn maore ahout
Platform, including how vou can contro! what information other geople may
share with applications, read cur Data Use Policy and Platform Page.




4. When you publish content or information using the Public setting, it means that

%. Safety

you are allowing everyone, including people off of Facebook, 10 access and use
that information, and {0 associate it with vou {ie., vour name and profile
picture).

We always appreciate your feedback or other suggestions about Facebook, but
you understand that we may use them without any obligation to compensate
you for them {just as you have no obligation 1o offer them).

We do our best to keep Facebook safe, but we cannot guarantee i, We need your help
10 keep Facebook safe, which includes the following commitments by vow

1.

9.

You wili not post unauthorized commercial communications {such as spamj on
Facebook.

You will not collect users’ content or infarmation, or otherwise access Faceboak,
using automated means {such as harvesting bots, robots, spiders, or strapers)
without our prior permission.

You will not engage in unlawful multi-level marketing, such as a pyramid scheme,
on Facebook,

You will not upload viruses or ather malicious code.

You will not solicit login information or access an account belonging to someona
else.

You will not bully, intimidate, or harass any user.

You will not post content that: is hate speech, threatening, or pornographic;
incites viclence; or contaings nudity or graphic or gratuitous violence.

You wili not develop or operate a third-party application containing aicohal-
related, dating or other mature content {including advertisements) without
appropriate age-based restrictions.

You will follow our Promotions Guidelines and ali applicable laws # you publicize
or offer any contest, giveaway, or sweepstakes ("promotion”} on Facebook,

10, You will not use Facebook 10 do anvthing unlawful, misleading, malicious, or

discriminatory.

11. You will not do anything that could disable, overburden, or impair the proper

working or appearance of Facebook, such as a denial of service attack or
interference with page rendering or other Facebook funclionality.

12, You will not facilitate or encourage any violations of this Statement or cur

policies,

4. Registration and Account Security

Facebook users provide their real names and information, and we nead your help 1o
keep it that way. Here are some commitments yon make to us refating to registering
and maintaining the security of your account:



Qo

ia.

You will not provide any false personal information on Facebook, orcreate an
account for anvone other than yourself without permission,

You will not create more than one personal account,

if we disable your account, vou will not create another one without owr
permission.

You will not use your personal timeline primarily for your own commercial gain,
and will use a Facebook Page for such purposes.

You will not use Facebook if vou are under 13,

You will not use Facebook if you are a convicted sex offender.

You will keep your contfact information accurate and up-to-date.

You will not shave vour password {or in the case of developers, your secret Keyl,
let anyane alse access yvour account, or do anything eise that might jeopardize
the security of your account,

You will not transfer your account {including any Page or application you
administer] to anyone without first getting our written permission.

i vou select a username or similar identifier for vour account or Page, we
reserve the right to remove or reclaim it if we believe itis appropriate {such as
when a trademark owner complsing about g username that does not closely
reiate 10 a user's actual name).

5. Protecting Other People’s Rights

We respect other people's rights, and expect you ta do the sama,

1.

You will not post content or take any action on Facebook that infringes or
violates someone else’s rights or otherwise violates the law.

We can remove any content or information you post on Facebook if we believe
that it violates this Statement or our policies,

We provide you with tools 1o help you protect your intellectual property rights.
To learn more, visit our How to Report Claims of intellectual Property
Infringement page.

if we remove your content for infringing someone else'’s copyright, and vou
believe we removed it by mistake, we will provide vou with an opportunity to
appeal.

if you repeatedly infringe other people's intellectual property rights, we will
disable your account when appropriste.

You will not use our copyrights or trademarks {including Facebook, the Facebook
and F Loges, FB, Face, Poke, Book and Wall}, or any confusingly similar marks,
except as expressly permitted by our Brand Usage Guidelines or with our prior
written permission,

H vou collect information from users, you will: obtain their consent, make i clear
you {and not Facebook]) are the one collecting thelr information, and post a
privacy policy explaining what information vou collect and how you will use i
You will not post anvone's identification documents or sensitive finandal
information on Facebook.




8. You will not tag users or send email invitations to non-users without their
consent, Facebook offers social reporting 1ools 1o enable gsers to provide
feedback about tagging.

6. Mobile and Other Devices

1. We currently provide our mobile services for free, but please be aware that your
carrier's normal rates and fees, such as text messaging and data chargesfees,
will still apply,

2. Inthe event you change or deactivate your mohile telephone number, you will
update your account information on Facebook within 48 hours 1o ensure that
your messages are not sent to the person who acquires vour oid number,

3. Youprovide consent and all rights necessary 1o enable users (o sync {including
through an application} their devices with any information that is visible to them
on Facebook.

7. Payments

if you make a payment on Facebook or use Facebook Credits, vou agree o
qur Payments Terms.

£. Special Provisions Applicable to Social Plugins

if vou include our Social Pluging, such as the Share or Like butions on your website, the
foliowing additional terms apply to yow:
1. We give you permission to use Facebook's Social Plugins so that users can post
links or content from your website on Facebook.
2. Yougive us permission to use and allow others 1o use such links and content on
Facehook.
3. You will not place a Social Plugin on any page containing content that would
violate this Statement if posted on Facebook,

9. Spedal Provisions Applicable to Developers/Operators of Applications and Websites

if you are a developer or operator of a Platform apolication or website, the following
additional terms apply to youw:
1. Youare responsible for your application and its content and all uses you make of
Piatform, This inciudes ensuring your application or use of Platform meets
our Facebook Platform Policies and our Advertising Guidelines.
2. Your access to and use of data you receive from Facebiook, will be limited as
foliows:
1. You will only request data you nead to operate your application,
2. You will have a privacy policy that telis users what user data you are
gaing to use and how you will use, display, share, or transfer that data
and vou will inciude your privacy policy URL in the Developer Application.
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2.

3. You will not use, display, share, or transfer a user's data in a manner
inconsistent with your privacy policy.

4. Youwili delete all data you receive from us conceming a user i the user
asks you to do so, ard will provide a mechanism for users 1o make such a
request.

5. You will not include data you receive from us concerning a user in any
advertising creative.

6. You willl not directly or indirectly transfer any data you receive from us to
{or use such data in connection with! any ad network, ad exchange, data
broker, or other advertising related tooket, even if 2 user consents to
that transfer or use.

7. You will not sell user data, f vou are acguired by or merge with a third
party, you can continue to use user data within your application, but vou
cannot transfer user data outside of your application.

8. We can require you to delete user data if you use it in a way that we
determine is inconsistent with users’ expectations.

8. We can Bmit your access to data.

10, You will comply with all other restrictions contained in cur Facebook
Platiorm Policies,

You will not give us information that you independently collect from a user ora
user's conient without that user’s consent.

You will make # easy for users 1o remove or disconnect from your application,
You will maka it easy for users 1o contact yvou, We can also share your email
address with users and others claiming that you have infringed or otherwise
violated their rights.

You wili provide customer support for your application.

You will not show third party ads or web search boxes on www . facebook.com.
We give you all rights necessary to use the code, APIs, data, and tools you
receive from us.

You will not sell, transfer, or sublicense our code, APIs, or 100l 10 anyone.

10, You will not misrepresent your relationship with Facebook to others.
11. You may use the lopos we make available to developers or issue 3 press release

or other public statement so long as you follow our Facebook Platform Policies.

12. We can issue a press release describing our relationship with vou,
13, You will comply with all apolicablie laws. In particular vou will {if applicable);

1. have a policy for removing infringing content and terminating repeat
infringers that complies with the Digial Millennium Copyright Act,

2. comply with the Video Privacy Protection Act (VPPA), and obtain any opt-
in consent necessary from users so that user data subiect 1o the VPPA
may be shared on Facebook. You represent that any disclosure to us will
not be incidental 1o the ordinary course of your business,

14. We do not guarantee that Platform will always be free.



15. You give us all rights necessary to enable vour application to work with
Facebook, including the right to incorporate content and information you
provide to ys inio streams, timeiines, and user aclion stories,

16, You give us the right to link to or frame your application, and place content,
inciuding ads, around your application.

17. We ¢an analyze your application, content, and data for any purpose, including
commercial {such as for targeting the delivery of advertisements and indexing
content for searchl.

18. To ensure your application is safe for users, we can sudit i

19. We can create applications that offer similar features and services 1o, or
otherwise compete with, vour application.

10. About Advertisements and Other Commercial Content Served or Enhanced by
Facebook

Our goal Is 1o deliver advertisings and other commercial or sponsored content that are-s
valuable 1o our users and advertisers. In order to help us do that, you agree to the
following:

siibolsaomdareabang ey Y (3L g;ve us permission to use YOur name,
a%profée pzcture content, and information in connection with commercial,
sporzsored or relatedm% content {such a3 a brand vou like) served or enhanced
subiactro-thalimisvauniaee. This means, for exgmpte that YO ;:}ermit a
business or other entity to pay us to dispiay vour name snd/or nrofile picture

with your content or information, without any compensation 1o yvou. H vou have
selected a specific audience for vour content or information, we will respect vour
choice when we use it

i vou are under the aee of eighteen {18), or under any other applicable age of
majority, vou regresent that at least one of vour parents or legal guardians has
also agreed 1o the terms of this section {and the use of vour name, profile
picture, content, and information} on your behalf,

2. We do not give vour content or information to advertisers without your consent,
3. You understand that we may not ziways identify paid services and
communications as such,

11. Spedial Provisions Applicable to Advertisers
You can target yvour desired audience by buying ads on Facebook or our publisher

network. The following additional terms apaly to vou if you place an order through our
ondine advertising portal {Order}:



1. When you place an Order, you will tell us the type of advertising you want to
buy, the amount you want 10 spend, and vour bid. If we accent your Order, we
will deliver your ads as inventory becomes available, When serving your ad, we
do our best to deliver the ads to the sudience you specify, although we cannot
guarantee in every instance that your ad will reach its intended target.

2. Ininstances where we believe doing 50 will enhance the effectiveness of your
advertising campaign, we may broaden the targeting criteria you specify,

3. You will pay for your Orders in accordance with our Payments Terms. The
amount you owe will be calculated based on our tracking mechanisms.

4. Your ads will comply with our Advertising Guidelines.

5. We will determine the size, placement, and positioning of vour ads,

6. We do not guarantee the activity that vour ads will receive, such as the number
of clicks your ads will get.

7. We cannot control how dicks are generated on your ads. We have systems that
atternpt to detect and filter certain click activity, but we are not responsible for
click fraud, technological issues, or other potentially invalid click activity that
may affect the cost of running ads.

8. You wan cancel your Grder at any time through our online portal, but i may take
up o 24 hours before the ad stops running. You are responsible for paying for
alt ads that run.

9. Qur livense to run vour ad will end when we have completed your Order. You
understand, however, that if users have interacted with vour ad, your ad may
remain unti the users delete it

10. We can use your ads and related content and information for marketing or
promotional purposes.

11. You will not issue any press release or make public statements about your
relationship with Facebook without our prior written permission.

12. We may reject or remove any ad for any reason.

13, H you are placing ads on someone else’s behalf, you must have permission to
place those ads, including the following:

1. You warrant that you have the legal authority to bind the advertiserto
this Statement.

2. You agree that if the advertiser you represent violates this Statement, we
may hold you responsible for that violation.

1Z. Special Provisions Applicable to Pages

if vou create or administer a Page on Facebook, or run a promotion or an offer from
your Page, vou agree to our Pages Terms,

13, Spedial Provisions Applicable to Software
1. M you download or use our software, such as a stand-alone software product, an
app, or a browser plugin, vou agree that from time to time, the software may




download and install upgrades, updates and additional features from us in order
1o improve, enhance, and further develop the software,

2. You will not modify, create derivative works of, decompile, or otherwise attempt
to extract source code from us, unless you are expressly permitted to do so
uhder an open source license, Or we give you express written permission.

14. Amendments

1. Unless we make a change for legat or administrative reasons, or 1o correct an
inaccurate statement, we will provide yvou with seven {7) days notice {for
example, by posting the change on the Facebook Site Governance Pagel and an
opportunity to comment on changes o this Statement. You can also visit
our Facebook Site Governance Page and "like" the Page to get updates about
changes to this Statement.

2. W we make changes to policies referenced in or incorporated by this Statement,
we may provide notice on the Site Governance Page.

3. Your continued use of Facebook following changes to our terms constitutes your
acceptance of our amended terms.,

15 Termination

I you violate the letter or spirit of this Statement, or otherwise create risk or possible
legal exposure for us, we can stop providing all or part of Facebook 1o you. We will
notify you by email or at the next time you attempt 1o access vour account, You may
also delete your account or disable your application at any time. in all such cases, this
Statement shall terminate, but the following provisions will still apply: 2.2, 2.4, 3-5, 8.2,
9.1-23,9%2,5.10,98.13,9.15,9.18, 163, 11.2, 11.5, 116, 11.8, 11.12, 11.13, and 15-12,

16. Disputes
1. You will resolve any claim, cause of action or dispute {claim} you have with us
arising out of or relating 1o this Statement or Facebook exclusively in the U.S.
Ristrict Court for the Northern District of California or a state erfedergb-court
facated in Sante MateoGlare County, and vou agree to submit to the personal
jurisdiction of such courts for the purpose of litigating all such claims, The laws of

the State of California will govern this Statement, as well as any clalm that might

information on Facebook, you will indemnify and hold us harmiess from and
against all damages, losses, and expenses of any kind {including reasonable legal
tees and costs) related 1o such claim. Although we provide rules for user
conduct, we do not control or direct users’ actions on Facebook and are not
responsible for the content or information users transmit or share on Facebook.
We are not responsible for any offensive, inappropriate, obscene, unlawful or



otherwise objectionabie content or information you may encounter on
Facebook. We are not responsible for the conduct, whether opline or offline, or
any user of Facebook.

3. WETRY TO KEEP FACEBQOK UP, BUG-FREE, AND SAFE, BUT YOU USE IT ATYOUR
OWN RISK. WE ARE PROVIDING FACEBOOK AS 1S WITHOUT ANY EXPRESS OR
IMPLIED WARRANTIES INCLUDING, BUT NOT LIMITED 7O, IMPLIED WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-
INFRINGEMENT, WE DO NOT GUARANTEE THAT FACEBDOK WILL ALWAYS BE
SAFE, SECURE OR ERROR-FREE OR THAT FACEBOOK WILL ALWAYS FUNCTION
WTHOUT DISRUPTIONS, DELAYS OR IMPERFECTIONS. FACEBCOK IS KOT
RESPONSIBLE FOR THE ACTIONS, CONTENT, INFORMATION, OR DATA OF THIRD
PARTIES, AND YOU RELEASE US, QUR DIRECTORS, OFFICERS, EMPLOYEES, AND
AGENTS FROM ANY CLAIMS AND DAMAGES, KNOWN AND UNKNOWN, ARISING
{QUT OF OR IN ANY WAY CONNECTED WITH ANY CLAIM YOU HAVE AGAINST ANY
SUCH THIRD PARTIES. IF YOU ARE A CALIFORNIA RESIDENT, YOU WAIVE
CALIFORNIA CIVIL CODE 81542, WHICH SAYS: A GENERAL RELEASE DOFS NOT
EXTEND TS CLAIMS WHICH THE CREDITOR DOES NOT KNOW OR SUSPEZLT 70
EXIST [N HIS FAVOR AT THE TIME OF EXECUTING THE RELEASE, WHICH IF
KNOQWN BY HiM MUST HAVE MATERIALLY AFFECTED HIS SETTLEMENT WITH THE
DEBTOR. WE WILL NOT BE LIABLE TO YOU FOR ANY LOST PROFITS OR OTHER
CONSEQUENTIAL, SPECIAL, INDIRECT, ORINCIDENTAL DAMAGES ARISING OUT
OF QR IN CONNECTION WITH THIS STATEMENT OR FACEBOODK, EVEN IF WE HAVE
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, CUR AGGREGATE
LIABILITY ARISING QUT OF THIS STATEMENT OR FACEBOOK WILL NOT EXCEED
THE GREATER OF ONE HUNDRED DOLLARS (8$100) OR THE AMOUNT YOU HAVE
PAID US IN THE PAST TWELVE MONTHS. APPLICABLE LAW MAY NOT ALLOW THE
LIMITATION OR EXCLUSION OF LIABILITY OR INCIDENTAL OR CONSEQUENTIAL
DAMAGES, SO THE ABOVE LIMITATION OR EXCLUSION MAY NOT APPLY TO YOU.
N SUCH CASES, FACEBOOK'S LIABILITY WILL BE LIMITED TQ THE FULLEST EXTENT
PERMITTED BY APPUICABLE LAW,

17. Special Provisions Applicable to Users Outside the United States

We strive to create a global community with consistent standards for evaryone, but we
also strive 10 respect local laws. The following provisions apply to users and non-users
who interact with Facebook culside the United States:

1. You consent 1o having your personal data transferred 10 and processed in the
United States,

2. Hyou are located in 8 country embargoad by the United States, or are on the
U.S. Treasury Department's Hist of Specially Designated Nationals you will not
engage in commercial activities on Facebook {such as advertising or payments)
or operate a Platform application or wehsite. You will not use Facebook if you
are prohibited from receiving groducts, services, or software originating from
the United States.
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Certain specific terms that apply only for German users are available herg.

18, Definitions

1.

19. Cther
1.

By "Facebook”™ we mean the features and servicas we make avallablg, including
through {a) our website at www.faceboak.com and any other Facebook branded
of co-branded websites {including sub-domains, international versions, widgets,
and mobile versions); (b} our Platform; {c} social plugins such as the Like button,
the Share button and other similar offerings and {d) other media, software {such
as a toolbar), devices, or networks now existing or later developed.

By "Platform™ we mean a set of APls and services {such as content) that enable
others, including appiication developers and website operators, 1o retrieve data
from Facebook or provide data to us,

By "information” we meaan facts and other information about vou, including
actions taken by users and non-users who interact with Facebook.

By "content” we mean anything you or other users post on Facebook that would
not be included in the definition of infarmation,

By "data” or "user data” or "user's data” we mean any data, including a user’s
content or information that you or third parties can retrieve from Facebook or
provide to Facebook through Platform,

By "post” we mean post on Facebook or stherwise make available by using
Facebook.

By "use” we mean use, run, copy, publicly perform or display, distribute, modify,
transtate, and create derivative works of,

By "active registered user" we mean & user who has logped into Facebook at
least once in the previous 30 days.

By "application™ we mean any application or website that uses or accesses
Platform, as well a5 anything else that receives or has received data from us, if
vGu no longer access Platform but have not deleted gl data from us, the term
application will apply until you delete the data.

if vou are a resident of or have your principal place of business inthe (S or
{anada, this Statement is an agreement between you and Facebook,

inc. Utherwise, this Statement is an agreement between you and Facebook
reland Limited. Referencesto "us,” “we,” and "our” mean either Facebook, Inc.
or Facehook reland Limited, as appropriate.

This Statement makes up the entire agreement between the parties regarding
Facebook, and supersedes any prior agreements.

i any portion of this Statement is found 10 be unenforceable, the remaining
partion will remain in full force and effect.

H we fail to enforce any of this Statement, it will not be considered a waiver,
Any amendment to or waiver of this Statement must be made in writing and
signed by us,

You will not transfer any of vour rights or obligations under this Statement to
anyone else without our consent.



7. All of our rights and obligations under this Statement are freely assignable by us
in connection with a merger, acquisition, or sale of assets, or by operation of law
or otherwise.

8. Nothing in this Statement shall prevent us from complying with the law.

9. This Statement does not confer any third party baneficiary rights.

10, We reserve all rights not expressly granted to vou.

11. You will comply with all applicable laws when using or accessing Facebook.

You may also want to review the following documents, which provide additional information
about your use of Facebook:

=~ Data Use Policy: The Data Use Policy contains information to help vou understand how
we collect and use information.

«  Payment Terms: These additional terms apply to all payments made on or through
Facebook.

+  Platform Page: This page helps you better understand what happens when you add a
third-party application or use Facebook Connect, including how they may access and use
your data.

s Facehook Platform Policies: These guidelines outling the policies that applv to
applications, including Connect siles.

«  Advertising Guidelines: These guidelines outline the policies that appiy o
advertisements placed on Facebook.

= Promotions Guidelines: These guidelines outline the palicies that anply if you offer
contests, sweepsizkes, and other types of prometions on Facebook.

« Facebook Brand Resources: These guidelines outline the policies that apply to use of
Facebook trademarks, logos and screenshaots.

+  How to Report Claims of Intellectual Property Infringement

« Pages Terms: These guidelines apply to vour use of Facebook Pages.

= Community Standards: These guidelines cutline our expectations regarding the content
you post Lo Facebook and your activity on Facebook.

To access the Statement of Rights and Responsibilities in several different languages, change
the language setting for your Facebook session by clicking on the language link in the left corner
of most pages. If the Statement Is not available in the language you select, we will default to
the Fnglish version,



Mithal, Maneesha </o=FTCEXCHANGE ou=First Administrative Group/cn=Racipiants/

From: cn=MMITHAL>

Sent: Tuesday, November 12, 2013 $:11 AM

To: Qisen, Christopher <Colsen@ftc.gov>; Berger, Laura <lBERGERG . gov>
Subject: FW: Facebook Memo

Attach: facebook memo, NOvember 11 2013 .docx

From: Rich, Jessica b

Sent; Monday, November 11, 20613 2:00 PM
To: Kohm, James A; Mithal, Maneesha

Cer Kaufman, Daniel

Subject: RF: Facehook Memo

(0)(3)

From: Kehm, James A,

Sent: Friday, November 08, 2013 3:44 PM
Fas Rich, Jessica L, Mithal, Maneesha
Subiject: FW: Facebook Memo

Duplicate




From:

Sent:
Fa:

Subject:

Attach:

Kohim, James A, </O=FTCEXCHANGE/QU=FIRST ADMINISTRATIVE GROUP/CN=RECIPIENTS/
e IKOHM >

Wednesday, November 20, 2013 4.22 PM4

Rich, Jessica L <IRICH@fo.gov>; Kaufman, Daniel <DRAUFMANGTC gove; Mithal,
Maneesha <MMITHALGHT.gov>

FW: Facebook Memo2Unov213 - Copy.docx
11.20.13.COMPARE dowx; Facebook MemoZlnevZ(13 - Copy.docx




From: fob Sherman <robsherman@fb.com>

Sent: Monday, October 21, 2013 5:30 PM

To: Mithal, Mansesha <MMITHAL®fC gove ) Qisen, Christopher <colen@ftc. gov>
Cez Erin Egan <erinegan@fh.com>; Edward Palmier] <ep@fh.com>

Subject: FW: Facebook Update

Maneasha and Chris,

We wanted to be sure that vou'd sgen the update below, which Bd sent o Laura and Reenab earlier today. Now
that vour team is back and hopefully things are starting to return to normal, Ed has suggested getting together with
taura and Reenah on Wednesday morning to talk through these points and some other things we'll be working on
aver the next few weeks, We'd be happy for vou to join us {or 1o talk separately, if that's more conveniant) if vou'd
like more information about any of this — just let us know.

Besh,
Rob

Roby Sherman
Facebook | manager, Privacy and Pubtic Poticy

129% Penmsybvania Avenue, NW | Sulle 800 | Washington, DG 20004
office Z0L.370.5147 | mobile 202.257.3%¢¢

Feomebdward Palmieri <ep®ih.comp

Date:Monday, October 21, 2013 4,58 b

To:"Koss, Laura" <L KQSSE e sov>, “Kim, Reenah™ <tldimi@itc sovs
CoDaniel U <dB@f.coms, Megan Alvarey <meganalveres@fh com>
Subject:Facebook Update

Dear Laura and Reenah,

Welcome back.

Az part of our continuing efforts to maintain an open dialogue with you, we wanted to provide information on some
recent developments, As you'll see, the first two updates are reminders of things we've already discussed and the

third is an acquisition we announced last week, Wea're happy to discuss any or all of these with vou at any time.

Additionalby, we have afow other product updates coming in Qctober that we'd be happy 10 come I and tellyou sbout. H your schadele
prrmits, perhaps we can schedule samething for Wednesday morning? Al your convenience, please ket us know,

(0)(3):6(f),(b)(4)




(b)(3):21(F),(b)(4)

Wa are available to addrass any questions you may have and plaase do ot us know if you are available for an in-
persoh meeting on Wednesday AM to discuss somea uptoming updates,

As always, thank you for vou time,
Best,

Edward

edward palmieri | associate general counsel, privaty | facebook legal | _ep@fb.com | 202.370.85154



g Mithal, Maneesha </ 0= FTCEXCHANGE/QU=FIRST ADMINISTRATIVE GROUP/CN=RECIPIENTS/
Fom:
CN=MMITHALY

Sent: Monday, October 21, 2013 8:53 PM
To: Qisen, Christopher <Colsen@ftc.gov>
Subject: Fw: Facebook Update

Can you attend?

Duplicate




Olsan, Christopher </O= FTCEXCHANGE/OU=FIRST ADMINISTRATIVE GROUW/

From: Ch=RECIPIENTS/CN=COLSEN >

Sent: Wednesday, November 6, 2013 1:19 PM
Fo: Mithal, Manesesha <MMITHALGRC gov>
Subject: FW: Fb

Attach: Commission memo {OnovZi13 DRAFT).docx
(b)(5)

Fram: Berger, Laura

Sent: Wednesday, November G6, 2013 101 PM
To: Glsen, Christopher

Subiect: FW: Fb

(0)(3)

From: Kim, Reenah

Sent: Wednesday, November 06, 7013 8.38 AM
Teo: Berger, Laura

Ce Koss, Laura

Subject: b

Hi Lo,

(0)(3)

Thanks.

Heenah

Reennh L. Bim

Fedoral Trade Comnission

Burean of Consumer Protection] DUivision of Enforeenent

600 Pennsvlvania Avenue NW | Mail Drop M-8102B | Washington, IO 20580

u202.326.2272 1 R202.320.2558 frkiml@ilie ooy



Rich, Jessica L </O=FTCEXCHANGE/OU= FIRST ADMINISTRATIVE GROUP/UN=RECIPIENTS/

From: CN=IRICHS

Sent: Wednesday, October 16, 2013 5:17 PM

Fa: Kohm, James A, < JKOHM@e.gov =, Mithal, Maneegha <MMITHALGC. Qovs
Subject: FW: NYT take on Facebook teen changes
(b)(5)

From: Jeffrey Chester

Sent: Weadnesday, October 10, 2013 5.0 PM
To: Joy Spencer; Kathryn Monigomety; Jennifer Harris; Hudson
Subject: NYT take an Facehook teen changes

BFacebook Changes Privacy Policy for Teenagers
By VAN O EY

Publiched, Oclober 16,1813

*

San Francisco — Teenagers using Facebook will now be able to post items that can be seen by the public. making it casier
for the soeial network to furm a toenager’s post mito an ad that can be shown widely.

With the change to Us mles on feensgers” use of Facebook, the company revarsed 13 iongstanding policy that users
hetween 13 and 17 vears old could not share comments and photos more broadiy than to friends of friends.

Facebook said i made the change, amnounced on Wednesday, to lel socially active tcosagers ke musicians and
humanitanian activists, pcople the service has often called iss “savviest nsers,” reach & wider audignce the way they canon
blogs and rival services like Twilter,

But the move ecomes as Facebook tries to encourage its 1.2 billion users to share more mformation publicly, The conpany
iz locked in 2 battle with Twitter to convince advertisers that i is a better site for reaching consumers interested in events
ithe sports, telovision shows and the nows,

The Faccbook move alse comes as the Federal Trade Commmissi ducts an dnguiry i8to other pmpesa:d changes {o the
company s privacy policies. Those policies would give ?acebceéx autamaizc permission to take 2 user’s post, including a
post made by a teenager, and tur it 1nio an advertisement broadeast 1o anyone who could have seen the onginal post.

Prevacy advocates have complained to the F T.C. that with those proposals, Facebook was violating a 2011 order that
required the company fo obtain explictt permission from iis customers before using their data in advertising.



From:

Sent:
Fa:

Subject:

Juffray Chester </O=FTCEXCHANGE/GU=FIRST ADMINISTRATIVE GROUP/CN=RECIPIENTS/
= JEFFREYCHESTER »

Wednesday, October 16, 2013 10:31 AM

Mark Rotenberg <rotenberg@epic org=; Hudson <hudson@demacraticmedia. org>; oy
Spencer <jovapencer@democraticmedia.org»; Kathryn Montgomery <kem@american.edu>;
David Jacobs <jacebs@epic.org>

new FB data product, FYI

(b)(3)




From:

Sent:
Fa:

Subject:

Kohim, James A, </O=FTCEXCHANGE/QU=FIRST ADMINISTRATIVE GROUP/CN=RECIPIENTS/
e IKOHM >

Wednesday, November 13, 2013 311 PM

Rich, Jessica L <IRICH@fo.gov>; Kaufman, Daniel <DRAUFMANGTC gove; Mithal,
Maneesha <MMITHALGHT.gov>

Proposed Statement for Tomorrow




F Mithal, Maneesha </o=FTCEXCHANGE ou=First Administrative Group/cn=Racipiants/
rome
e MMITHAL>

Sent: Thursday, November 14, 2013 1:19 PM
To: Kohm, James A, <JKOHMEGfc.gove
Subject: g&ka

Attach: gal.doox

See my proposaed additions in the attached,



Berger, Laura YO=FTCEXCHANGE/OU=FIRST ADMINISTRATIVE

From: GROUP/CN=RECIPIENTS/CN=LBERGER>
Sent: Tuesday, November 12, 2013 240 PM
Te: Mithal, Maneesha <MMITHAL@ftc gov>; Olsen, Christopher <colsen@@fte.gov>
Subject: RE: Cal AG callaboration
(b)(5)

From: Mithai, Maneesha

Sent: Tuesday, November 12, 2013 11:45 AM
Te: Berger, Laurs; Qlsen, Christopher
Subject: Re: Cal AG collaboration

(0)(3)

Fromy Berger, Laura

Sent: Tuesday, November 12, 2013 02:43 PM
Teo Mithal, Maneesha; Olsen, Christopher
Subject: RE: Cat AG collaboration

(b))

Sent: Tuesday, November 12, 2013 11:42 AM
Yo Berger, Laura; QOlsen, Christopher
Subject: Re: Cal AG collaboration

(b)(3)

From: Berger, Laura

Sent: Tuesday, November 12, 2013 (02:36 PM
To Mithal, Maneesha; Qlsen, Christopher
Subject: RE: Cal AG coliabioration

(b))




From: Mithal, Maneesha

Sent: Frigday, November (08, 2013 6:34 PM
Yo Berger, Laura; Qlsen, Christopher
Subject: Re: Cal AG collaboration

(0)

Lo

From: Berger, Laura

Sent: Friday, November 08, 2013 0701 PM
To: Mithal, Maneesha; Olsen, Clyistopher
Subject: RE: Cal AG collaboration

(b)(3)

Sant: Friday, November 08, 2012 3:59 PM
To: Mithal, Maneesha; Olsen, Christopher
Subject: RE: {al AG collaboration

(0)(3)

From: Mithal, Maneesha

Sent; Friday, November 08, 2013 3:53 PM
To: Berger, Laura; Olsen, Christopher
Subject: Fw: Cal AG coliaboration

(B)(3)

From: Rich, Jessica L.

Sent: Friday, Novemnber 08, 2013 08:52 PM
Fo: Mithal, Maneesha

Subject: Re: Cal AG coliaboration

(0)(3)

From: Mithal, Maneesha

Sent: Thursday, November 07, 2013 06:36 PM
Yo Rich, Jessica L.

Subject: Fw: (3l AG ollaboration

Fromy: Berger, Laura
Sent: Thursday, November 07, 2013 06,24 PM



Yo Qisen, Christophar; Mithal, Maneesha
Subject: RE: Cal AG ¢olisboration

(b)(3)

From: Berger, Laura

Sent: Thursday, November 07, 2013 $:22 AM
To: Olsen, Christopher; Mithal, Maneesha
Subject: RE: Cal AG coliaboration

(b)(3)

Frony: Ulsen, Christopher

Sent: Wednesday, November 06, 2013 7:01 PM
To: Berger, Lawwa; Mithal, Manessha

Subject: Re: Tal AG coflaboration

(0)(3)

Sent: Wednesday, November 06, 2013 07:15 PM
To: Mithal, Maneecha; Olsen, Christopher
Subject: RE: Cal AG collaboration

¥From: Rich, Jessica L.

Sent: Wednesday, November 06, 2013 4:10 PM

Te: Mithal, Maneesha; Kaufman, Daniel; Barger, Laurg; Olsen, Christopher
Subject: Cal AG collaboration

(b)(3)

From: Rich, Jessica L.

Sent: Friday, November 01, 2013 08:32 AM

To: Mithal, Maneeshs; Kaufman, Daniel; Berger, Laura
Subject: Fw: touching hase

(b)(3)

From: Jeffrey Rabkin [mailto:Jeffrey Rabkin@dol.ca.qov]
Sent: Friday, November 01, 2013 09:28 AM

To: Rich, Jessica L.

Subject: touching base

(b)(3)




Berger, Laura YO=FTCEXCHANGE/OU=FIRST ADMINISTRATIVE
GROUP/CN=RECIPIENTS/CN=LBERGER>

Sent: Fridey, November §, 2013 6:21 PM

Te: Olsen, Christopher <colsen@ftc.gov>; Mithal, Maneesha <MMITHALG {tc.gov>
Subject: RE: Cal AG callaboration

From:

(0)(3)

From Olsen, Christopher

Sent; Friday, November 08, 2013 3113 PM
Ten Mithal, Maneesha; Berger, Laura
Subject: Re: Cal AG collaboration

(0)(3)

From: Mithal, Maneesha

Sent: Friday, November 08, 2013 06:12 PM
To: Qisen, Christopher; Berger, Laura
sSubject: Re: Cal AG collaboration

(0)(3)

Fromy Olsen, Christopher

Sent: Friday, November 08, 2013 0810 PM
Yo Berger, Laurg; Mithal, Mansesha
Subject: Re: Cal AG ooliaboration

(b)(3)

From: Berger, Laura

Sent: Friday, November 08, 2013 056:08 M
Yo Gisen, Christopher: Mithal, Maneesha
Subject; RE: Cal AG coliaboration

(b)(3)

Frony: Berger, Laura

Sent: Thursday, November 07, 2013 3:34 PM
T Glsen, Christopher; Mithal, Maneesha
Subject: RE: Caf AG coliaboration

(b)(3)

Sent: Thursday, November 07, 2013 @122 AM
To: Osen, Christopher; Mithal, Maneesha
Subject: RE: Cal AG coliaboration

(0)(3)




From: Olsen, Christopher

Sent: Wednesday, November 06, 2013 7:.01 PM
To: Berger, Laura; Mithal, Maneesha

Subject: Re: Cal AG collsboration

(0)(9)

From: Berger, Laura

Sent: Wednesday, November 86, 2613 07:15 PM
To: Mithal, Maneeshs; Qlsen, Christopher
Subject: RE: Cal AG collaboration

(0)(3)

Duplicate




Olsen, Christopher </O=FTCEXCHANGE/QU=FIRST ADMINISTRATIVE

From: GROUP/CN=RECIPIENTS/CN=COLSEN>

Sent: Fridey, November §, 2013 6:13 PM

Te: Mithal, Maneesha <MMITHAL@ftc gov>; Berger, Laura <LBERGERGR e gov>
Subject: Re: Cal AG collaboration

(b)(3)

Duplicate




Olsen, Christopher </O=FTCEXCHANGE/QU=FIRST ADMINISTRATIVE
GROUP/ACN=RECIPIENTS/CN=CQOLSEN>

Sent: Fridey, November §, 2013 6:12 PM

Te: Berger, Laura <LBERGER@ftc.gov>; Mithal, Maneesha <MMITHALG fte. gov>
Subject: Re: Cal AG collaboration

From:

(b)(3)

From: Berger, Laura

Sent: Friday, November 08, 2013 06:11 PM
To: Oksen, Christopher; Mithal, Manesshy
Subject: RE: Cal AG collaborsation

(b)(3)

Sent: Friday, November 08, 2013 3110 PM
To: Berger, Laura; Mithal, Mangesha
Subject: Re: {al AG collaboration

(b)(3)

Duplicate




From: M%i}za_i, Maneesha d’\f O=FTCEXCHANGL/QU=FIRST ADMINISTRATIVE
GROUP/CN=RECIPIENTS/CN=MMITHAL>

Sent: Thursday, November 7, 2013 642 PM

Te: Rich, Jessica L. <JRICH@{tc gov>

Subject: Re: Cal AG collaboration

(0)(3)

From: Rich, Jessica L.
Sent: Thursday, November 07, 2013 (6:41 PM

To: Mithal, Maneesha
Subject: Re: Cal AG colisboration

(0)(3)

Sent: Thursday, Novemnber 07, 2013 (6:36 PM
TFo: Rich, Jessica L.
Subject: Fw; Cal AG collaboration

(0)3)




Berger, Laura YO=FTCEXCHANGE/OU=FIRST ADMINISTRATIVE

From: GROUP/CN=RECIPIENTS/CN=LBERGER>

Sent: Wednesday, November 6, 2013 7:16 PM

Te: Mithal, Maneesha <MMITHAL@ftc gov>; Olsen, Christopher <colsen@@fte.gov>
Subject: RE: Cal AG callaboration

(6)(5)

Duplicate




Olsen, Christopher </O=FTCEXCHANGE/QU=FIRST ADMINISTRATIVE

From: GROUP/CN=RECIPIENTS/CN=COLSEN>

Sent: Wednesday, October 23, 2013 2:33 PM

Te: Mithal, Maneesha <MMITHAL@ftc gov>

Subject: RE: did you see Asian American letter on Facebook privacy?
(b)(3)

Sent: Monday, October 21, 2013 9:05 PM
Tor Olsen, Christopher
Subject: did vou see Asian American letier on Facebook prvacy?



Olsen, Christopher </O=FTCEXCHANGE/QU=FIRST ADMINISTRATIVE

From: GROUP/CN=RECIPIENTS/CN=COLSEN>

Sent: Monday, October 21, 2013 16:43 PM

Te: Mithal, Maneesha <MMITHAL@ftc gov>

Subject: Re: did you see Asian American letter on Faceboaok privacy?
(b))

From: Mithal, Maneesha

Sent: Monday, October 21, 2013 08:05 PM
To: Olsen, Christopher
Subject: did vou see Asian American letter on Facebook privacy?



Olsen, Christopher </O=FTCEXCHANGE/QU=FIRST ADMINISTRATIVE

From: GROUP/CN=RECIPIENTS/CN=COLSEN>
Sent: Tuesday, November 5, 2013 1220 PM

Te: Mithal, Maneesha <MMITHAL@ftc gov>
Subject: RE: Document! [Compatibility Mode]
(b)(5)

Sent: Tuesday, November 05, 2013 8§47 &M
To: Olsen, Christonher
Subject: Fw: Documentl [Compatibility Mode]

From: Kohm, James A,

Sent: Monday, November 84, 2013 12:05 PM
to. Mithal, Maneesha

Subject: Document! [Compatibility Mode]



Mithal, Maneesha </o=FTCEXCHANGE/ou=First Adminstrative

From: Group/sn=Recipients/cn=MMITHAL>

Sent: Monday, November 4, 2013 1.34 PM

Te: Berger, Laura <LBERGER@ftc.gov>; Oisen, Christopher <colsenffte gov>
Subject: RE: Facehook, financial lead-in, behavioral targeting|(0)(3)

(b)(5)

From: Berger, Laurs

Sent; Monday, Novemnber 04, 2013 12:30 PM
Ten Mithal, Maneesha; Olsen, Christopher G
Subject: RE: Facebook, financial lead-in, behaviora! targeting (b)(3)

(b)(3)

From: Mithal, Manessha

Sent: Monday, November (4, 2013 8:12 AM
To: Berger, Laurg; Qlsen, Christopher
Subject: FW: Facebook, financial lead-in, behavioral targeting (

Sent: Monday, November 04, 2013 15:22 AM
To: Mithal, Maneesha
Subject: Facebook, financial lead-in, behavioral targeting|(b)(5)




Berger, Laura YO=FTCEXCHANGE/OU=FIRST ADMINISTRATIVE

From: GROUP/CN=RECIPIENTS/CN=LBERGER>

Sent: Monday, November 4, 2013 154 PM

Te: Mithal, Maneesha <MMITHAL@ftc gov>; Olsen, Christopher <colsen@gfte.gov>
Subject: RE: Facebook, firancial lead-in, behavioral targeting |(D)(5)

(b))

Duplicate




Rich, Jessica L. </O=FTCEXCHANGE/CQU=FIRST ADMINISTRATIVE

From: GROUP/CN=RECIPIENTS/CN=IRICH>

Sent: Monday, October 21, 2013 3:01 AM

Te: leffrey Chester <eflgdemocraticmedia.org>; Mithal, Maneesha
<MMITHAL@ftc.gov>; ‘thohn@ftc gov'; Kohm, James A, <JKOHM@ftc gov>

Ce: Hudson <hudsoni@democraticmedia.org>

Subject: Re: Facebook follow-up

Subbing Jim's correct email {it's kohm with an m). We received the materials, Jeff, and thank you and your team for
them, Qur staff will follow up i there are Q5. We are indesd behind but are very much back at work now,

Jessica i. Rich, Director

Bursau of Consumier Protection

Federal Trade Commission

From: Jeffrey Chester

Sent: Monday, October 21, 2013 07:47 AM

To: Rich, Jessica L.; Mithal, Maneeshs; kohn@fic gov <jkchn@ftc.govs
Lo rudson

Subject: Facebook follow-up

Pear Jessica, Manessha and hmo

I know you are just back to work, but just an FYI that we sent Jessica some follow-up materials, and are ready
to provide additional information and analysis.

The market report, which I wrote, reflects just some of the data we have compiled on Fb's operations. | putin
citations, but we have other material as well.

We hope the commussion continues it review of Fi's proposed ToS/data plan, and ensures that its users—esp.
teens--are protected by the consent decree.

Many thanks,

Jaff

Jeffrey Chester

Center for Digital Democracy

1621 Connecticut Ave, NV, Suite 550
Washington, DC 20008
www.democraticmedia.org

www. digitalads.org

202-986-2220




Olsen, Christopher </O=FTCEXCHANGE/QU=FIRST ADMINISTRATIVE

From: GROUP/CN=RECIPIENTS/CN=COLSEN>
Sent: Wednesday, November 6, 2013 846 AM
Te: Mithal, Maneesha <MMITHAL@ftc gov>
Subject: RE: Facebook meeting

Ok 1 would like 1o

mmmmm Original Message -~

Frony: Mithal, Mancesha

Sent; Wednesday, November 06, 2013 7:36 AM
To; Olsen, Christopher

Subject: Facebook meeting

I made arrangements to go to the FB meeting. You're still welcome to come, but you don't have to.



Mithal, Maneesha </o=FTCEXCHANGE/ou=First Adminstrative

From: Group/sn=Recipients/cn=MMITHAL>
Sent: Wednesday, November 6, 2013 §:52 AM
Te: Dlsen, Christopher <colsen@ftc.gov>
Subject: RE: Facebook meeting

Yes, excellent.

mmmmm Original Message -~

Fronm: Olsen, Christopher

Sent; Wednesday, November 06, 2013 246 AM
To: Mithal, Maneesha

Subject: RE: Facebook meeting

Ok I wouid like 1o,

-----Original Message-----

From: Mithal, Maneesha

Sent: Wednesday, November 06, 2013 7.56 AM
To: Olsen, Christopher

Subject: Facebook meeting

I made atrangements o go to the FB meeting. You're still welcome to come, but you don't have to.



Mithal, Maneesha <VO=FTCEXCHANGE/QU=FIRST ADMINISTRATIVE

From: GROUP/CN=RECIPIENTS/CN=MMITHAL>

Sent: Thursday, November 14, 2013 9 36 AM

Te: Kun, Reenah <skim @ ftc gov>

Ce: Kohm, James A, <JKOHM@{tc.gov>; Koss, Lauta <LKOSS@fte. gov>, Kim, Laura
<LK IM@fc.gov>

Subject: RE: Facebook Memo 11-13 doex

(b)(S)

From: Kim, Reenah

Sent: Wednesday, November 13, 2013 6:06 PM
To: Mithal, Maneesha

L Kohmy, James A,

Subiect: FW, Facebook Memo 11-13.docx

From: Kohm, James A,

Sent: Wednesday, November 13, 2013 6:04 PM

Yo Rich, Jessica L. Kaufman, Daniel

Lo Mithal, Malinh, Kim, Laura; Koss, Laura, Kim, Reenah
Subject: Facebook Memo 1113 .docx



Olsen, Christopher </O=FTCEXCHANGE/QU=FIRST ADMINISTRATIVE

From: GROUP/CN=RECIPIENTS/CN=COLSEN>

Sent: Tuesday, October 22, 2013 §:48 AM

Te: ‘Rob Sherman’ <robsherman{@fb com>; Mithal, Maneesha <MMITHAL@ e gov>
Ce: Ernn Egan <ermegan@th.com>; Edward Palmien <ep@fb.com>

Subject: RE: Facebook Update

Hi Rob. Tam available to join your meeting Wednesday moming. Did you set a time and place vet?

Fromu Rob Sherman [mailtorrobsherman@fb.com)
Sent: Monday, Oclober 21, 2013 5:30Q PM

Tor Mithal, Maneesha; Olsen, Christopher

o Brin Foan; Fdward Palmier]

Subject: FW: Facehook Update

Baneesha and Chris,

Wa wanted 1o be sure that you'd seen the updats helow, which Ed sent t0 Laura and Reenah earlier inday. Now that your
tesrm i¢ back and hopefully things are starting to return 1o normad, Ed has suggested getling together with Laura and Reenah
on Wednesday morning 1o talk through these points and some other things we'll be working on over the next few weeks.
We'd be hapoy for you to join us (or to talk separately, if that's mora convenient) if you'd like more information about any of
this — Just let us know.

Best,
Rob

Rob Sherman

Facebook i Manager, Privacy and Public Policy
1299 Pennsyivaria Avenue, NW | Suite 830 | Washington, BC 20004
office 202.376.5147 | mobiie 202.257.3901

From: Edward Palmieri <ep@ib.comp

Date: Monday, Qctober 21, 2013 459 PM

Ta: "Koss, Lawra” < KOSS@fe.gove, "Kim, Reengh” <rkim i@ e gov>
Ce: Daniel L <di@fh com>, Megan Alvarez <meganalvarez@fh com>
Subject: Facebook Update

Pear Laura and Reenah,
Welcome back.

As part of our continuing efforts to maintain an open dialogue with you, we wanted o provide information on
some recent developments. As vou'll see, the first two updates are reminders of things we've already discussed
and the third 15 an acquisition we announced last week. We're happy fo discuss any or all of these with you at
any time.

Additionally, we have a few other product updates coming in Qotober that we'd be happy to come in and tell
you about, Hyour schadule permits, perhaps we can schedule something for Wednesday morning? At your
convenience, please let us know.

Facebook Updates




1, Who can ook up vour timeline by name?

Per our announcement o users iast December {which we shared with you then and again a few weeks ago), we
are retiring a legacy setting called “"Who can look up your Timeline by name?” As we explained, this setting
only controlied whether someone could be found when people typed thelr name into the Facebook search bar,
The setting was created when Facchook was a simple directory of profiles and was very himted in applicability.
For example, it didn’t prevent people from navigating to a person's Timeline by clicking on that person's name
in News Feed stonies or from a mutual friend's Timeling, or from conducting other searches where they may be
included in the resulis.

Our goal is 1o help Facebook users understand that the best wav to control what others can see about them s to
choose wheo can see the individual things they share. Starting approximately a week ago, if someone is still
using the old setting, they will see a notice on their homepage and be directed 1o tools and further information
on how to control their information on Facebook. These tools provide a range of controls, including the ability
to change the audience of the things that have been posted and to delete old posts that users wish to remove.
We will not make a change until these users have clicked to accept the notice.

7 Changes 1o teenagery’ post audiences

We are implementing a few changes 1o the way teenagers post ob Facebook, As you'll recall, our plan is to give
teenagers the option 1o post publicly-—as they can on most other websites-—but to narrow the default audience
for their posts from "Friends of Friends” to "Friends.” We'll also add significant in-product education 1o make it
obvious when teenagers choose to post publicly. We've engaged in significant external consultations on these
changes and believe these are positive changes for teens.

3, Onavo Agquisition

On October 14™, Facebook announced its intention to acquire Onavo, Inc. Onavo offers mobile utility apps that
help consumers save money by allowing them to understand and reduce their mobile data usage. For example,
after a user installs Onavo’s flagship Extend app, the app connects the mobile device to Internet services
through Onavo's systems, thereby allowing Onavo to analyze, compress, and make more efficient the device’s
access to data services, By holistically compressing mobile data, Extend allows people to access websites and
gnjoy apps as they always have, but without using as much data—so their maobnle charges are reduced. And, by
providing users with a breakdown of their data usage, users can see how much data is being consumed by the
things they do from their device and make informed data usage choices. Facebook believes these capabilifies
will be extremely valuable to the eritical goal of [nternet ore by improving the efficiency of mobile data usage
and allowing more people around the world 1o connect and share.

# & %

We are available 1o address any questions you may have and please do let us know if vou are gvailable for an
1-person meeting on Wednesday AM (o discuss some upcoming updates.

As always, thank vou for yvou time.

Best,
Fdward

edward palmisr | associate general counsel, privacy | facebook iegal | ep®@fh com  202.370.5154



Olsen, Christopher </O=FTCEXCHANGE/OU=FIRST ADMINISTRATIVE

From: GROUP/CN=RECIPIENTS/CN=COLSEN>
Seat: NMonday, October 21, 2013 16142 PM
Te: Mithal, Maneesha <MMITHAL@fte. gove
Subject: Re: Facebook Update

Yes

From: Mitha!, Maneesha

Sent: Monday, October 21, 2013 08:53 PM
To Oisen, Christopher

Subject: Fw: Facebook Update

Can vou altend?

Duplicate




fFrom: Raob Sherman <robsherman@fbh.com>

Sent: Tuesday, October 22, 2013 4:14 PM

To: Olsen, Christopher <colsen@fic.gov>; Mithal, Maneesha <MMITHAL@ftc.gov>
Lo Erin Egan <erinegan@®fh.com>; Edward Palmier] <ep@fh.com>

Subject: Re: Facebook Update

Hi Chiris,

Laura and Reenah proposed 11:00 at 1800 M. Does that work for you?
Tharks.

Rab

Duplicate




From: GROUP/CN=RECIPIENTS/CN=COLSEN>

Sent: Wednesday, November 6, 2013 1:33 PM
Te: Mithal, Maneesha <MMITHAL@ftc gov>
Subject: RE: Fb

Olsen, Christopher </O=FTCEXCHANGE/QU=FIRST ADMINISTRATIVE

(0)(3)

Sant: Wednesday, November 08, 2013 1:27 PM
To: Olsen, Christopher
Subject: RE: Fh

(b)(3)

From: Qlsen, Christopher

Sent; Wednesday, November 06, 2013 1:19 PM
To: Mithal, Maneesha

Subject: FW: Fb

(b)(3)

From: Berger, Laura

Sent: Wednestday, November 06, 2013 101 PM
To: Qlsen, Christopher

Subject: FW. Fb

(b)(3)

;:mm;(;m’g%ﬁah PP S 1 S S s

Sent: Wednesday, November 06, 2013 838 AM
To: Berger, Lawra

Lo Koss, Laura

Subject: Fb

Hi Luura,

(b))

Thanks.
-Hecnsh




Hecuah L. Kim

Federaul Trade Commission

Buareau of Consumer Protection | Division of Enforcernent

U0 Pennsvivania Avenne MW | Mail Drop M-8102B | Washington, DC 20580
£202.326,22721 £202.326.2558 | rhaiml@hie gov

e




Berger, Laura YO=FTCEXCHANGE/OU=FIRST ADMINISTRATIVE

From: GROUP/CN=RECIPIENTS/CN=LBERGER>

Sent: Thursday, November 14, 2012 8 54 PM

Te: Mithal, Maneesha <MMITHAL@ftc gov>; Olsen, Christopher <colsen@@fte.gov>
Subject: Re: Fb meeting

(ireat](D)(6) ||(b)(5) Thanks.

wewnw Qi ginal Message »weew

From: Mithal, Maneesha

Sent: Thursday, November 14, 2013 06:47 PM
To: Berger, Laura, Olsen, Christopher
Subject: Fb meeting

(0)(3)




Olsen, Christopher </O=FTCEXCHANGE/QU=FIRST ADMINISTRATIVE

From: GROUP/CN=RECIPIENTS/CN=COLSEN>
Sent: Thursday, November 14, 2013 720 PM

Te: Mithal, Maneesha <MMITHAL@ftc gov>
Subject: Re: Fb meeting

Al I remember vou mentioned this but | never got a scheduler. Maybe there wasn't ong .

mmmmm Original Message wow

Frony: Mithal, Mancesha

Sent; Thursday, November 14, 2013 07 18 PM
To; Olsen, Christopher

Subject: Re: Fb meeting

(0)(3)

¥'s tomorrow at 930

————— Original Message ~--—

From: Olsen, Christopher

Sent: Thursday, November 14, 2013 07:14 PM
To: Mithal, Maneesha

Subject: Re: Fb meeting

(b)(3)

Duplicate




Olsen, Christopher </O=FTCEXCHANGE/QU=FIRST ADMINISTRATIVE

From: GROUP/CN=RECIPIENTS/CN=COLSEN>
Sent: Wednesday, November 6, 2013 5:.08 PM
Te: Mithal, Maneesha <MMITHAL@ftc gov>
Subject: Re: FB meeting

Are you meeting with edith at 57

From: Mithal, Maneesha

Sent: Wednesday, November 06, 2013 04:56 PM
To: Olsen, Christopher

Subject: Re: FB meeling

I'm here already - IB moved our meeting to 5. You can park in MO garage after 5, think.

Duplicate




Fron: Olsen, Chri $f(_3§3h€2“ <O=FTCEXCHANGE/QU=FIRST ADMINISTRATIVE
GROUP/CN=RECIPIENTS/CN=COLSEN>

Sent: Wednesday, November 6, 2013 4:.5¢ PM

Te: Mithal, Maneesha <MMITHAL@ftc gov>

Subject: RE: FB meeting

ok




Berger, Laura YO=FTCEXCHANGE/OU=FIRST ADMINISTRATIVE

From: GROUP/CN=RECIPIENTS/CN=LBERGER>
Sent: Fridey, November 15, 2013 9:35 AM

Te: Mithal, Maneesha <MMITHAL@ftc gov>
Subject: Re: Fb meeting

You waiting on FB?

(b))

Duplicate




Mithal, Maneesha <VO=FTCEXCHANGE/QU=FIRST ADMINISTRATIVE

From: GROUP/CN=RECIPIENTS/CN=MMITHAL>
Sent: Wednesday, November 6, 2013 1:33 PM

Te: Dlsen, Christopher <colsen@ftc.gov>
Subject: RE: Fb

I'm in MO, and FE try to nk up with sim on this,

From Olsen, Christopher

Sent: Wednesday, November 06, 2013 1333 PM
To: Mithal, Maneesha

Subject; RE: Fb

(0)(3)

Duplicate




Rich, Jessica L. </O=FTCEXCHANGE/CQU=FIRST ADMINISTRATIVE

From: GROUP/CN=RECIPIENTS/CN=JRICH>

Sent: Tuesday, October 15, 2013 10:29 AM

Te: leffrey Chester <eflgdemocraticmedia.org>; Mithal, Maneesha
<MMITHAL@ftc gov>; Kohm, James A <JKOHM@fic. gov>; Kaoss, Laura
<L.KOSS@ftc.gov>; Waolfe, Douglas <DWOLFE@ e gov>; Kim, Reenah
<wkiml@fic. gov; Poss, Patricia H. <PPOSS{@ftc gov> Hasty, Andrew
<ahasty@gftc govi Berger, Laura <LBERGER@ftc.gov>

Ce: Hudson <hudsonf@democraticmedia org>, Joy Spencer
<joyspenceri@democraticmedia org>

Subject: RE: foHowup does, Facebook To§

Thanks Jeff, We can’t review this now but will definitely take o close look when we return to work — hopefully very, very
SO0,

From: Jeffrey Chester

Sent: Tuesday, Ocicber 15, 2013 10:19 AM

o Rich, Jessica L., Mithal, Maneesha; Kohrm, James A.; Koss, Laura; Wolfe, Douglas; Kim, Reenah; Poss, Patricia M.
HMagty, Andrew; Berger, Laura

Co: Hudsen; Joy Spencer

Subject: followup dogs, Facebook TaS

Dear FIC staff
Needless 1o say, | hope the commission and the gov't returns to work soon,

At our meeting, we promised 1o send follow-up information. Attached are two docs from CDD--a legal memo
ard one on Facebook's marketing practices and data collection.

We will contact you afler you reopen to discuss a meeting on these issues. OF course, we are happy to provide
vou with any additional information that could be of assistance.

Many thanks,
Jeff

PS: 1 do want to also draw your attention to the role of financial data involved with Facebook's data
collection/targeting enabled marketing practices (cited in our market analysis). Indeed, due to my research on
financial marketing, for a forthcoming report, | was served g pavday ad loan on Facebook (delivered via one of
Fb's exchange pariners)  Financial data involves both sensitive imformation and the need for consumer
safeguards. Given the FT('s concem about new financial marketing practices, it is an area that the commission
should alse focus on as part of 1ts Fb review. We also, of course, believe that adolescents require the same
sensitive data safeguards.

Jetfrey Chester

Center for Digital Democracy

162] Conpecticut Ave, NW_ Suite 550
Washington, DC 20009

www. democratiomedia org

www digitalads org

202-686-2220




Kohm, James A, <O=FTCEXCHANGE/QOU=FIRST ADMINISTRATIVE

From: GROUP/CN=RECIPIENTS/CN=TKOHM>

Sent: Thursday, November 14, 2013 10:31 AM

Te: Rich, Jessica L. <IRICH@ftc gov>; Kaplan, Peter P. <pkaplan@ftc.gov>; Mayfield 111,
lay <imayfield@ftcgov>, Mithal, Maneesha <MMITHAL@fe gov>

Ce: Kaufman, Dasiel <DKAUFMANGfc gov>>

Subject: RE: for friday

Visend around a draft this afternaon.

From: Rich, Jessica L.

Sant: Wednesday, November 13, 2013 6:11 PM

‘To: Kaplan, Peter P.; Mayfieid 1l1, Jay; Kohm, James A.; Mithal, Maneesha
£o: Kaufman, Dandel

Subject: Fw: for friday

(b)(3)
Jessica L. Rich, Director

Bureau of Consumer Protection
Federal Trade Commission

Sent: Wednesday, November 13, 2013 08,03 PM
To; Rich, Jessica L.; Kestenbaum, Janik
Subject: for friday

(b)(3)




Kohm, James A, <O=FTCEXCHANGE/QOU=FIRST ADMINISTRATIVE

From: GROUP/CN=RECIPIENTS/CN=IKOHN>

Sent: Thursday, November 14, 20132 3 56 PM

Te: Rich, Jessica L. <IRICH@ftc gov>; Kaplan, Peter P. <pkaplan@ftc.gov>; Mayfield 111,
lay <imayfield@ftcgov>, Mithal, Maneesha <MMITHAL@fe gov>

Ce: Kaufman, Dasiel <DKAUFMANGfc gov>>

Subject: RE: for friday

Attach: Facebook Q & A.docx

Draft Attached

Duplicate




Mithal, Maneesha </o=FTCEXCHANGE/ou=First Adminstrative

From: Group/sn=Recipients/cn=MMITHAL>

Sent: Monday, November 4, 2013 248 PM

Te: Kaufman, Daniel <DKAUFMAN@tc.gov>; Kohm, James A, <JIKOHM@ftc gov>
Ce: Rich, Jessiea L. <JRICH@@fic.gov>

Subject: RE: Markey

(b)(3)

From: Kaufman, Daniel

Sent; Monday, November 04, 2013 2:47 PM
To: Kohm, James A,; Mithal, Maneesha

Lo Rich, Jessica L.

Subject: Markey

(b))




Mithal, Maneesha </o=FTCEXCHANGE/ou=First Adminstrative

From: Group/sn=Recipients/cn=MMITHAL>
Sent: Wednesday, November 13, 2013 4:01 PM
Te: Kohm, Jaines A. <JKOHM@#c.gov>; Rich, Jessica L. <JRICH{@ftc gov>, Kaufman,
Dantel <DKAUFMAN@ftc.gov>
Subject: RE: Proposed Statement for Tomorrow
(6)(3)
o xohm, ——

Sent: Wednesday, November 13, 2013 3:11 PM
To: Rich, Jessica L., Kaufman, Daniel; Mithal, Maneesha
Subject: Proposed Statement for Tomormow

(b)(3)




Kohm, James A, <O=FTCEXCHANGE/QOU=FIRST ADMINISTRATIVE

From: GROUP/CN=RECIPIENTS/CN=TKOHM>

Sent: Monday, November 18, 2013 12:50 PM

Te: Rich, Jessica L. <IRICH@ftc gov>; Kaufinan, Daniel <DKAUFMAN@fic gov>,
Mithal, Maocesha <MMITHAL@fic. gov>

Subject: RE: Revised Memo Based on Friday's Meeting

(b)(3)

Sent: Monday, November 18, 2013 12:45 PM
To: Kohm, Iames A, Kaufman, Daniel: Mithal, Manessha
Subject: RE: Revised Memo Based on Friday's Meeling

(b)(3)

From: Kohm, James A,

Sent: Monday, November 18, 2013 12:48 PM

Yo Rich, Jessica L.; Kaufman, Daniegl; Mithal, Maneesha
Subject: Revised Memo Based on Friday's Mesting




Mithal, Maneesha </o=FTCEXCHANGE/ou=First Adminstrative

From: Group/sn=Recipients/cn=MMITHAL>

Sent: Thursday, November 14, 2012 229 PM

Te: Dlsen, Christopher <colsen@ftc.gov>

Ce: Berger, Laura <LBERGER@ftc.gov>

Subject: RE: Should we call CA ag's office re FB or did vou want to do that?
(b)(3)

From: Clsen, Christopher

Sant: Thursday, November 14, 2013 1145 PM

To: Mithal, Manesesha

Subject: FW: Should we call CA ag's office re FB or did you want {0 do that?

(b)(3)

Sent; Thursday, November 14, 2013 1:31 PM
To: Osen, Christopher
Subject: Re: Should we call CA ag's office re FB or did you wani to do that?

Fromy: Oisen, Christopher

Sent; Thursday, November 14, 2013 01:28 PM

Yo Berger, Lawra

Subject: RE: Should we call CA ag's office re FB ¢r did you want to do that?

(b))

From: Berger, Laura

Sent: Thursday, November 14, 2013 12:42 PM

Fo: Olsen, Christopher

Subject: Re: Should we call CA ag's office re FB or did you wani 1o do that?

(0)(3)

From: Disen, Christopher

Sent: Thursday, November 14, 2013 08:56 AM

To: Berger, Laura

Subject: FW: Shouid we call CA ag's office re FB or did vou want to do that?




fyi

From: Mithal, Maneesha

Sent: Thursday, November 14, 2013 8:03 AM

Tos Rich, Jessica L.

Lo Olsen, Christopher

Subject: Re: Should we call CA ag's office re ¥B or did you want to do that?

(0)()

From: Rich, Jessica L.

Sent: Thursday, November 14, 2013 §7:48 aM

to: Mithal, Maneesha

Subject: RE: Should we call CA ag's office re FB or did you want {0 do that?

(b)(3)

From: Mithal, Maneacha

Sent: Thursday, November 14, 2013 7:25 AM

¥o: Rich, Jessica L.

Subject: Should we call CA ag's office re FB or did you want to do that?



Berger, Laura YO=FTCEXCHANGE/OU=FIRST ADMINISTRATIVE

From: GROUP/CN=RECIPIENTS/CN=LBERGER>

Sent: Thursday, November 14, 2012 4 28 PM

Te: Mithal, Maneesha <MMITHAL@ftc gov>; Olsen, Christopher <colsen@@fte.gov>
Subject: Re: Shauid we call CA ag's office re FB or did you want to do that?

(0)(5)

Duplicate




Kohm, James A, <O=FTCEXCHANGE/QOU=FIRST ADMINISTRATIVE

From: GROUP/CN=RECIPIENTS/CN=TKOHM>

Sent: Monday, November 18, 2013 12:48 PM

To: Rich, Jessica L. <IRICH@ftc gov>; Kaufinan, Daniel <DKAUFMAN@fic gov>,
Mithal, Maocesha <MMITHAL@fic. gov>

Subject: Revised Memo Based on Friday's Meeting

Attach: Facebook Memo18n0v2013 doox




Berger, Laura YO=FTCEXCHANGE/OU=FIRST ADMINISTRATIVE

From: GROUP/CN=RECIPIENTS/CN=LBERGER>
Sent: Fridey, November 15, 2013 1110 AM
Te: Rich, Jessica L. <IRICH@f{tc gov>; Olsen, Chnstopher <colsen{@fic gov>; Mithal,
Maneesha <MMITHALG e gov>; Kohm, James A, <JKOHM@fte gov>
Subject Today's FB Mesting
(b)(5)

Laura




Olsen, Christopher </O=FTCEXCHANGE/QU=FIRST ADMINISTRATIVE

From: GROUP/CN=RECIPIENTS/CN=COLSEN>
Sent: Thursday, October 24, 2013 2:39 PM

Te: Mithal, Maneesha <MMITHAL@ftc gov>
Subject: we need 1o discuss faceboak

Christopher N. Olsen

Assistant Director

Diviston of Privacy and Identity Protection
Federal Trade Commission

601 New Jersey Ave, NW

Mail Stop NJ-8122

Washington, DC 20001

tel. 202 326-35621

fax 202 326-3768



