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I. STATEMENT OF THE PROBLEM

Rapid gains in science and te?hnolégf ﬁave-madé.it'easier tﬁan
ever before, through'the use of electronic devices and psychological tests,
to discover what an individual is aaying, thinking, and doing. The intent
of this paper will be to examine how widespread is the use of- such surveil-

Llance techniques ir the private sector of American society today, and
to see whéether their use poses a threat to the individual 8 right to privacy,
This report will also deal with future- improvements likely to be made in

'surveillance technology, and the implications of such changes for the rights

. of the average citizen,
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II. SUMMARY OF PRINCIPLE FINDINGS

1. The widespread use of electronic surveillance devices by private
detectives, bugging experis, and industry, and the 1likelihood of future techno-
logical advances in the art of snooping, pose a serious threat to the privacy
of the indlvidual. Surveillance eguipment is often purchased from firms across
the country which speclalize in the production of "bugging" gadgets.

2. While the average citizen is often unable to purchase survelllance
devlices from these firms, correspondence courses, mail catalogues, and magagsine
‘advertlsements offer him the opportunity to take a crack at snooping with
~léss sophisticated equipment. In order to solicit customers, private detective
agencies often advertise about their surveillance activities in brochures
and in the classified sectlons of telephone hooks.

" 3. Though the federal Omnibus Crime Control and Safe Streets Act of
1968, and also many state laws, forbid the use, manufacture, or distribution
of survelllance devices, these statutes have yet to be effectively enforced.
T 4. The use of the polygraph {"iie detector®) in industry has proved
~effective in detecting employee theft and in protecting innocent workers,
without invading the rights of the individual. Fevertheless, primarily because
of union pressure, several states have passed laws prohibiting polygraph tests
of prospective or present employees. The lack of qualified polygraph examiners,
however, 1is a problem which mest states bave not yet confronted with adequate
legislation, ' ; :

) 5+ The sensitive nature of many questions asked on personality tests
in industry and education representya significant danger to the privacy of the
prospective employee or student. The results of these tests are often inter-
‘preted by unqualified corporation staffs or guidance counsellors, and they

have generally been poor indicators of employee and academic performance.
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III. POLICY RECOMMENDATIONS

1. Btates without ea#esdroﬁbing laws or lacking adequate pro-

visions should enact legislation forbidding surveillance by private in-

dividuals and groups.

These statutes should prohibit the use, manufacture, dis-
tribution or advertising of devices whose design makes
them especlially useful for the purposes of eavesdropping.
In addition, victims of surveillance should have access

to legal remedies in the courts against both eavesdroppers
and those for whom the latter are employed ( pp. 8-9, 1k-
16, 31~33).

2. Civil liberty groups, bar associations, and public interest

. organizations must educate the general public resarding the serious dangers

1o privacy represented by unchecked wiretapp ng a nd eavesdronping.

Public consciousness must be aroused as to the unethical

and 1llegal practice of snooping, in order that Federal and
state bans against eavesdropping be more effectively enforced,
The television and fllm industries can help by giving less
emphasis to programs and films which glorify the bugging
expert, and conveying to the publie the serlous danger of
snooping (pp. 16-17, 31-33).

3. States should enact lawg which require Eolygranh examiners

to be licensed and to possess both an educational background and adeguate
training in the use of this device.

A code of ethics should be established by the Council of
Polygraph Examiners, so as to prevent abuses in polygraph
testing and the disclosure of confidential information.
Laws might also be instituted which prevent discrimination
in hiring and dismissal of employees who refuse to comply
with an employer's request to undergo a polygraph test
(pp. 21-24, 33-34).

L, The use of personality tests which question the religious

of a Job avplicant, present employees, Or Sroup of students, should be

-fv-

beliefs. sexual desires, familx relationships and similar 1ntimate thoughts .

nt
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" prohibited by state 1egisl@tigg_..

The only exception should be given to qualified guidance
counselors, preferably with at least a master's degree

in psychology, who desire to help students with obvlous
emotional problems, At all times, parental consent must

be)obtained before adminstering such a test { pp. 29-31,
34).
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V., DISCUSSION

The current debate over thé:fight of the Federal government to
conduct surveillance over its citizens has tended to overshadow thé eaually

importani'iSSUe of eavesdropping by private groups and individuals. Today,

private surveillance takes the form cf both physical and psychological

snooping. Manufacturers who specialize in bugging devices sell their

wares to private eyes and corporations, who in turn uss them to eavesdrop

upon “suspicious® employees and other persons. Advertisements appear

in mail catalogues, popular scientific journals, and classified phone book
sections, offering bugging gadgets and the service of'Shccping experts

to the geﬁexsi'public. In personnel selecticnfahdfeséluaﬁion of employee.

performance, industry is making frequent use of polygraph and personality

tests, And'in oufépublic schools, guidance codselors eager to hunt out
the emotionally disturbed administer psychological tests to 1arge groups :
of students. '

This paper will examine some of the magor types and purposes of . ;f

surveillance techniques in the private aector today, in addition to several
advances 11kely to be made in the neax future. Undcubtedly, there are.jfi”m
many_uses of private eavesdrcpping which will not be-touched upon in this
repcrt.m In the fcur chapters which follow, I have attempted to describe
only scme of the primary exameles of surveillance, snd their 1mplications
for the individual 8 right to privacy. At the conclusion. I intend to

offer a brief summary of my findings and recommendationS, and to make

some general comments on the use of private surveillance in a democratic

: society. C v
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A. The Bavesdropper's Arsenal

In February, 1965, the Senate Subcommittee on Admihistrative
Practice and Procedure commenced hearings on the invasions of privacy by
Federal agenciee.l The investiwation began with a general overview of the
art of snooping, and the testimony procured from experts in this field

revealed the degree to which surveillance technology has progressed in

| recent times, ‘Wiretapping devices, monitored martinis, tape recorders

enclosed in briefcases, and other bugging gadgets were presented before the
subcommittee. all capable of transmitﬁing the conversations and actlvities
of the_uﬁsuspeoting individual. The mass oroduction of these devices, and
the likelihood of more effective surveillance technigques in the future,
point to a conflict between technological progress and the individual's
right to privacy.

W ret, . and _other snoonin adzets
The most comﬁon method of surveillance today is the telephone

tap, and a brief deseription of the various means of wiretapping is in

' _order. In the direct tap, an audio transformer and a resistor are connected

N

to the microphone and earphone of either the telephone 1tself, or to the
lines at a termimal box. Output wires then usually head from the transformer
to the tapper's tape recorder, which makes a record of the entire conversation.2

A rarer technique is the induction~ecoil method, which does not require )

1U.b 89th Congress, lst Session., Senate Gommittee on “the Judiciary.

- Subcommittee on Administrative Practice and Procedure, Invasions of Privac

_(Goyernment __gencies); Hearin S, }_965 (This work will be clted hereafter
as Senate Hearings on Privacy. ) ;

2Jobn M, Carroll, Seerets of Electronic Esvionege, pp. 200-201,

Coe




-any connection to the telephone line, but merely the insertion of a eoil
in the magnetic field createa by the line current. Becoming increasingly
popular today is the microphone tap, - A small microphone is concealed
inside or elose.to the telephone, and powered by the line current, transmits
not only the phone conversétion tut alse all volces in the room, even
when the phone is not iy use, Finally, the introduction of electrically
conductive paint has enabled wiretappers to paint undetectable circuits
along walls without any need for Wires.-l |

The inventiqn of the transistor and printed eirecuit has allowed for
a remarkable miniaturization of bugging equipment, UnitS'containing beoth
tiny transmitteré'and wireless mikes can be disgulsed in the form of
cigarette packs,:wristwatches, desk pen sets, and plcture frames, Broad-
casting over varying distances, the transmitter sends signals to a receiv1ng
unit which demodulates the waves and feeds them into the eavesdropper s
recorder.2 Television cameras with transistors replacing all electron
tubes except the camera.tube, operated on batteriesjand small as a lady's
handbag, can be pesitioned.ih the walls or ceiling of a room,

Several other ingenious méthods make use af a microphone plece. For
”fﬁé"eaveéﬁfoppefuﬁhd has secured the roéﬁmédjoihihé that of his target,

there is available a contact microphone attached to the end of a wooden

lﬁenator Eﬁward V., Long, "Are You Safe from Electronic Snbopers?,“
Popular Sclence, 190 (May 1967), 146-147, This article is excerpted
from Senator Long's book, The Intruders.,

2
Myron Brenton, The Privacy Invaders, pv. 152-153._ For a detailed
description of such devices, including charts and pictures, see Ralph

V. Ward, testimony before Senste Hearingq on Privacy, Part 1, February
18, 1965, pp. 27-58, -

3
Carroll, op, cit., pp. 207-208,




“or metal splke. This so-called fspike mike" 1s dri%en.through Walls or
doors to pick up éonversations in the neighboring room. ¥or long-distance
work, two types of mikes are most advanﬁageous.l'-The disk-shaped reflector

.of the parabolié micrbphone, or the long-tubular shotgun microphone, are
both capabié of picking up éounds from over three hundred yeards away.z

| Thg grbwth of therSurveilianée industry has been countered by the
developmeﬁﬁ'6f'aﬁ'anti-buggihg'1ndué£fy;tand'ﬁgfh'aréioften undertaken by

‘the same firm. Amplification tést'with certaln listening devices can
determine whether a micrephone or transmitter is monitoring room conver-
sation. Another tool helpful in detecting bugs is the field-strength
méter, a"sggsitive radlo recelver which_swee@s acrpss an entire band of

fré@uenéiééito.find the exact location of the dévice§3

z Alréédy'there are indications;-however, that new and more effective

" modes of survelllance are réadyjﬁo come into use. Lasar and infrared 1ight
'bed%s ﬁg&é'éliéady shown thrdugh experimentation théir Qb;iity to.project
'upén péﬁééﬁé aﬁd!transmit badﬁ.both ;6icaé and television pictures over
diétances.of sone thirty miles. But the most'potenﬁ'bugging gadget of the
future dQﬁl&:ﬁell be the integrated microcircuit, whose infinitesimal

) éiié,mfﬁ&gfinite.iifé} and éhédﬁ”dost;_ﬁight very well replace present= - -

) . : Y5
- day transmitters and prove z boonsthe eavesdrepper.h

 Ipid., p. 198.
2Brénton, 0ps cit., p. 154,

,-BGaroll, op. cit., p. 211, Ward, op. citey p. 41._

#John G. Marinuzzi, "Bugs and Birds--The Eavesdropping Hevolution,

Appendix to Senate Hearinas on Privacy, Part 1, Pe- 3230

‘ k




Surveillance devices and.the mass.market

Many firms throughout the hdtion have profited from the expanding

profession of eavesdropping, Séiling.comﬁonents or complete instiruments
 which can be uged in setiing up.bﬂgs.l. Sdﬁe;bf these coiporations restrict
thelr sales to the Federal government, others to law enforcement officlals
and licensed detectives, and still ethers -open their business to private
individuals, At the Privacy_ﬂéarings of the Subcommittee on Adminimtxative
Practice and Procedure, representatives of all three types offered tes-
timony regarding their sales.

One, a Sholly Kagan of a Massachusetts concern selling surveillance
equipment, stated tﬁat since, %n his opinion, the use of such equipment
_posed a threat to the indlvidual's privacy, hls sales were restxictéd_to
law enforecement offieials in Eeriainifederal agencies.2 Balph ¥, Wara,
Vice-President‘of'Moslgr Research Progucts,_lnc,'in Panbury, Connecticut
(now Mosler Electronics Systems), one of the larger surveillance device

' firms in the couniry, testified that his company's business had recently
besn opened.to licensed deteptives as well as law enforcement efficials,

because of the increasing psé of eavesdropping in industry;j

One witness whose New York company sold almost exclueively. to

" private individusls was Emanuel Mittlemsn. In replying to a uestion

concerning the sale of bugging equipment to his custoners, Mittieman.

lFor 2 list of firms which m&nufacture surveillance deviees, see
Alan F, Westin, Privacz and Freedom, p. 91.

2Sholly Kagan, testimony before Senate. Heari s on Privac s Part 1,
February 18, 1965, pp. 62-63,

jﬁard, 02‘: cita, P' 2?0 .
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statedt

To the best of my knowledge I have--well, I would
sell it to anyone who wanted to buy it unless I had
a specific reason for nofdoing so. If I thought...
it was golng to be used for nefarious purposes I
would think twice before I would make such a trans-
.action.l :

Statistics regarding the;purphaeexs_of surveillance equipment are
generally unavallable, principally because those who engage In thils busi-

ness wish, for obvious reasons, to keep such information confidential,

Hevertheless, it would appear that those who make a ?ractice of electronle

surveillance,lnamely governmental officia}e, detectives, and private.bugging
experts, have greater access to these manufacturing firms than does the
.;verage_cit;zen. |

This is not to say, however, that the amateur who desires to take
s crack at sncoping is without recéﬁrSe tb*any équipment. lLess sophisiicated
bugging de&iees are advertised in correspondence courses, mall-order cata-

logues, and in many electronics and mechanics periodicals., The magazine

'Pbpglar Selence provides us with several excellent examples, Iits January,
1971 issue included a full-page maii—order form of the Johnson Smith Com-

pany in Betreit. advertising pocket transmitters, midget spy camerae'and

5 S .
peeket sound. detectors, all for $6.,00 or less. In March, the magazine 5
classified sectlon contained ads for a $9 75 FH wirelese mike (range of 200

yarde) and a miniature aircraft receiver called a sky spy" going for $13 50, 3

. 1Ema.nue}. Mittleman, testimony before Senate Hea:ci _on Privacy, Fart 1,
Pebruary 18, 1965, pp. 22-25. o |

_ 23¢e advertisement of Johnson Smith Company, BBtrOit in PO?Ular Science,
198 (January 1971}, 151.

386w advertisements in Popular.seieeceﬂ 198 (March 1971), 161.




_An& in the June issue of this year, a survey of new idéaé'in electronics

included a description of a parabolic m;crophone, part of Bell ané Howeil‘s

astro-Mike Kit, selling at $51+.9_5.1 | |
The danger here is not that we are all on the verge of becoming

potential eavesdroprers, but rather that we may be willing to accept the use

of sur?eillanée_de#ices as an inevitable ocutgrowth of scientific progress,

In the detective programs on televislon, in the James Bond movies, and in

the Superman comics, it is generally ihg “ﬁera“-who makes use of the concealed

mike or hls telescopic vision in order to apprehend the criminal offender.

Thus, the fact that the hero may be sncoping 1llegally, or thét the room

of an innocent individual can be Just as easlly bugged, is often lignored by

‘the average citizen.z

_Private survéillance and the law

Until 1968, né federal statute, except for the aﬁbiguous section
605 of the Federal Qommunicatioﬁs Act of 193%4, prohibited surveillance by
private individuals. :That.séctioa, stating that: “...no person not being
auﬁhorizéd by the sander shall intercept any éommunication and divulge or
: publish the existence, contents, substance, purport effect or meaning of
such 1ntercepted communication to any person.... n3 was often ignored by
Justice Department officials and thus rarxely enforced.__Then in June of
1968, Pr331dent Jolinson signed into law the Omnibus Crime Control and Safe

Streets Act of 1968. While ‘glving law anforcement officials the right to

1“What g Hew in Electronics,“ Popular Sciencs, 198 (June 1971), 71.

2ﬁlan P, Westin, “Privacy, MeCall's, 95 (February 1968) 58, 118,

%renton. Op Cit.. P 1660




é’;-‘}eé drOP with court approval, the Act bans. the private use of wiretapping and other
” surveillance devices to intercept or disclose wire and oral communications,

The manuf;cture,_distribution, possession, or advertising of any device

whose design “"renders it primarily useful for the purpose of the surrep%&ous

interception of wire or oral communications," and with the knowledge “that

such device or any component thersof has been or will be sent through the
mall or transported in interstate or forelgn commerce,” is forbidden, ;ﬁ

In addition, the Act crestes a National Commission for the Review of Federal

and State Laws Rélating to Wiretapping and Electronic Survelllance, Com-
posed of four Senators, four Representatives, and seven ?residentiai ap-
pointees, the Coﬁmiaéiop_;s_invested.with the duty of studyingltbe.operation
of this act & provislions for a six-year period.2 _

Despite the unequivacal position of this legislation howevcr,

advertiseménts and mailings like the ones in Popular Science still continue,

More significantly, ome must question how effectively the Federal government
ean prohibit a buslness whlch ls so often velled in secrecy and ls conductai
within state lines as often, if n@t more so, than it is between states. It
would seem that in the field of private gurveiilance, the states themselves

are more capable of dealing with the problem, Today, forty-two states

l“Omnibus Crime Control and Safe Streets Act of 1968 " (Public Law
90~351, enacted June 19, 1968), Title III--Wiretapping and Electronic

Surveillance, Sections 801-802, U.S. Code Congressional and Administrative
Rews, 90th Congress, 2nd Session fJuly 20, 19587, 1511-1525. :

2gce Section 80k, ibid., 1526-1528. Alan F, Westin, "New Laws Will
Protect Your Privacy,” Think, 35 (May-June 1969). 28. S
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have laws forbidding wiretapying by private individuals, and tﬁenty-five

also prohibit savesdropping. Onlj seven states—-Indiana, Maine, MisSissippi,

Missouri, Texas, Vermont, and West Virgilnia--have failed to enact bans on
either wiretapping or éavesdpoPPing.l

' It is to be hoped that the remaining states will follow sult and
@éés 1awswou£laﬁihg-glectrénic and mecbgg;qai Sﬁ#yeiliance by private
individﬁéig aﬁd gToups .« However; as will;be diécusééa at the concluslen
of the folibwihg chapter, even these state laws have their limitations.
Private'inVSStigaiors and corporate.spies afé'stiil snooping In flagrant
viclation of féderal.and state bans., The fields of.private detectlon and
industrial éspionagé and survelllanceé are growing considerably ioday, and

it is to them that we must now turn our attention.

B. Private Eyes, Undercover Azents, and Corporate Espionage

The_industry of private investization .

Since World War II, there has been a étegdy growth in the private
-detecti#e trade, with more than 20,000 inveStigatprs today either self-
employed or working.for agenciés-and corporate security staffs, Often
former goﬁérnment'law-enforcement agents or veterans af'mllitarf intel-

- ligence, private eyes work at a wide renge of investigative and security
jobs?'

A Tecent tTip to New York City provided me with am opportunity

Congressional Research Serviee, Wiretappin and-Eaveser ing--
Electronic Surveillance: A Brief Discussion of Fertiment Supreme Co

Cases, a Summary and Compilation of Federal apd State Statutes and a
Select Legal Bibliography (Compiled by Charles Doyle, legislative At-
- torney, American Law Division, and revised April, 1971), £+ 19, _

zﬁestln. Privacy and Freedom, Do 90.
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untrack evidence for civil and eriminal cases,

~ crease in surxveillance mechanisms is the anti~-bugging sweep. GOrpoxete

in thelr offices call in experts to eonduct frequency probes and other tests

in order to uncover bugs.

tigative assignments. Not all private eyes bave a dlrsct pert_in snooPing;

_10-77 9‘3 . .

to_obtain sone literatuie from }he Hetropoliten Bureau of Invgstigation,

Ine,, a well-known detective agency with branches in eeveral major clities

across the country. The contents of its brochures give a good indication

as to the various types of work detective agencles indulge in today.

Besldes the_eommonp;aee taske of locating missing. persons and_investigating

aceldents, Metropolitan provides security guards to protect ageioet_industial

thef;,_oonducts finge:printing and polygraph (”lie-detector“)-tests,-and

carries out investigations of.proepect;ve employees and cheating husbands

or wives, Undereover.ageots from Metropoliten are available to epy oe thiev~

Ing or lazy emplo}ees._ And working for lawyeri, Metropolitan detectives
Qne_of_the more common uses of private eyes has heenein.the area

of metrimoniai cases, Not only do detoctivea oheck on the activifiee of

the marriage partner fer a suspicioue husband or wife, but they also come

up with evidence helpful in obtaining a favorable divorce or alimony terms.2

Ancther field of detective work becoming more important today with the in-__

executives and professlonals who suspect the presence of snooping deeices'

Often, the same agency which undertakes these anti-bugging tours

nakes use of electronic survelllance equipment in the course of other inves—

1 .
See brochures of Metropolitan Bureau of Investigation, Ine., Security

Against Loss in Industrv. and Aceident, Criminal, CGivil Investigative Service.

2Westin, Privacy and Freedom; p. 111,
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more often, the agency has several bugging experts perform the “dlrty
‘work.® This all leads up to the fact that the private detective industry
today is one of the most serious violators of wiretapping and eavesdropping
statutes., _J _

Detactive agencies frequently advertise their illegal surveillance
activitiee epenly to the general publie._ In a survey during 1964~1965 of
' the classified telephone directcries for several cities in each 6f the
fifty states, Alan Westin found that meny invebtigative firms promote their
:eavesdr0pping work to prospective clients with ads 1fke, "Hvidence is Pre-
gserved by Ehotographic and Recerded Means," 2 "Automatle Electronic
Recording Devices.“l N

A presen;-day check throegh.severel_eity Yellow Pages show that
:Weetin's findings still_hold_ﬁrue{ Tﬁe Gh;cagq;Private Detectlve Bureau
says in ite ad that, "Electronically We_Can Protect Your Right to Privacy-;
latest medern Electronic and Scientific Devices—-ﬁoderﬁ Photographie Equip-
ment , *% In Phlladelphia, the B, W, Hassinger Detective Agency boasts of its
ieeults in "electronic surfeillanee equipnent and closed clrcult television,

And the brochure of the Metropolitan Bgreau of Investlgation states: “Radlio-~

equipped vehlcles, photography, survelillance and other electronic devices

1Ibid.. PP» 91 98 For the results of-Westin's sur#ey, see table. ibvid.,
-~ opa 92-9?- d ‘ ' o . '

: Coneult "Detective Agencies," The Red Books Ghicago Yellow Pages, 1269,
Pe 663. .

S 3Consult "Detective ﬂgencies,“ Philadelphia Yellow Pagest Glassified
Telephone Directorx March, 1971, p. 406 _

B4
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into use for these {}nvestigatzvéi purposes. rl These pramotions

1 and state prohibitions agzainst private

" are put
appear often today, desplte Federa

nt of electronle surveillance devices.

use or advertiseme

Industrial esplonaqe and survelllance

1 Newewoek? estimated that in 1966,

An article Several years ago i

industry iost approximately $2 billion apiace in stolen property and stolen

In order to combat such loss, corporations employed a se-

trade secrels.
at a cost of an additional $1.3 billion.

curity force of some 175,000 guaxds,

Gorporate exccutive fears regarding the coﬁsequencés of these losses

have led to a promotion of the industrlal security buslness among jnvestigative

~PArms. Pinkerton's'lhc., Burns Internstional Detectlve Ageney, Wackenhut

{orporation of Coral Gables, and Norman Jaspan Assoclates of New York are

- often mentloned a8 the'prominen£ names in this fleld. Their assignménts

. range from supplying guards, alarm systems and police dogs, to sending

in undercover agents 1o detect theft, to conducting de-tugging sweeps of
corporate offices and conference TOCMS. '

The art of industrial esplonage has been legendimed by the mass

levision and the movie industry. Popular works

such as Brenton's The Privacy Ih#adérs;
. :-mutouéxaggerate the extent of this practice today. NevertheleSS; 1t 1s stdld

media, particularly by te
alad.tend

on invasions of privacy,

admittedly carried om, and. corporations with semnsitive trade secrets do -

1Metropolitan Bureau of Investigatlon, Inc., Accident Criminal Civil
nvestigative Service, pe 3s o

2 .
WHow o Steal $4 Billien,” Newsweek, 69 (May 1,_196?), 76~78-

_3 Ihidn) PP. 76“?8-







'¢713‘. 

their utmost to keep them so, Ford Motor Company bas six tightly-policed

siyling:studi?s, and only Henry Ford, the President, and the Vice-President
in charge of styling see all six. Every slip of paper thrown into the waste-
basket is guarded until hﬁrning.? | |

Besidesﬁbugging the rival firm’s offices or design rooms, unscru-
puiaus cémpaniés'ﬁsé'a variety‘of othéﬁ means to steal information on pro-
dﬁction. Cecastonally they will resort to a'duMmy'ﬁérger propesal, whereby
fhey have the opportunity to examine the other company's beoks, after which
£he merger 1is "mysteriously" called off. Undercover agents of rival companies
sometimes exchange trade secréts on 2 third firm which they have infiltrated.
. Tﬁén, of.course,.therédis the veteran exécutive or réSeércher who 1is lured
bf his present fi:m's rival; and bfingé'quite useful information te hié new
.éﬁployer.z | '

Surveillance technlques axe_not.énly uséd by some firms to spy en
theix competiters; but alse upon thelr own execublives and employeeB. In
1965, a éurvey_of industrial security cfficers was conducted by William
Sﬁaw, an editor of the law-enforcemeni jowrnal Law ggg Q;Qer.3 Having
‘recelved answers from elghty-seven lndustrial, business-office, rﬁtail
- .store, and laboratory organizations, Bhaw found that twantyfthreé of the
-firms, just over one-fourth, eavesdropped.at some time. .on_their employees.

Those who did so placed miniature transistors in conference IroOOmS, hid mikes

Ipia., pp. 76-78.

2Ibidt. pPo ?6"?8!

: JHestin, Privacy and Freedom, p. 106. Westin's summary of the survey
findings is taken from Willliam Shaw, "An Introduction to law Enforcement!
Blectronics and Communication," lLow and Order, July, 1965.
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in vest rdoms and loungé areas, or wiretapped selected phone dﬁtensions._

deasons gliven foxr ﬁhe use of survei}lance included checking on employee

Iopinions of management, disdovdring who was loltering in the bathrooms

dnring work hoursf or listening intec sales pitches by employees to customers.l

: ¥While wiretappingrand eavesdropping of laber union activities was

'ddffequent practice prio? #p_thg bd:gddning«in—good-faith provisions of the ;
ﬁdgner Act, since ﬁdrld War II it has become less widespread., However,
several Incldenis df bugged_dniop meetiﬁgs have occurred in recent times.
iﬁ'1965. the telephone comdany was accused of tapping the home phone of a
_Gommunications Workers Union member in West Virginia. Again in the same
year, a private detective was indicted for tapping the phones of the General

' Freight Go., 1n Hhittier, Califernia. in order to overhear discussians be-

2
twaen employees and union representatives._

Coming to grips with physical surveillance

The use of eléctronic'surveillance'equipment by private eyes, bugging
experts, and 1ndn§try represents a serious intrusidn upon the.individual's
right to privacy. The investigator who installé a bug in the home of the
: dsuapected cheating wife, the expert who wiretaps the phone of a labor official,

_and the executive who orders menitors in the rest rooms of his employees, all

“lqave the individual with few places in which to ‘express his thoughts, feelings
~ or desires in private. And while there may be a legitimste place in industry
for uyndercover agents Who are assigned to discover thefts by empleyees, the

agent who infiltrates a rival firm and bugs its executive offices is not only

1 -
Westin, Privacy and Freedem, p.: 106.

2Ibid., p. 108.
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violating eavesdropping statutes but committing a serious crime ih'stealiﬁé
trade secrets., With predictions that technology will be producing in the

near future devices so tiny that they can be seen only under a microscope,

and infrared and lasar beams that can monitor what you are saying and doing over
considerable distances, the need to stop the widespread use of eleetronic
surveillance becomes ever more apparent.

‘The provisioné of the omnibus érime bill which prohibit the use,

manufaoturé, cr'distributién of bugging devices, represents an important legal

étep on the parf of the Federal government to safeguard a basic 1ndividual
freedom. 'Howéfer, it appears obvious that the government'’s capability to

-~effective1y enforce these laws is far from satiefactory, sinee the various

'_stages of surveillance, from transpOrtation of the devices to the bugging
itself. are often conducted within the same state, rather than interstats.
Horeover, while it is not within the scope of this paper to deal with sur-
_veillance by'law enforcement officials, it should be noﬁed that difficulty
in enforcement is likely to arise Wwhen a Justica Department chargsd with
banning private surveillance is permlitted with a court order to eavesdrop

-_.itself.

' The federal law then, while a welcome statute, is simply not enough.

It is incumbent upon all Fifty states to-have laws which prohibit surveillance
.by.pfiféie.iﬁdividﬁais. As has been already noted, maﬁj;%ég%és.have'some :
_type of ban against wiretapping and/or eavesdropping.: Aﬁégﬂmo%ﬁenominator
-among these Shate statutes is a most desirable goal, in ordar that Federal and
'state law enforcement officials meny carry out a morg effegt;ye-attack_against
:violators. Thus, these states which have yét'to enact such léwé and those

_H’ho ha,ve inadequate provigions should pa.ss legisla.tion which h&B the effect of's




1) prohibiting the use of wiretapping and other eurveillance techniqees_by'

private persons, with severepeneltiee for violators 2) outlawing the

manufecture, distribution, advertisement, or mailing of any device whose

design renders 1t particularly useful for the purposes of eavesdropping;

and 3) permitting victims of iilegal surveillance legal redress in the

courts, not only against the eaveedrcpper, tut also against the individual

r party who bas procured his serviceer__wm_
However, like the Federal law, thése anti-surveillance state laws

will not be a cure-all. The queeticn cf enforcement must again be ralsed,

since state and local law enforcement cfficere are elsc permitted to eaves-

drop with a ccurt order by vir‘cue of the omnihus crime bill. Mcreever, since

ng experts are former law cfficers, the pes-

many private eyee and buggi
Tsibility that present day officials may eimply tnrn the cther way when

© their former colleagues 11llegally SNOOP has te be teken into acccunt. ;

The enactment of legal sanctions egainst eaveedrcpping is crucial.

ut it alone will not put an end to phyeicel eurveillance.' At the core of

~ the entire problem regarding privacy hes been the lack of public intereet

in the iesue up to £his time, thus allowing the art cf snocpiﬁg to progress

to such a point until now it seriously threatene our fundamental freedons.

If the civil-rlghte and anti-war ercteete of the 1960 e hes taught Anericans

one thing; it 15 that oftem;

"~ hasm peen aroused and a publle outery fclxcwe;'do issuee of mejorfimpertance

recelve jue£ attention, public 1egielaticn, and prcper enforcement.

There 1is then an urgent needftcday for civil 1iberty grcupe, par

associatlions, publlc interest organizations, and the prees tc educate the

- public as to the serious threet 3o privacy engendered by wiretapping and

e O

-only after-a general public feeling cf wrcngdoing
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eavesdroppinz. The television and film industries caﬁ aléc te helpful in
this régard, by voluﬁtarily limiting the number of programs and films which
glorify the electronic smooper, and instead, in accord with the industries'
current search for rélevanee, conveying to the public the 1llegal and vnethieal
nature of eavesdropping. o

With the current deﬁate over the rigﬁt“éf'the Justice Department
to survell upon certain individuals, there are hopeful signs that.a public
consciousness is developing as to the dangers of-wiretapping and eavesdropping,
Perhaps the publiec can be aroused to ses the equal dangers in private'sur-
veillance. Until such time, it is unlikely that Federal and state laws

. which forbid private eavesdropping can have much substance.

&, The Polyeraph (“Lie Betector")

~The traditional conception of the polygraph as a "lie detector“
machine has led to many false notions regarding its purpose and use, This
term serves only as a misnomer. for it connotes in the public eye the image
of a unit whieh rings a bell, flashes a light, or 1n some sich manner

quickly 1ndicates when the subject is telling a lie. Excluded from this

'-_ popular view is the fact that the pclygraph only measures physiological

) _ changes within the individual being tested, and that it is the examiner
-“himself whe must declde, on the basis of thase recordings, whether or not
his subject is 1ying. Moreover, while the machine does pxovide g'mgans_by
Which to deteect deception, 1t also helps to jdentify and ﬁxétéqt_the.in-.

| geéent. _ With the inecreasing employment of t_hé_p‘olyg;‘aph- in prive:!:te' industry
f today, it is essential that the pubiiﬁ undefstén& ﬁhé meﬁbodé iﬁvbi§eﬁ'in
3uch testing; 80 that we may deal ratidna.lly.lfi"th."}"hﬁ piobléms posed by the

-use of this device.

S0
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Principle and technigue
The fundamental prineiple underlying the use of the polygraph is

that certaln changes inlinternal body funetions, such as rate of respiration,
blood pressure, and pulse, take place when an individual tells a iie. In
order to record these changes, the polygraph makes use of several instru-
ments which are capable of ﬁeasuring’these physiological phenomena, The
two most basic components of any polygraph are the pneumograph, a ten-~inch,
corragated rubber tube which, fastened around the subjeet's chest, measures
respiration; and the blood pressure-pulse cuff, which records cireulatexry
responses and 1ls placed around the arm or wrist. The'fﬁnctiohs of respiration,
- ‘blood pressure, and pulse are most often the best indicators of the subject's

' deceptiOn.c:Vtruth, and thns fhese'instruments are lndispensable to the

- ptlygraph tester. Additiopal-units are frequently used to supolemeni these
.-two. A galvanometer which\records the galvanie skin reflex (GSR) is attached
to the subject's fing?rs by means of electrodes charged with a minimal

" cuxzent of electricity.l Though the exact nature of the GSR 1s still under
investigation, 1t is believed to measure skin resistance assoclated with
.the sweatlng of the palms as a result af'tenSion.z Another_instxumént,_built

'-:.inﬁo the subject's seat, measures muscular activiiy which has gone undetected

.-by.the examiner and would otherwise adversely.affect his diagnosis..ﬁafa

ticularly-regarding'the resultant changes in blood pressure,

The polyzraph examination is usunally conducted in a'quiei room,

- John B, Reild and Fred . Inbau, Truth and Decegtions The Polygraph
Q“Lie Detéctor”) Techniaue, pp» 3-4, 219-220. o

' 2Burke M Smith, "The Polygraph,” Scientific American, 216 (January
. 1967), 26, _ .

"
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‘ 1
simply furnished so as not to cause any distractions, Often, there is an

ad joining room with a two-way mirror which allowe cbservers to wltness the

i

I
i1
:_iff;
it

teet without the subject's knowledge, A concealed microphone in the exam
Toom transnits sound to the observatory.

Before the exanination begins, a pretest interview takes place in '

which the examiner conditions the subgeet for the test and discusses With

him the questions he will ask. This interview is used to allay the fears i

or anger of a truthful subject who is asked to take a polygraph test, while

etimulating the apprehensione of the liar who feare he will be detected.

The examiner then proceede with the firat test, a short eeries of both ﬁ

In most ceeeo, the control question is a broad one dealing with the same . iy
tyoe of wrongdoing as the one under investigatlon, to whioh the subject is i
1ikely_to give a Talse or dublous answer. For exampie, if tbe crime under
inveetiéetien regards a theft, the examiner will ask whethe;ior not the subject

has ever etolen anything before in his life, or some variation thereof. The

"”, theory behind the control question is thet the truthful pereon will usually

register a greater responee to thie question than to the ones concerning _

: the actual crime, while the responses of the liar will be just the opposite.

Several other tests, follow to determine th "”b‘ecths_truthfulnees

ox deception. In ‘the card test the examiner plays & 'cardf_riok“ by suc-

ceaefully identlfying the subject's choice despite the 1atter 5. deliberate

.lThe discussion which follows is a brief eummary of the examination
technique described in Reid, et al., _Bo ‘git., PP 5-237, ‘This section
of the book is most informative in its elaboration upon polygraph testing,
* and 15 supplemented by figures showing both.deeeptive and truthful responses
cof anonymous subgects. S v




response of "no" to each of the cards held up., This test is used to demonstrate
. ]

for the benefit of the subject, the efficacy of thé machine, and thereby either
stimulate or allay his apprehenéions. After this, the first test is repeated
and is followed, if deemed necsséary, by a rearrvangement of the questions,

a "yes" test in which the”subjeét answers affirmatiéely to all guestions, and
‘possibly a reexamination at é.iater date.

: As'mentioned vefore, the most reliable indices of deeceptlon are

the reepiration and.blood-préssuré and pulse recordings., Immediately after

a relevant test guestion-is asked, any blocks or sioppages, suppresaions.

or cyclical changes in breathing are generally indicative of the subject's
. deceit. Hith'rGSPect to cireulatory responses, sudden lnereases in blood
pressure, or even a gradual increase leading up to the most relevant questionm,
‘followed by a de@rease at the next question, serve as signs of probable de-
ception, |

Sometimes the subject who is lying will atiempt to avbid detection
by controlling hls breathing, by forced muscular movemants, or by psycho-
Ilogical evasion, Short sample tracings of'tha_subject's physlological fune-
tions before and after the test can help to combat these attempted distortions.
As for psychological evasion, the subject's forced or natukal indifference
"~ 'to his erime can often be overcome by the various stimulating guestions
us:-éd in the tests., = | | |
In protecting the 1lnnocent, the nervousness which a truthful

subject may experience in cenfronting the polygraph is given sexrious consid-l
eration by the axperienced examinel. Moreover, tq.safegqard agaipgt exrrors
" due to unusual physical or menfal conditions, sample tfaéinga'piior to and

. afier the test are agaln useful..

:
i
|
i
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The use of the polyzravh in Qrivate';ngustgg-
Amidst a period of rising crime, industry is today suffering from

'én increase in theft by its own employees, The Insurance Information
“Institute reporis that embezzlemapt and theft by employees in retalil sales,
fwarehousing, and delivery services has risen to $3 billion a year--approxi-
mately $10 million a day. These figures are greater than those for con-
ventional robbery and burgiarjudbﬁﬁined; Mpreever, the Institute forecasts
that the annual figure will double to $6 billion in the next decade.l
Hopeful of combatting this rising crime wave to some degree, retail
outlets, department storves, benks, theaters, hotels and many other enterprises
_ are increasingly_eoniraciing polygraph firms to test their employees.
Tcday there are.some-foﬁr o fiﬁe thousand private polygraph practitioners
~in the nation'testing about 200,000 job applicants and employeés'annually
‘at an average rate of $50 éﬁ hour for each examination.
| Pirms such as Dale System..lncorporated. one of the majoxr pcifgraph-
“testing firms in New York,3 cite many circumstqncés in which the use of the
instrument has helped to prevent or detect employee theft. -In one typ-
1eal ecagse, a majaf chain of women's wear retall stores belie#eﬁ:thét it
wag suffering from inventory lossés in excess of $100,000! but was unable

“to locate the cause. An investigation by Dale System having revealed

1Ben A. Franklin, ®Lie Detector's Use By.Industrj'RiseSl Bights
Peril Feared,” New York Times, November 22, 1971, PP 1, 45. :

2Inid., p. 45

30n October 25, 1971, I bad an interview with a staff mamber.of Dale
in the company's HNew York office. T was fortunate that day in being per-

mitted to briefly witness a polygraph examination in progress.’
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that there had been no inventory theft, polygraph tests were then recom-
mended for all depariment heads and executive personnel, This step dis-
: cloged that one man, the chain comptroller, had been using company money
to pay bills for a ﬁomen's clothing store operated by his brother in a
; nearby city.. In_additidn, 1t was discoversd that he had performed the
:same crime'for seven yedrs wiﬁh a prior employer and had left, undetected,
-to assume his new position as comptrolier.1

The Council of Polygraph Examinexg publlcized figures in 1965
which maintained that 70% of all pérsons tested for positions of trust

passed polygraph tests and secured jobs, while 30% were rejected, nine-

- -tenths of them as a result of "their own admissions of serious criminal

2
behavior” following the examination, Unfortunately, there appears to be

a lack of similar figurss for those who, already in positions of employment,

undergo polygraph tests. Part of the difficulty in compiling such statis-
" tics is that one cannot determine the volume of theft which ‘may have been

prevented by an smployee's awareness that a polygraph examination might

. detect his crinme, Therefpre, it is not possible at this time to form a

'..defdnite conclusion as to whether corporate investment in polygraph testing

is:paying off in the long run.3

3545

The polygraph cen serve three specific purposes in employer-em~

quyqalrelationships. First, it can be used in pre-employﬁent screening,
50 as to help-détermine whether an applicant has been:truthful~rggdrding

~ his merits, is a potential thief, or intends to remain at his job. - See-

1Da1e System, Incorporated, Polxggavh (pamphlet). P 2.°

2"Urions act on threats to privacy,” Bu 1ness Week, Harch 13, 1965, p. 88,

. 3For a further discussion of this- question and also of my unsucceSSEul
attampt at obtainlng the figures mentioned abOVe see the Appendix.
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ondly, by means of periodic testing, the polygraph can provide a deterrent i
ﬁo theft and also check upon employees advancing to positions of trust.

Finally, the instrument can be utilized to investigate a specific loss,

Bxaminers constantly stress, however, that while the polygraph ascertains

the guilty; ip more imporiantly exonerates the honest employee who may

have been unjustly suspected of a crime, Dale refers to two cases in its i

files where innocent workers, falsely accused, were acquitted by the poly

graph. In one instance, a men's store manager charged a young salesman
with stealing. Polygraph testing showed that the guilt rested with the
e mﬁnager rather than with the employee. In the second case, a supplier of
a-utility company forged evidence {hat a buyer had demanded 2 payoff from [
him. The company's manégement would h@vg discharged the buyer had he not ;
taken a polygraph test which pointed to the guilt of the supplier.

This last signifiéant_aspect of polygraph_testiﬁg. the protectioh
of innocent employees, is still not emphasizad often enough {as shown by

the use of the word "1ie—detectqr“), primarily because the supposedly vol-

untary-natﬁre of the examination is often not volumtary at all, Lack of

_ proper eqfoxggment in this area leads to the erroneogé_beiisf that em-
ployers subject workers %o polygraph tests with the séie intent of dis-
covering their gullt, The polygraph examiner usually requires his subject
to sign an affidavit to the effect that he-is'takinglfhe ﬁest of his own
vol1tion._ However, in many cases such an affidavit proves to be a 5ham°
Many companies, as a precondition for employment, requife ‘the applicant to

sign a walver permitting the employer to require_polygrapb:testing both

1D3.le Syg‘hem, _9_2‘ C_i.'_t_.,‘Po 30




prior to and during employment, with the further stipulation that vefusal
tb take a test may comprise just grounds for dismissal. To curtail such
abuses, states should institute laws which prevent discrimination in
hiring and dismiséai ot the basie of complianﬁe with an employer's request
to take a polygraph examinétion. An employer would not-be permitied to
fire an employee for refusing to take a test unless he could provide.suffi—
clent evidence pointing to the likéiihoﬁd of wrongdoing on the part of his
worker, The same.would hold true in thé case of a job applliecant who refused
to submit to a polygraph exam. |

‘Héveftheléss. legal enforcement of the voluntary ﬁature of the test
- might st111 induce innocent workers unjustly accused of a crime to resort
to the polygraph. ‘Presently, the requirement of the polygraph test waiver

_as a precondition for employment creates the danger that a barmful atmos-~.

" phere of snhpicion may arise in the employer-employee relationship; employers

. will not trust their workers, and the latter in turn will resent thelr bYosses.

- Enactment of the anti-discrimination laws mentioned above would hopefullj

- restrain such é development, Yet, this legal remedy would not prevent

such a development'éltogethér,'for already today, through no fault of the
-polygraph, one mlght deiccet a trend in which employers)are becoming less
Thristfil of their employess. In response to those whomfear'ih&t-the:COﬁ"~w--
tinued existence of the polygraph will have a disastrous effect ﬁPOn‘th@

. sense of trust between management and worker, one migﬁtHQHEStion whether,

- as a _résul-t. of the rise in crime today, em_pioyers can hel}J-'but be more
sﬁspieioua of their employees than formerly may bgv¢ beenlthe'ca$e. Suf -
 'fering presently from a considerable amount of loss due to theft, some

companies can simply not afford io tréa£ allﬂtheip“employees with com-
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plete trust and confidence. Therefore, at.a-time when traditional notions
of” trust may be breaking down, the ?olygranh provides the honest employee
with the opportunity to prove that he is an honest, reliable worker,

One group, hQWever, which has been particularly wary of the use of
the polygraph has been union labor, primarily the AFL~CIC, Concerned over
the personal_nature of some test questions, and the repercussions for those
who refuse to submit to the ﬁclygraph, labor unions:have lobbied for laws

- banning the use of this 1nstrnment.1 While many of their grievances are
.justifigd, there are legal steps which could be taken short of altogether
-prohibifiﬁé“p@lygraph‘testing in industry. 1 have already mentioned the
-need for anti-discrimination statutes which protect those whodo - not wish
to take the test. Also, as will be discussed in the next section, the en-

;actment of state,laws-requ;ring examiners tg be licensed, and the strength-
ening of the profession'é code of ethles, could prevent an inquiry into
~subjects of a personal nature, or at least the d;sclosure of sueh details
to the employer. |

Unfortunately, twelve states aﬁd three clities, acting under labor
Pressure, have enactsd laws prohibiting or severely limiting the use of

. polygraphs upen present or prospective employees., On thé Federal. level,
-Benator EBrvin has-intreduced 2 bill which would forbid polygraph“tesfing"”
in empioyee sereening fqr hiring, firing or prgmotion, in both government

and in private employment affected by interstate commerce, The effect

:l“ﬁnions act on threats to privacy,” op. ¢it., p. 88.

2Franklin, 5ps git., . 45,
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of such legislation is to curtail a praotice which has proved helpful in
revealing both innocence and guilt in cases of employee theft, Frohibiteq
frégﬁgglygraph testing. employers are likely to resort to other means,
such as electronic bugging or prlvate investigation, that will result in

severe invasions of privacy.

Accuracy and the quality of examiners

Due to the lack of statistics comcerning rolygraph testing, it is

difficult to give.a concrete answer as to the accuracy of the instrument.

© Most examiners claim an accuracy rating of at lsast 90%, but doubts about the

validity of the @echnique'still generélly_prohibit the usé in the courtroom
 “0£ evideﬁce obtained from polygraphwtests,l--But while accuracy is next to
_impossible to measure, it caﬁ doubtiessly be improved 1f.there are qualified
examiners to administer the tests. And even polygraph examiners admit that,
due to the absence of leégal and ethical standards,. there are many individuals
who operate polygraphs today without the proper. qualifications.

At the present time, only Illinéié, Kentucky'dnd.ﬂew Mexico have laws
- which require examiners to be licensed.z Of the three, Illinois sets down the
'fmost stringent qualifiéations,-requiring that the individual be free of a
criminal record, pass an exanination supe:visqd by a sﬁecial state cqmmittee,
poasess a gollege -degree, and complete-at least-six monﬁhsmof inteinship training

in the use of the pblygraph.3 Since the lack of qualified exaniners 1s one of the

_ lFor a legal history of court decisions regarding the’admissibn of evi~
dence secured from polygraph tests, see Reid et al,,;ep,_gzi_,_pp_ 237-264,

2Sm1th _.E. citn' P 29.

o 31'or a2 reprint of the Illincis 1aw in its entirety, see Reid. et al., op.
- £i%., Appendix B, pp. 279-285.
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major legitimate eriticisms directed at the polygraph industry today, thé need
féf-state legislatures to follow the example of Illinois is quite evident,
A related critleism of polygraph testing points out that employers

“ _ :
have abused the practlce by having examiners question subjects about very i

personal items regarding sexual activities, marital 1life, and other personal

information. To prevent such practlces, the Council of Polygraph Examiners,
. . . .:. . - - l ’ T T o ’

which has sought state licensing laws,- should consider establishing 1iis

own standards to guide the examiner with respect to inquiry into, and dis-

closure 6f; ébnfidential_iﬁfofméfion.

| Té.further protéét.ponfidentiality, the.cduncil should rpeatrict the
number of_ingivi&uals who are aiiowed to witness a poiygraph examination
by meané_tlaf a 'l'..wc.n-wa.a.y mirror.éetfup.. During the examj.na.tion which I briefly i
witnessed at Dale System, two_men from the company whése employeelwas being 1
tested were able'ﬁo see‘and'hear everything by way of a mirrof and a hidden- |
microphone. This type of practlice obviously prevents the polygraph £aS£'

from retaining its confidentlal naturs, Tﬂe profession should stipulate

that only aualified examiners and inﬁerns undergoing their period of'ﬁraining

can be.allowed to observe polygraph tests. With stricter qualificatlons: and
standards, the profession night help insure against the invasion of the

.individual's privacy by thé polygraph examination.

D, Personality Tests

The gréwing popularity of personality tests today:;s due to the

progress we have made both in industrialization and in the psychological

1"Unions‘ act on threats to privacy," op. cib., 7p. - 87-88,
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- scilences. As the organization of our industrial socilety becomes ever more

complex, it requires individuals who are speclalists, who possess the charace-
teristics and interésts needed to perform in certain ready-made roles.

Coupled with this trend has been the expansion of the tehevioral sclences

- from the confines. of the mental clinie into everyday- 1ife, as psychologists
‘study the tralis of the normal individual in his daily routinhe, The resuli

“has been to use personality tests in industry and in schools, as a means of

determining an individual's interests and his qualifications for a particular

. specilality. The personal nature of many questions used in these tests has led
to a debate between those who defend the freedom of scientific lnguiry and

nnihose who place a greater value upon the individual's right to privacy.

o o5 of .

Personslity tests were first used on an extensive basis in the

UeS. Army during Worid War I. In order to detect soldiers who were likely _
"to crack down ln combat, the Woodworth Personal Data Sheet was introduced.
”'It contained sensltive questions regarding such items as bed-wetting and day~

' dreaming. which might give avidence of mental disorders.l Soon after,

_}Lee Cronbach, Essentials of Psxcholggicgl Testiﬁg, pp{WSZO-SZ};HN

R
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:31h'1921. a Swiss psychiﬁtrist developed the famousjﬁérschaCh tést, a series
of ten inkblots open to various interpretations and used primarily to treat
” ﬁé£iénts in clinles and hosPitals.l

| It was in the 1930's that personality tests began to move from the
university, the clinié. an& the'army,'in£o.the area of personnel selection in
” industry.2 The Bernreuter PerSOnality Inventory appeared in 1931, measuring
:"Neurotic tendency (i.e., adaustment), Self-sufficiency. Introversion, and
'Domlnance. Contemporaneous to the Bernreuter test was the Strong Voeational
_Interest Blank developed by a Stanford University psychologist who analyzed
potentlal emp10yees with a 400-question inventory of thelir hebbles, blases,
“economic preferances and political leanings.4

_ | ~ The exnanded use of psychclogical tests in 1ndustry after World War
:_ II was a direct result of the publication in 19#2 of the Minnesota Maldie
 phasic Personality Inventqry {MMPI). Produced by a psychologist—psych1a~
liriSt team at the Univgrsity of Minnesota, it was quiekly aceepted and remalins

" today the most widely nsed, and consequently the most controversial, of per-

B S

sonality examinations.5 By comparing the responses of 800 psychiatric patients

"TIat the University Hospital with those of 700 visitors, an inventory was
.: made comprising the questions whlch distinguished the two groups. On the

basis of his answers, the examinee was graded in nine categories of mental and

1 .

Ibid., pp. 633-634.

2Westin, Privacy-and Freedom, p. 135.
3Cronba.ch, og;.cit.. vp. 117, 522.

Yartin L, Gross, The Brain Watchers, pe 31.

5cronbach, op, cit., p. 525.
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' nervous disordexs,

The MMPI is = 1ong, 500-item test, and the sensitive nature of many

of the questions, to which one answers simply true/false, points out the

most serious problem involved in the use of personality tesis today:

I believe in the second coming of Christ..
I am seldom troubled by constipation,

Soenone has control ever my mind. '
‘I am afraid whén I look down from a high place.

2
Often, the aﬁsﬁérs”to ‘the MMPI'are“graded by computer, go that the tester
never éées'ﬁhe“iﬁdi#idual who may be iaﬁéléd a schizophrenic or neurotic on

the basis of the results.

The testa described above are some of the moere popular personality
inventories used today in indusiry and education. Nany others are produced
en masse and sold to 1nterestad firms. Hartin Gross, in his book The Brain

Watchers, nakes mention of the psychological raln forest“ on New York & aast

- Side, where several large firms mail out tests to industrial clients and also: o |

preduce individual profiles from the conputerized resulis ef potential and’
preuent employees.B- And mere firms ln other parts of the eountry are making

a profitable business from this expanding trade.“

Testigg personality in industrv and educatlon

in preparing his book” Privacv and Freedom, Alan Westin sent out a.

1Gross, 00, citm. Da 10?. The nine scales. aret sbhizophrsnia. psychopathic
deviate, hypochondriasis, hysteriay ‘depression, paranola, psychasthenia (phobias),
hypomania (mna insanity), and masculinity-femininity. T

2For a table of these and other MMPI questions. see Cronbach, oD, cit.. p. 528.

3Gross, oD, cit., pp. 13-14. o .
4A list of such firms may be found in Cronbach. 93;_2;1., p. 695
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questionnaifé to some three-hundred corperations concérning their use of J}

personality tests. He received replies from over two hundred firﬁs, and the

information_he secured offers a good insight into the use of these tests
by industry today.l

Of the firms which answered, 46% stated that they did mse personality

tests at some time. We5£;n'cou15 make no generalizations about the users; i
they ranged from Delta Alrlines and Hershey Ghocé}ate to Tidewater Oil and i
Warner Brothers. Mest tested iegé than'20% of their employees, but in doing éé
50, sixty firms used their own staffs for evaluating the results, while only |

fourteen brought in profeSSional*péychologists.. As for the preservation of the

results, half of the corporatiohé,kept ﬁhem in general personnel files, one-

third in special dossiers or in those kept by the psychologist, and only

four had the results destroyed.c

" The fact that many firms have their own people, rather than outside
syecialists. interpreting the results, which are then veryoften placed in
-generally accessible files, has led to much eriticism ef the manner in which
'pérsonalitf testé are administered, In additien; sé?é¥é1 autherities in
the fleld af'psyChology have questioned'the very vélidi%y of these tests.,

Lee Cronbach, the author of HEssentials of P Iggg}ggzgﬁl §§;gg pointa out, -

_ that most studies en this subgect have shown that personality tests are poor

1ndieators of employee performance. He has this to say of ‘their shortcomings*

"Inventories can inquire only about one's ganeral style,
.not about what he does in particular situations. Re-
gardless of what a person is prone to do when choosing

.-._?

lThe results of the survey are discussed in Westin, Privac and Freedon,
pp. 136-138,

2Ipid,, pp. 13%-138.




freely, he adapis to demandsf..?ersonalitj, as commonly

measured, probably has much to do with the sort of

_ person seeks, but little to de with hisg ability

to perform a role when he is thrust into it,1
Finally, one must question the thesry behind a series of tests which ask
that the applicant, who is eoften vying for'a'position demanding creativity
and persocnal initiative,_give answers that conform with the thinking of
the average, '"normal," pérsoﬁ.

Many of the same criticisms are voiced regarding the use of per-
sonallty tests in the public schoola. Elementary, junior high, and hlgh
schonl. students have been exposed to programs such as Project Talent, begun
in 1960 and financed by the federal Cffice of Education. Bgsides being

tested in academic subjects, the one miliion high school students involved

were asked to comnplete perabnal information. activity, and interest iﬁvenﬁ

tories, with the computerized resulis sent back to school guidance counse-

lors 02

One of the more vociferous complaints.regarding personality tesis
in the schools is that they are mosi always_administered without parental
consent. JIn 1967, parents feacted with an outcry when thelr ninth-graders
in a Bronx school were subjectéd to the\MMPI without any prior gotice or
reguest for permission.3 In many cases, the guestion of parental consent
has become the Focus of the debate over personality tests in educaﬁion._

fhe use of these tests can be a helpful tool fer diagnosing ob-

ICrcnhach, oD cit., pp. S47-548,

Arthur R, Miliér, The Assault on Frivacy: Comnuters. D@i§h§§g3§4*§gg
-Beggjers, p. 100, :

3
Westin, McCall's, pp. 58, il8.




viouely disturbed children on 341nd1v1dual counselorutc-ohild haeis. Bub
when they are used to hunt out the emotionally unbalanced and are evaluated
by guidance counselors and teachers who are often untrained for such_a
task, the results can de most damaging to the student. The great risk

is that these tests, wbich heve generally been disapnointing as predictors
of academic performance Hwill be used to direct a student toward interests
which do not ccincide with his talents, or because of his poor test per-
formance,'te'place him 1n an inferior sect}on where he is likely to receive

less attention.

Puture uses and regtrictions’

" Tn an effort to placate the critics and inerease the effectiveness
of personality tests, researchers have done work in the fields of drugs and

brain signals: Truth drugs sueh-as sgopolamine, sodium pentathol, and

18D-25 sometimee'enabie'the individual to. speak freely of things he dsueily -

is uhabie to disclose, but lack ef reliability, in addition to the question
of privacy, has deterred thelr extensive use., A potential development of
the future“is'the interpretation of brain waves to read the individual's
thoughts. Through computer analysis of brain signals, scientists have
already discovered a way to screen out extraneocus signals and determine
what color a pereon.is viewing.z

However, the fector of testing efficacy overlooke a more significant

question: ehould psychologists, employexs, or counsellore have the right to

delve into our private thoughts at 2li? A more dangerous threat to our

1 ' '
Cronbach, ©p, cite, Do 549.

. ®Yestin, Privacy and Freedom, Dpe 154~1554

4
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privacy than the future reading of brain signals seems to be the-attirudé
expreesed by those who look upon such developments as a necessary cure for
humanity. Proreeeor Starke Hethaway, one of the co-authors of the MMPI,
Wwrote several years agot

Personally I favor'a more fundamentally aggressive poslitlon

that asserts our sincere aims and desires to make genuine

contributions toward happier persomal and public lives,

Qur integrity and &incerity accepted, we should then be

- expected to invade personal psychologlcal privacy as

surely as physicians are expected ti examine individual

bodies and their intimate contents.
Such a statement implles that in order to achieve a greaier degree of
progreee and. happiness, we should be w;lling to sacrifice the indivi-
dual freedeme which are the very fOundetion of ouy eeciety. The reesoning
folleows that in ordex to further industrial development, we should allow
employers to selecit personnel who display on peyehological tests the
traits which one needs to succeed in the avallable positions.

in answer to this, Professor_ﬁrthur Miller statess "The elimina-
tion of economie waste in the allocation of the nation's human reeourcee
obviously ie a gee}%f enormous social significance. But that does not
2

mean we must pay any price to achieve it."  Persomality tests which
question our innermost thoughts should be looked upon as a serious in~
vagsion of privacy. Therefore, states must ensct laws which prohibit
empieyers to use for tﬁemﬁhrpeeemef“eereeniﬁé any test"which includes - -----

questions in reference to such iteme as the applicante religioes_beliefs,

Bexual deeiree. family relationships, or intimate feellnge. Eiiler

lIpid,, ppe 268-269.

zﬁiller,.op. cit., p. 98.




would permit these tests to be given to those who seek positions which affect
the well-being of many others, such as air traffic controllers and commercial
pilots.” The problem here is drawlng the line between those jobs which

are and are not in the public interest, one which might better be solved by i

generally butlaﬂing all employee personality tests and having employers |

" make conventlonal refereﬂce check-ups on these particular appiicénts.
Uith regard to testing ih.publié échools, this method only has a

place in the case where an obviously disturbed child can be helped by a

qualiified guldance counselor who possesses adequate trainiﬁg, such as. a.

master's degree, in the péjchological sclences, A%t all times, parental
consent should be obtained before proceeding with personalitf tests. The
child's willingness to take the teét, despité the opposition of his or her
parent, should:not be deemed a justificatioh for administering a personality
inventory. Any public. school student who might be given such a test would ”
in all probabllity be a minor. His age, in addiilon to hls emetional in-

stability, would cexrtainly make him unqualified to.comprehend'the sensitive

’nature of the examination. Thus, the willingness of the child notwithstanding, _ f

parental refusal should constitute sufficient grounds foqﬁrohibiting the testing
of the student, |

To .those. psychologists. who would“intergfet the banning of these tests
‘as an infringement upon thelr freedom of scientific investigation, it .must
be pointgd oqt that such laws would not preclude the”gse bf:persopal;ty
inventories which do not intrude upon the individpgljﬁ privacy...The study

of psychology has provided us with great insight into the workings of

llbido' P 98. . . o ,' .
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the human payche, but it cannot be allowed to invade the freedom of the in-
dividual in the name of future well-being. It is then incumbent upon the
psychological profession te devote more time to the development of experiw

ments and tests which, while exploring the indiviudal's behavior, also

respects his right to privacy.

E, Coﬁéiﬁsipn

The widespread use of physical and psychological surveillance

techniquea today is inimical to the functioning of a democcratie soclety
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nich values the inherent rights of its ciﬁizé:;s." The exposureof our
children to comicé, television programs and moviés which pfesenf the ait.
of snooping in a favorable light, and to pefsonality tests which delve'
into thelr innermost thoughtse, is a particularly'dangeroﬁs developnent.

"For, a5 Alan Westin notes, these children axre the ones who will constitute

' & considerable segmén£ of the American electorate by the vominous® yeaxr of
. o8k, o _

...the mass media's enthusiasm for spylng technigues
creates a readiness in children to adopt such methods.
And it is far from conforting to think that a gener-
ation raised on the thrilis of eavesdropping...Will
e the voters called on to set the balance between
personal privacy and...surveillance in the 1980'84 v
Will ehildren weaned on school. personality tests

be likely to say no to the corporate personnel officer
who slides a personality-test packet across to him
when he applies for a8 job7...H1i1l the young adults

_of - 198k even-think there is any lssue of privacy in
-answering the personal guestions on such tests when

applying for jobs with private industry or the gov-
ernment?

This paper hes examined some of the primary ekamples of private

surveillence in American soclety today, and has offered some suggestlons as
to how our rights can be protecﬁed against unnecessary physical énd”psycho-
logical iptrusions. A brief summary of the £indingé and recommendations nowW

' foiiowsq

ngsibél”gurveillance~m~~m--.5;

Manufacturea@f surveillance devices and COmpahies{perucing less

sophisticated gadgets offer their goods and services to bothithe bugging

expert and the amateur snooper. Frivate eyes, -corporate spies, and industry

1Westin, MeCall's, PPs 58s 118.




frequently éavesdfop upon unsuspecting employees an& other indiviguals, per-
mipting thelir targets few places ;n which to express their thoughts or conduct
thelr work in private, There 1s an urgent need for all states to adopt anti-
eavesdropping statuteé which cutlaw this unethical practice and forbid the
manufacture, mailing, and adﬁertising of devices which are likely to be

employed for surveillance purposes. But Federal and state laws in this direction
will not be properly enforced until the general puﬁlic understands the serious
danger of private eavesdropping and volces 1ts outrage at this uncheéked practice,
In order to motivate a moral gdﬁciousness regarding this issue, civil liverties

and publie intgrest groups, and also the mass media, must bring the problem to

the attention of the publie,

' Psychological surveillance
Here we must make a distinction.betWean the purposes of polygraph
exéminations and'cf personality.tesis. The use of the polygraph in indusiry
does not represent a Serious threatlto the privacy of the prospective ox present.
employee. It is designed primérily to detérmine whether an individual has -
commltted & theft or partaken in past acts of a c¢riminal nature which make -
hin a risk for prospective or continued employment. The questions on the

test are'merely answered either "Yes" or “No", and the résnlts_of polygraph

- tests have been particularly helpful to industry in ascertaining-the guilty, .

‘a5 well as in confirming the innocent, Those abuses which have occurred
in the use of the polygraph can be remedlied by state legisiétionnwhich

sets minimum Quaiifications for examlners, asd also by the eStablishment
of i code of ethices fér the profession. In addition, étate.legislaticn

. should be enacted to prevent an employer from dismissing or failling to hire

L

-




a worker becéﬁse of his refusal to.£ake a polygraph tést..
Personality tests, on the othér hand, d§ constitute a serious
infringement upon the individual's privacy. The sensitivity of questions
relating to family background, sexual activities, and political and religious
béliefs cannot be jﬁstifie@ for the purposes of personnel screening or
academic evaluation; \Alsc to be taken into account is the fact that unqualified
staffs and counselors ﬁfien intépret the answers to.these tests, and that the
resulis have not béen generaliy indicative of a workef's or student's per-
formance, The use in industry and education of personaliﬁy tests which ask
such. intimate questions as the'oﬁe}s rentioned above should be prohibited
'by state legislation. The only exception should be made for qualified guidance
ecunsellers working with qbviously disturbed children. At 211 times, parental

consent should be reguired bhefors conducting such a test,

Privaté_eavesdrop@ing, besides posing a serious threat to the fiQhﬁ
of privacy, alse brings up the issue of conformity in a democratic society,
De Toqueville, in his political work Demoeracy in Ameries s Warned Americans
as to the consequences of the tyranny of majority opinion in ouxr nation,
capahle of suppressing independent thought and freedom of.discussion.l
The widespread use of physical and psychological surveillance can give rise
to the same dangerous result, While we are a far cry from 1984, the growing
use today of electronic bugging or personality tests increases the 1ikelihood
that victims of such surveillance will 5e.more.like1y to conform theilr ideas,

practices and routines to those of the average, “normal" individual., The time

lAlexis de Togueville, Democracy in America (ediied and abridged by
Richard D. Heffuer), pp. 118-117. '




has come for increased awareness of the Aangerous °°ﬁseq“ences_0f'priVate )

eavesdropping, an awayeness which should be translated into a general public

o effectlive legislatlon.

ff{@h&é; [i‘cﬁﬁgiﬁ lrl?)
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VI. APPERDIX

Subjacts of Polyzravh Examinations

Having already had an interview with a polygraph examiner at
Dale Sya;em, Incorporated, L-recently attempted, for the sake of fairness,

- {0 secure some opinions'oq the use of the instrument from those who have
taken polygraph tesis., For three days, December 7-9, 1 ran a classified ad
in the Dalily Princetonian asking for responses from anyone who had besn
subjected to a polygraph_examination. In all,-I received replies from

five students,_and-& brief éummary of tﬁeir experiences with the polygraph
follows. ‘

Two students underwent tests while heing in the employ of McDonald's,
the famoﬁé hanburgexr chain. From my conversatiﬁné wiﬁh then, 1t would appear
that Mchﬁald's_requires period?c testing of its empldyees. One student
had no tfouble in passing his examlnation, but the second was fired from
his job on the basis of his test results. He admitted to having given away
for free some five dollars worth of focd, put felt he had beeﬁ_uﬁj&stlf
dispissed sincé several workers whom he belie?éd to haﬁempffered gfeater
amounts of food free of charge were retained. His bitterness on account
of this experience was directed mere at his boss than_ét'thé_gxamination,
“especially since he had freely admitted his share §f"gnilf§"__mmm_'

In # third case, a girl applying for a_secrefariél position was
requested to take a test., In order to secure the ij; she-prupqsely lied
on the exam-as to her age and her intent to remain aﬁ the position. Sincé
the girl was subsequently hired, she coqsideped the'polygraph test a "farce,"

because, in her opinion, it had falled to reveal both the fact that she
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was underage-énd that she only intended tc stay at the job for a short
period of time,

Another student was required to take a test prior to béing employed
as a security guard.' He saw an obvious need for testing those who applied
for positions in this responsible-line of work.

A fifth student was aaked to take a test while worklng in a cigar
warehouse. He stated that employees there were subjected to a nolygraph
examination once every six months. None of the five students interviewed
were asked any queations”of a pérédnal nature, but this last individual

maintalned that several fellow workers at the warehouse were asked gquestions

~on the exam which would be considered quite personal. He therefore felt

that the polygraph ponétituted an intrusion upon privacy, although he also .
related tha£ an employeé at ithe warehouse who had commifted a substantial
thgft was found out during a polygraph_e#amination,

It would ve foolhardy to make many concluéions rezarding the
polygraph on the basis of having svoken with me?ely_five of the soﬁé’zoo,ooen

Individuals who annually take polygraph tests, None of the five were asked

'personal questions, yet it is common knowledge, even in the polygraph

....... Y

profession, tbat examiners often make sensitive inquiries.. As far as acQIM
curacy is concerned, the experience of the secretary may have been. just

as much the rasult of poor Jjudgment by an ungualifled examiner or of re-
laxatieon of standards by the emplever as the consequegcg-of an inherent
shortcoming.in the polygraph itself, in the case.pflfbe Studegf.fired vy
MeDonald's, the polygraph accurately repofted:thé truth. One:might take
sides with the employer's dismissal of a workéf wﬁd_had shoﬁtchahged him

of a mere five dollars, but in this day and §ge. whether unfortunate or not,




that is an employer's crerogat;ve.

One item which did interest me in e#aiuating these interviews was
tﬁat in all five cases, the individual was required by the employer to take
a test--this desplite the fact that seccral of the students were asked by the
examiner to sign a “vo;untarj“ affida?it prior to the test, Although none
of tﬁe students refused to take the test, several-admitfcd_that they were
not aware of any procedure for those who did so refuse, These interviews

further pointed to the need for laws which prchibit discrimination in

hiring and dismissal of employees who refuse to take a polygraph examination,

Statistics Regarding the Polygraoh and Employee Theft

A factor which proved an obstacle tc my research on the polygraph
ﬁas the 1ack of statistics concerning the use cf the 1nstrument in comw.
batting employee theft. Except for the figures of the Council of Polygraph
Examiners on Jjob applicants who were tested for positionc of trust (see |
page 22), I was unable to find any useful statistics on this subject.
Therefore, I wrote a letter to Dale Systen, Incoipbrated on December 9,

1971, asking them if any such figures for their comﬁany-cr for polygraph
 firms as a whole were avallable, and if the money bcing invested in polygraph
toating was prcducing dividends by uncovering or preventing employee theft.
Dale's rcply, which appears as the last page of thls appendix, was that

no such figures have either been formulated or pcblished..

As has been already mentioned in this paper,'onc-of the problems
in obtaining these statisties is that it is very difficult to measure the
amount of theft which has been prevented by the deterrlng effect of the
polygraph. In addition, whlle polygraph testing dces reveal crime, examiners

often do not check up on the amount of losses WhiCh a company eventually

I
i
%
¥
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recovers._ Nevertheless, though it would be next #; impossibl..;. | ;
. e Lo ascer ain
how much theft is being prevented by the poly, aph 1t nizht
. X ’ 2 Prove bene-
ficial for the Council of Polygraph Examiners to make a study of th
_ study of the in-

. ’ . ’

fession and would recommend legal steps and other measures for tifyl
rectifying

the situatioh.




T

SYSTEM INCORPORATED

TTEGIING PERSONNEL H.ONESTY°LOYALTY-EF‘FICIENCY

L '304 WEST 58w STREET, NEW YORK, N. ¥ IOOLIQ

TELEPHONE JUDSON 6-1320

December 13, 1971

Mr. Robert Wolf

311 Cuyler Hall

Princeton University
Princeton, New Jersey 08540

Dear Mr, Wolf:

Thank you for your letter dated December 9, 1971 with reference
to your paper on polygraph services.

Unfortunately there are no published figures available nor do we
have any analysis of the break-down of such figures. We do
however thank you for your concern and if there is anything further
we can do, please do not hesitate to contact us,

Very truly yours,

DALE SYSTEM, INC,:

J

—e  HYisg CC Harvey Yaffe (09
L Vice President

AVAILABLE IN EVERY CITY ANMD STATE
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