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I, STATEMENT OF THE PROBLEM

The problem of thisg study is to investigate whelher
current controls over stored information are compatible with
protection of a right of privacy in American society, and,

if not, what measures should be taken to improve the situaiion,

c/7




IT. SUMMARY OF PRINCIPAL, FINDINGS

1, Data that has been and is being collected
Concerning individuals by non-federal interests is varied
and extensive in nature, Current trends indicate that the
amount stored will continue to increase. -

2o New technology is enabling data to be stored
and’ retrieved more easily and more efficiently than in the
past, and consequently, more personal data 1s being stored,
This ease has led to increased centralization of data
storage and greater potential access to personal data,

3. Access to stored personal data has become
increasingly easy, for reasons of both increagsed perceived
legitimacy of the release of data on individuals and
carelessness in self-regulétion of release by data holders,

4, The current legal framework has been charac.
terized by an evolutionany series of court decisions.and 'a-
failure of legislatures to establish coherent, comprehensive
guidelines and laws to deagl with present and future chal-
lenges to personsl vrivacy. The result has been g general
failure of the legal system to establish standards of data
release, 1naccuracy correction, storage safeguard and monitor.
ing checks by the individual on whom data is held snd re.
leased, %o '

- 5, Given the current counter-orivacy trends
described in findings 1, 2 and’ 3, and given the continued
failure of the legal system to provide comprehensive safew
guards for the right of privacy, an immense decrease in the
amount of persconal privacy existing in American society is
1ike1y tO -become oy continu_ing trend--. e . . P
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1TT. POLICY RECOMAENDATIONS -

1, Comprehensive federal legislation should be

enacted designed to define and. protect individual privacy

riehts by providing reculation of the access £ NON~

federal daba files on individuals and checks to orotect

sgaipst inaccurate information beine contained in thosz2

files (pp. 9-16).

2. A federal regulatory agency should be created

to carry out the federal legislation and to make specific

policy decisions relating the intent of the federal legis-

lation to new developmeﬂts'in the art and ugse of data -

starace and rebtrieval.w. T ool 0n S eetean s Ty

A new federal agency toO safeguard the right of
privacy could be created in such a way ags to
avoid its takeover by the interests 1t 1is created
to regulate, Such an agency is necessary to make
the highly complex pollcy decisicns needed to
caryy out Congresgional privacy legislation and
provide the Flexibility needed to meet a changing
tzchn?logical and socizl situation (pp. 10, 12,
16-18). : ' '
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Whatever deci51ons are made to affect the 0011ect10n
of data on 1ndiV1duals whether to limit, incresse or leave
unchanged information-gathering activities now in existence,
there will 8T11l be serious issues involved with the data
that hasg already been collecte@ and data which will be col.
.lected in the future, Once the informstion has been gathered,
by whatever means, decisions must be made to determine
whether to release it at all and, if So, how, to what extent,

to whom, when and for what reasons,

It is to this area that this Paper turns, limiting
itself to the nonmfederal sphere of personal ﬁﬂta holders.!
The major questions to be investigated by thig study follow;

1. What is the situation now?

2. What does the fubure hold, and is the prospect

desirable?_ | _

3, If thelfuture seems less than i&yilic, what

options are available o remedy_the.situation,
and.which best.suits_bothlthe long term and

short term interests of the American people?

The federal sph
covered by Mark Stev

gre of in fowmatlop-holdews will be
fay __S_
data = "Prageo S

in his paper on federal versonsl

= @;w __




A mgjor area which will not be covéred by this study
is a determination of what the right of privacy @eans_in fthe
United States, This will be handled by other papers'in the
Conference, specifically the study by Marilyn CGreen on the
"méral and legal rights of the individual to nrivacy'versus
the government!s need for surveillance,“?_the stﬁdy by
Theodore Michael on the "Communications Industry and the .-
IhvaSioﬁ_of Privaéy"B and the study by Bétsy Freemzn on
ﬁThe Credit Bureau Industry and the'Invasioﬁ of Privacy.“u
While crucial to a final resoluftion of the proﬁlem set
before the Confefence, the definition of privacy in America
will not ba the central chus_of thié paper. Thus, findings
will leave room for a specific definition of the right of
privacy while being more specifilc in relsbting this right to

the non.federal data storage issue,

2Tentative outline: List, Fall 1971 Policy Conference:
"The BEoundaries of Privacy in American Sogclety," p. 5.
PToiay, .5,

i mrrarry

"Ipid., p. 9.
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The Situation Now: Incremental Legal Change in thé Face of

Increasing Esse of Storage and Retrieval and Incfeasing Usage -

of Data Stores

The Extent of the Data Already Collected

While 1arge+sc§le_fQQeral-data.collection dates bark
to the advent of income taxation and the New Dea1,5 and
continues te expand at a prodigious ratef, a lafge portion
of current personal dats collection and ' stoirage activities
remains in non-federal hands, The personal data that has
been.collecté& by state and local governments and private
interests varies in nature from statistiocal information on
specific items such as age and income to highly subjective

evaluations written by private investigators,

With the advent of increasingly efficient means of
information storage and retrieval, more and more uses of
personal data have been found economically jusﬁifiable, and
~the amount of dats being@collected“and'Stored;ﬁaS"éxpahdéd

Tmmevtselys, oot e e,

As if resvonding to something akin to Park- .
inson's Law, technological improvements in
information-handling capability have been _
Tollowed by a tendency to engage in more ex-
tensive maninulation and analvsis of recorded
data., This in turn has motivated the collec-
tion of daba pertaining to a larger number of

- S | | _ N |
“Arthur R, Miller, The Assaultron Privacy: Computers,
Dats Banks snd Dossiers, r. 20,
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vyariables, which results in more personal
1nfovmatlor being exiracted from individuals, 6

I+ is undeniably true that our highly intradependent

society has a need to know some aspects of the personal
lives of its members,

As William Zelermyer, Professor of Business
Law at Syracuse University, observes in his
penetrating legal study, Invasion of Privacy,
"Considering the complexities and overpower-
ing demands of current living, privacy as-
sumes the appearance of an imeginary luxuvry.,!
The point must be conceded: there are
“reasonable" encroachments on our ”“1VPCJ.¢,7

AL the same time it must be kept in mind that some degree
" of privacy, too, musi be maintained if there is to exist
any right of privacy at 21l, Somewhere beftween ftotal
disclosuras and tdtal seéfecy mst lis an accommodation
of the needs and rights of scclety or:iﬁs members to
collect, store and use‘personal data, and the needs and
rights of the individual to successfully withhold sueh

data,

The Bffect of the Computer

Most central to the modern bechnologicel guopport

of increased perscnal information storage 1is the computer

£ "
°¥iller, op. 2it., p. 21,

Myron Braenton, The Privacy Invaders, P. 13,

]




and its immense capacity for efficient Stdrége.and.selective
retrieval of data, Computerization'of'data hasg enéouraged
incressed centralization of information storage, while hard-
waré and Softwé?e a@vances within the field have encouraged
easy mechanical access to central data stores. In considering
the National Data Bank proposal, the House Commitﬁee on
Government Operations listed as oné of its findings that
"Testimony (818} and studies guggest that individual dossiers
(i.e. ways of storing all information on an individual in one
place or of-compiling it quickly) cannot be avoided under the
envisioned National Data Bankf"B The increasing storsge
capacity and ease of retrievel and the tendency towards

centralization of data storage posed by computer technology

all offer sign 1ficaﬂt potential threats to effective re

striction éf the flow of stored perso 91 daota,

The Tmmediate Legal Backoround: An Overview

Judlci 71 Evolutlon

Prﬁtectwon of the Flght of Drlvacj bv Judlcial

decisions has proven 1nadequate to copang wmth the CoN-

tinuing eros¢on of privacy that has %pread greatly with

the sdvent of the comvputer aﬂd what Avthuv W11lcr calls

o

8 . N . . - ) ‘ }

U.S., 90th Congress, 2nd Sessmo", Thirty-fifth RHepor
by the Commititee on Governmentel Operationsg: “Privacy
and the Na®ional Data Dank Concept,” 1968, v, &,

v
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‘Uthe dossier societyo"9 The courts have naturally anproaohed
privacy issues on a case by case ba51s and, while the
resulting judicial framework within each staté is by def-
inition Goherent, it is neither comprehensive in coverage
nor charactefized'by condéfted piaﬁning to accommodate g
right of privaoy to a rapidly -changing teﬂhnologlcai storage
and retrieval potential, 1In additlon, the judicial ap-
Iproach to protection.of_the_night of privacy has thé dis-
tihct_disadvantage of reacting slowly to stimuli for change,
These'criticismsiare of built-in characteristics of-ﬁmer;can
judicial decisionfmakihg and, to the extent that the judicial
framework is inadgquate to protecting therright of privacy

in the_complgx,.technologically_dynamic field of information
Sforage and Puurleval it is not the fault of the judicial
system,; but of the approach of relying too heavily upon
protecting the rlght of privacy through that “Vstem.

The Judlezal deflrltlon of the rlght of prlvacy 1s_
derived primarily £rom natural” 1aw,10 being only ‘touched upon .
in the wr1tten Conqtltutlon. Untﬁl & Stated rlght of prlvacy
may be formally amended onto the Constltutlon the courts
cannot be’ e\pected to balance ofher Const1tut10na1 wﬂﬂbtu

against a right of (contlnued on next vage)

9Milier, on. ¢it., p. 20,

1OBrent0ﬁ, op. cit., p. 19,




privacy and find a median that will effectively protect
perSoﬁalqprivacy from significant further losses,

The established tort doctrine relating to our

rroblem follows: If gecurate information is

disclosed out cof thé subjectts file, there’is

no liability unless disclosure is made to a

great number of people, however sensitive the

information may be .., Meager as it is ... the

law of torts is at present the principal legal

protection asainst unjustif%%d access to datas

in nongovermmental files,.,+1 underlining inserted

The courts do provide for redress in the case of
inaccurate information distribution, although it has

' to the

become very difficulthclaim damages (in the case of A media
publishing an untrue newsworthy story, the person seeking
retraction or damages must prove that the media knew before-
hand that the knowledge was false or that the media acted with_
reckless disregard of whether the item was false or not}flz
The American Law Institute's Restatement of Torts, Second
Tentative Draft 138652 (1967) reads in part, "The right

of privacy is invaded when there is .., (d) Publicity which

unreasonably places the other in a false light before the
Publiqw“13chnderlinimg inserteéh However, whether or not
inaccurate information has been'pub1iqized'if'giveﬁ_%o

selected people is one crucial question here, snd beyond

11Kenneth'L; Karst, "'The'Files': Legal Controls Over the
Accuracy and Accessibility of Stored Personal Data," Law and
Contemporary Problems, p. 347, N :

Y2M, ¢, Slougn, Privacy, Freedsm and Responsibility, v. 71.

1 , - : L e
BBehtOﬁ.B, Clarke, "The Dossier in Colleges_aﬁd.ﬂplverm¢tae

On Becord, p., 71.




the cohsidefation'of damages is the undesirabilify of
correcting inaccuracies in records after they have been .
publicized, The major problems presented here are the
Prior inaccessibility t6 the individual's dossiep 61 the
individual himseif (o discoverfwhat is inaccurate) and
the vagueness or selectlveness of recorded data mnd
‘commentary (for which there ig 11ttle hope of judicial

correction), . ' .

Legislation,

Current legislation does rrovide a certain degree’
of standardization and privacy protection in access and
accuracy controls, often evidenced through éimilar self.-
regulation by state and loeal public agencies, and govern-
mental standards placed on private information holders,
Stété and ldcal regulation however, hasg not established any
comprehensive non_federal data holder guidelines vet,

The Fair Credjt Benort1ng Act of 1970 was a signifi.-.
cant step in the direction of comnreher31ve privacy Drotecu
tion. The credit informatlon network has control over much
data on the pe”sona1 lives of 1nd1v1dugls and this bill
attempted to provide a certain degres of consumer'protection
against inaccuracy and bissed data coliections in credit
‘reporting-agéncies, However, ‘the bill ran into serious

modification problems in committes and, in the form finally
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pessed, gave the individual the right of access to his file,

ensured his notification if a report affected him a&versely
somewhat
in a credit decision andArestricteéed non-credit 1nvest1gatlons

into'credit_filesnhﬁHowevérfthewquestions of who, exactly,
sball nave access to a person's file aﬁd how imformation shall
be dete@mlned outdated or too sep81t1ve for further distribu-

tion were_pot consldered in the final bill, 1k

while'legislative_enactment of a ccmprehénsive
federsl privacy act regulating'information fiows is desirable
for reasons of uniformity of law and centralized enforcement,
it must also be recognized that haéty action‘might result in
1egislaticn.inadequate'to meeting the chailenges of rapid
herdware and software evolution, This consideratioﬁ has
probably been a major factor 1in iﬂhlbiting the development

of comprehensive 1egislation.15

1”Mil}er5 o0V, Cita., P. BB.

15Ibid ’ p‘ 22}4’0 . B i
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The Malior Alternatives Avallable

For Safegusrding the Risht of Privacy

The data storérs dan noﬁ-bs~reiied vpon to self-
police the'accuracy of tﬁeir information and provide
sufficiently;effective access regulations, The free
market of information offers somé help In discrediting
éguroes of egregicusly poor informatioﬁ;\but this process
is much toc time-consuming and unéertain in the face of
rapid technologicai innovatlion and proliferation, and in
.the face of the large numbers of individuais Whno are mean-
while having decisions made against them for reasons of
inacourate or incompiete data. The data storers also cannot
be relied upon to regulate =zccess to their stores, for the

result has been lax access restrictions at many data denters,

The judicial framework of the socisty, too, ié
incapable of leading the way in determinipg standards of
privaqy.préteciiqﬁ.(for.r?aspﬁs di$¢958$@ under Judicial -
Evblution, pages 6-9), The assurance:of_privacf is not
a matter to be left mainly tofﬁfecedeht-énd hatura1 law,
for the chaliengé to privacy.haé'bécome_fobléxﬁensive and
too adaptabie for courts to be fully successful in meet ing

it,
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In many areas the courts have specifically Tert
action up to the legislatures, While a Constitutioﬁal
Amendment 1S a possibility, it would be time—consuﬁing
and véry‘possibl& impquible to pass and ratify, relatively
inflexibly seﬁwupon its_coarsebongeminitial'decisidns come
out based upon if, and still contain the inherent lack of

quick réaction and & panning function,

Eegislation, althdugh by no means a magic formula,
bffers the modt realistic hope of controlling furﬁher
enoroachmen*s into the right of priVacy. The nétional
1eve1 is most fitting to attack the pwoblem on gince the
most serious threats inrthe way of data networks extend
ageross state lines, Also, a unlform law would provide
a protective base upon which states could build further
safeguard regulatiohs; There is much to be said for
enactiﬁg comprehensive legislation which would include
a statement of the individual'ls. right .to privacy, regulations
to protect it and sufficient - flexibility and broadness of
scope to be adaptable to technologicél and sécietal changes
while not belng £0 loose as to prove ineffectual or sO

tight as to-seriously handicap the data storage industry.

Legislation aimed at a particuler problem suffers

the disadvantage of a ceriain degree of turmel vision in -




.121i;_

ﬁot seeing that Urbblem as part of the larger issue of what
the limits of prlvacy are in the United States, Also,

the SpClelO Uroblem approach is more ]JkeTV'to tend only
to the prob1ems whlch are foremost in the pubjlc'” CON-
sciousness and the Congress's consensus, This may leave

many less obvisus or more disputed_po;tiOﬂs of the issue

'ﬁnéffectedo

While the znactment of national comprehensive
legislation seems most useful in facing the challenge
now presenﬁé&.fo privacy.in American soclety, ﬁhis paper'é
.reoommendatioﬁs must of needs be-limited'to-that part of
the problem posed by the two major components of data
storage decision.making: retrieval decisions (including

access restrictions and protection against unauthorized

access} and accuracy checks.

" Accuracy Checks

mfﬁfniﬁé'{émiﬁé ié££é;“éom§gﬁéﬁﬁé fifgé'"tbiamwm'
study concludes that oertaln regulatory checks awalnst
inaccuracy of data in the system are. highly de81rab1e.

A first check would be the reglstratlon of all interstats

perSonal-aata bénkslé to prcvide_anwledge of who is

16y311er, oo, &it., P. 227.
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storing data.

'A_Second check would involve the individualls right
to vericdically {every time an addibion iz made) have ac-

cess to his complete dossier at every center which has a -

file on im or mentions him in eny other file such as a
group file or another indiviQUaljstile (in files whieh
~are not specifically concerning him, his access right would
only be to those portions which give the substance of his
_involvement), Each data holder must inform individual¥s

' or whoase mentioned in a file
upon whom it has a filefof the file's existence within a
reasoﬁable periﬁd of time followiﬁggthe,file‘s;creation
(length of time to be fixed .by Statute: the shorter, ﬁhe
better),

This study recommends, however, that the
data hélders ineluded in this check ekdlude‘those who uge
the”information solely for internal purposes (e.g, employes
~files ﬁ0t$subject td~extéfnal?acéeSs? pdlise_amd.F,B,I..
files:on_criminals, suspecps énd"potentia1.suspects that
are not subjecht to exteénal.aCCess, mental hospital files,
étéa). This??ecommemdation'is_in,récbgnition of . the right
to ?fivacy of the data holders themselves,

Iﬁterﬂal files can pe abused, as in the case of

the confidentiality of performance reports in an employee's




o

file{ This abusé has most recently besn given wide medig
coverage_in the case of Foreign Service promotion and
selecting out (flwln %) practices, While this is Dart

of a serious-proolem with_many_employeé files, the
COﬂobleElOﬂalltJ and the efflclcncy of any sort of en- .
% I  forged yu Bocess’ re ulatlon in the internal files of an

employer is doubtful, Self—regulation will have tolremain

the principal privacy protection in this case,

Once having access, the 1nd1v idual would have
the right to correct_in ura01es and challenge informa.
tion he disagress with by infordal discussion with the
dsta holder or, bthat fa111ng to reach an agreement by
mandaﬂto”y arbitration with an agent of the Pederal Prlvacv
Agency (see page 16) . If:ihﬁerﬂal files are'netded to:jusw
tify -externally-acoessible ones dupifg arbitration, then
the arbitrator must be shown t e releVamt pOPthﬂo of thooe
files and he will consider thelr contents confldentlal

.Falllng SUCCGUS“lﬂ theﬁarbltratlon-stage“of;h15fnontention,

as would be the case with much subgective data, the 1nd1vidual
would have the Tl?ht to enter counterlng 1nformat10n into

the file to be distribut@d whenever th@ contested Jnformatlon
is given out,

SRS

Eelying upon the individual to correct inaccurscies,
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coupled with penalties for dissemination of inaccurate
materials {removing the “thélifiédﬁprivilege?mm " protec-
tion from data holders), seems to be a relatively easy'way

of at least providing the citizen the option of correcting

inaccurate files, As a final part of the second check, data

centers would_be obligated to inform fhe individusal of

17

additions to his file as they .are made v{and before they

are disseminated).

As a third check, allvdata.must.be identified by
source and date of submission in any report on an individual
made.by a data holder, The data holder need not reveai'the
source to the iﬂdividUalﬁ hdﬁéver, gince the individuall's
right is to Qhallénge the data, not the source. In arbitra-
tion, however, the arbitrator must have aécess Lo the zource
of the information being challenged and, again, née will
consider. the source confidential, The daﬁe_of submission
is to be available %o the iﬁdividual, leaving ﬁan him the
Qﬁfdén Qfmégﬁunginguﬁgsggeﬁe dé£g, B S B

First Amendmeﬁﬁ~guarantees will exempt the'préss
from regulation, and may challenge thé:éﬂforqed érbitration
recommendation a8 leading to an"abridgemenﬁ_bf fres speech,

LT the latter occurs, then either the iﬂdividual or %the data

17mMil1er, gp. cit,, p. 227.
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holdef may have to resort to the courtS to resolve a
challenge to the accufacX of information in the file,
Suech might prove to be a straiﬂ on the court System’s already
Hopefullg the large mgjority of diSputes'will

stralned docket,
a hold@r and the individual,

be settled dlrectly between the dat




‘Access Begulations

The probTems of who ghould be nerm1tted to 1ook
through flles COﬂCePﬂlP“ 1nd1v1duals dﬂd whether datg

saould b@ avallable for Durposes other than those implied

at’ the tlme of collectlon are both important and complex,
,and any decisions on fhe access problem enacted into legis..
latlon may ea511y bear the scars of innumerable interest

proup clashes, Some general recommeqdatlons can be nade,

hoeverg

Fifst as mentioned in the sectlon on inaccupauleo

the 1nd1v1dua1 should generally have access to higz own file,

_Secdﬂd, guidel ines w111 have to be established con;
Icérning'the ése of'collectedﬂinformation for purposes other
than those implied in the-doiiection‘process. A required
contractua1 note at the emd of each questlonnalrﬂ or other
- data collecfwng mode asklng the informant whether he Will
permit the dl%uemlnatlon of his 1nformatlon for purpose
other than those 1mp11ed in the data collectzon would
help solve this dilemma withont arbltrarllyldenying entire
classes of information seekers access to personal data files
or allowing %heldata Storer fairly unlimited distribution

of information, Concomitant'with such a policyimight be
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a sensitiviby classification for volunteered data to

pestrict access to certain groups. or personsg having

cerﬁéiﬁ'access qualif ications, together with a policy

ofiprbviding'a note on how much of an individual's dos-

ﬁier has not been released in each peﬁéﬁt-ta_information
 seekers, Nor-volunteered data could be required to have

a predetérmiﬂedTséﬁsitiﬁity clagsification., Such a

seﬂéitiﬁity ciaSéification system would be used only for

_@atafoffé:pefSQnal nature. A suggested system follows.

only for the purposs implied in the ‘
eoilection (individuals desciribéd have access
if purpose involves external access)

internal use only

¥

Sensitivity 1

Sensitivity 2

listed nses only (individuals. deseribed

Sensitivity 3.
: have .access)

open for vakious usSes at the data
collector's option (individuals des-
cribed have access bafore external
use is made) '

Sengitivity b

Sensitivity 5 ayailable to, the public

Data transfered to another data tolder under Sensitivity -
. 3_01a€sificati0n onid-not'be transfered unless the second
‘dats holder agréed to abide by the classification's restric-

tions;




Tnird, a sense of strict security-mindedness should

be instilled iﬁ.data centers holdinélperSonal data. Here
is where lieeneing could have a strong influence, if a pre-
requisite fer.provisiongorgrenewal of the license is ad.
hereﬂce to a. set of strict Securlty measurva; including
hardware. and seftwere”ehecks agslinst elecuronlc espionage

and accidental dumping of data, and personnel checks to.

insure against leaks and carelessness, Professionalization

of “the imﬂormatiOQQretrieﬁers snould be encouraged, perhaps
byﬂlicensing_Key:positions,_and penalties for leaking

information should be severe.

The compiete congiderations and'precticalities
of national privacy 1egislation are overwhelming for a

study of this,leﬁgth. For some years now the Congress has

been investigating the nroblem of massive data storage and

its retrieval and accuracy. The problem}is largely a

politigal one now, for the 1nformatloﬂ neaded to synm

”th§M§1ze natlonal eomprehen51ve 1eglslatlop 1s already..

aVallable 1n thoueaﬂds of pages of Congre851onal hoar1ngs¢

Prlvacj simply is not a sufficiently burnlng igsue at this

time and resistanee to key aspects of any comprehensive bill

will be strong. Nevertheless, what is needed 1is a compre-

hensive proposal to work omn,
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To develop comprehensive national legislation, a
task Force should be-appointed and given a date to have
a proposal ready"byc In addition to proposinp Congressional
authorlzatlon Oi prlvaey regulatlons, the task force should
L also be dlrected to draw up a proposal for a new federal

 agency_to_actua11y regulate the data storers.

i

A New Federal Agency

| The'Federal Privacy Agency's authorizatiOn should
'charge the agéncy with specific 1mplementat10n of the |
privacv leglslatlon and its gu1dellnes, arbitration of -data
accuracy disputes (pages 13a, 13D, 130), licensing of inter-
state persbhal data networks whlch allow external accesc +to
_théir files (page 15), and s plann;ng functlon and the

ability to adapt regulations to meet new situations,

Its compoSitiOn would h&?é”to-ihclude data specialists,

_1awvers and prof6551onal arbltrators The agency should have
an executlve board to ‘determine pOllCY with members to be
_éppointéd'by'thé President and ratified‘by Congress., This
board should be compogsed so as to pr0v1de representation

t0 botq the data holders and private citizene and each members
anould serve a two year term, half to be appointed each year,
The gize of this board should be determjred by the task force

keeplng in mlﬂd the need% of adequate. renreqentatlon and
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efficienoyo

- The a eﬂcy is not eﬂVISioned as a large one; rather
much of 1ts effect should be felt 1nd1rect1v-as most disputes
hopefullv w111 not come to 1ts atteqflop For the licensing
funot*on, spoth inspectlons w111-be~made, but not extensively.
Part of the inspections will 1nclude an’ attempt to obtaln

some of the stored data, thus testing the safeguards,

Any disputes between: the agency and those ‘1t 1is
éttempting to regulate shall be settled through the courts,
with court injunctions available to enforce temporary cease

and desist action until the issue can be settled.

anuuaee
Thepcost for this agency should not exceed $10 mil~

lion {based upon 400 employees, including staff, at an
~ average sxpenditure of $25,000 per employee}, The task
force may find this figure inadequate to the nsed, but more

likely will find the financilal needs of the agency well within

“this fiwur’"e"','"""””()f more significance will be. the cost ____j._rlcu-z"red -

by obeying federal regulatlons to the data °+crave Jndust“y
as a whole, Thig cost will be appreciable, but has been .
minimized wﬁere possible {intﬁhe casé of accuracy checke,

- relying upon the 1nd1v1dua1 to activély correct his files
saves T much 1ndugtry expeﬂae and the Lhree softwawe regulatory

rmcommenda+'onq made by Sueve Capuanc in his Daper ‘on computer
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technology and safeguards are both efficient and effective).
Much of . the cost of data protection and accuracy will be ab-
sorbed by the conbinuing increase in storage efficiency -

brought abdut_by.computer_hardware and software evolution,

|
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The advantagefof ueing a new. agency would be te
ensure primary responsibility and capablility over privacy
protection and to attempt to build in independence of the
interest groups it will affect The latter eroblem has
distorted the protective effectiveness for the consumer of
several federel agencies in the past, and a privacy agency
iﬁelined to favor the informetion storers would do serious
harm tc what remaing of American privacy.through dragging
its feet while_purport;ng to be taking adequate care of
the individual’e privacy rights, Senator Ervin of North
Carolina was optimistic on the topic of a new agency in his
speech at the Wharton School of Pinance in 1969:

I believe we have lsarned enough over the

- past 50 yeéars about the design sad operations
_ and problems of regulatory agencies to enable
wE T orus tho eregtéoone which has built-in protec-

tions to assure that it serves the interests

of the individual citizen and not solely'thfge

of the industry it is supposed to regulete,

_The new agency would have to have both the 1ﬂdepend_
ence aad the consumer responsiveness, the broadness of

aunthorization and the funding to.carry out the legis~

- lated regulations and react to continuing changes in

19;‘.‘111161", OQ_q_ citog D 2330




information storage hardware and software as well as
shifts in Americafl socliety's conception of a right of

privacy.

Gbnclﬁding?ﬁemarks

The thfeat to. percelved norms of privacy in the
Unlﬁed States is a serious and continuing one, - The trend
thzf society is movlng in is unmistakably towards an ultra-
dossieréd soéiety;jwhere-the files on each individual are
both extens;ve and multipurpose, Self-regulation and the
disdrete.appfééchés'juqigial'decisidns_and’1egiélative
regulations have followed in the past leave too'many\loOp;_
holes-and'g:e* sreas in a right of privacy which has oﬁly_
partial definition, Hardware and software innovations
continue to permit ever-increasingly effioieht,gnd_éffective
‘storage and retrieval-system_cgpabilitiés to develop, while
security, 1egitimaté aécess fegulations and inaccuracy
checks ranpe widely in effectlvemess and pfOtPthon for.
.the 1ndiv1daa1 described in bthe lees.m Without a oomprea'”
hensive approach to the probiem, the right of privacy will
continue to ve eroded. It is hoped that with the establish-
ment of a requatory agency w1th definitlve COH?PBSSlOﬂ&l
authorization and directlon, 1pdiv1duals may recelive a
clear and protected definition of.the rlght-of privacy

and its boundaries in American societly,
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