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sociéty agrees unanimeously that pr
fimportance. Both modern experimental psychology and the
. traditional image of man in the West agre
- 'psychologica
i epreativity;

;

!, crowding on ra . ‘
' world population and +he trend toward urbanization.

ipn both these areas ‘would certainly be beneficial.
. sestern conception ©
L of the individualj i¥ this image is to be ratained, if we are
. ot to move beyend freedom and dignity, priv

n safeguarded.

Cequallity juskice, toleraticdn,
-about privacy. This iseertainly understandable, for only in the
wpresent age has
. scalé.

“political values, £.G.,
has been written. ~And, at Teast in its exagerated forms, privacy

" is ot. odds with Some traditional pelitical valuas, €.G.y

o[t and -attempts to achieve equality, justice, or orders.
£ ig to say that, whereas the Conference unanimously ragards' privacy
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rthe Conference on the Boundaries af Privacy! in American
ivacy, is, & value of fundamental

‘ e on this point.
1 studies suggest that privacy is essential for
tests which invegtigate rhe effects of physical

s have alarming implications for the acceleratind
More studies

The traditional
£ man hos laid great emphasis on the warth

acy must be vigilantly.

Compared +o more traditional sowial values~—sucﬁ as liberty,
and orderw-iittle has been written

it become passible to destroy privacy on a mass

On the other hand, privacy i3 certajinly part of other
liberty and toleration, about which much

community -
All this

as a value of very great importance, we regard it as one inportant

value among many. .

At the present time, however, wa sense A great threat o

" privagy in modarn America; we all believe that privacy is too .
‘ often sacrificed to ofher wvalues; we a1l .believe ‘that the threat -

to privacy is steadily and -rapidly mounting; we all believe that
‘action must be taken on many fronts noy-to preserve privacy. )

privacy and Social dervices

' The vast incréase in soeial -gservices provided by the Federal
(and state) governments since the Great pppression has necessitated
se in the amount of informatioh colleated

| about the citizens. Although the motlves of those who collect

this information are almeost always benevolent, the possibility

of abuses exists; indeed there ig a lengthy histoxry of such abusat.
The decennial census, for example, to which the citizen is "
requited by law to respond, has inecluded some gquestions. which

"unjustifiably invaded the citlzen's privacy. . ¥n addition, census

' iy used and has

i infarmakion, once collected, has been impropexr

£ syven. on occasion been distributed teo industry. we recommend
o that: Congress curb these akuses by taking the £following steps:
g 1. Congress should clearly specify the areas in which the citizen
i may be cuestioned and reguired to respond; 2e

b ipeluded on the form should be clearly labeled optieonalj
census bureau should not be allowed to report infermation on

all other quastions
3. the

particular individuals to anyone; 4., Congress should prohibit

f. ‘the census bureau from reporting any information o inuustoy
" which is.not available to the public. o ‘
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Home VlBiLatlQns by shoial Lorkars haove sometimaes been abused
» by'federel agencies. “ie rpcommand that the law spacify the
- number, length, hour, and frequency of permissible visits and the
B amdunt of prioe notificatipn due the person visited. Home
i ingpections for the enforcement of federal health, fire, and
G puilding codes have also led to abuses. The Bupreme Court hes
¥ ruled that these adiministrative searches are ﬂireteeted by the
gueranteee of the Fourth Amendment. Camara v. Muniecipal Court, 387
U.8. 523 (1967), We, therbfore, believe the judlciary sheuld
rx'be entruetnd with preventihg abugses of this nature.

We recommend the creation of a three-~man Federal Privacy

[ ombudsman to l. hear citizen cemplaints about all invasions of

" privacy hy agencies of the government not concerned with either the
prevention of crime or matters of national security, 2. to watch out
E# for: invasions of privacy by the aforementioned agencies, 3. to inform
.ﬂhfthe,respen51b1e agencies of its findings and recommendations, 4.

Fi: Lo publiclze its findings.:

SR B 5 o1 addltnon, we propcasae that many of the regulations

- contained in louse of Representetlves Bill 9527 be enzcted. These
v regulations, which again ohply only to those agencies not con-
carned with .aeither prevent&en of crime or itatters of national
security, include the following: l. any individual on whowm a
personal dossier is mgintained must b2 so notified; 2. the

information contained must not be diselosed without thne individual's
consent unless the law expressly permits or regquires digalosure;

3. vexcept ag provided by law, the individual must be allowed to
‘request a copy of his file; 4. the individual must be allowed to add
makterial to his £file in order to refute a2llegedly arronecus or mis-
leading information; 5. a Jist of those persons inspecting a given
file and their reasons for' 1nspeeting it must be melntalned.

: Fanellv, we propose the establishment of an efficient Federal
'$tetiet1es Office o hendle all interagency transfers of statisties.
((Again we exempt those aQEQCies which deal with crime or the national
security.) This office wilil insure that bulk statistics rather than
persanal dossiers are transfarad, In additioh, we believe the
uniformity .and eentralizatxen inherent in this approach will nok
i only contribute to governmént efficisancy but w111 makea it easmer to
epet and eliminate 1nvaeions of prmvaey.

privagy .and the Computer

The cybernetle revolution has greatly magnified the threat :
to privacy today. Computers have made it possible to store
vast amounts of Information in a reletlvely small  =spcce and to
, retrieve desired pieces of  stored information quickly. The
potential for invasions of iprivacy through +the use of cowputers:
is growing rapidly; more eemputere ara instilled, eceh year; more
tasks are turned over (o computers; and most iuwportoint, computer
'systems are rapidly becoming eentrelized Centralisation, the
‘creation of vast computer networks, opens the possibility of

beinging together an gnoermous amount of mnfermatien about every
@aeet of an inelviduel s life.



11/02¢200 : -Z258-
o { ‘5 pe: 28 6@3-238-3389 PRINGETON MUDD LIE. FAGE B83/83
"’3:’" ' . "III;'I' : '
! o 1i ) R
. ] .
¥ Ve believe khe polkential for invasiong of privacy through .
_ghhe use of computers is 0 great thzit all private computer Vet
eystems - should be licensed by the federul government. e S et
finrovose the creation of a fedevcl regulatory agency to supervisq[;f'in'
Mthe licensing of systems and the enforgement of all federald - AR M
egulitiona. e suggest the agéncy be staffed by, career civil R
servants: and that they be appointed to serve fixéﬁ tarms. Ik o
48 our hope that these maasureas would greatly hinder undue T Ll B
nfluence, by interest groups. Any suspension of a license by CotL e B
Fhe agency could be appealed teia District Court. ) ‘

—————

s to enact requirements in the following K
eas for the issuance of an operabting license: the nature and purpose! .
tof the system, the ciass of customere it will serve, the data sourees’ . -
wipon which it will draw, the checks ta be established te validate e
nformation fed into the systemy and the tests to be performed on the" ..’
ystam te assure that it operates properly. Congress should also = .
equire .that every computer have the following physical safeguards to':
revent :illicit ebtainment of iBformations partitioning of memory . -
anks, simple encryption codes, and real-time monitering and random .o
ouditing of the security system. 1In additien, we propose that a T
nission be set up within thq‘regulatéry agency to conduct research ool
.centralization trends, technoleogical safeguards, and the potential = -
ffect of .future computer systams on information storage. _ et

¥ (e also urge Congres

i b .
we ‘suggest tbaﬁffhe Congreés'also'pharge the Fedaral Privacy ™. 0 - |
Mbudsman with examining the computer systems of the federal Ll :
foovernment with and eye to the eriteria mentioned above wiln A
Ertegard to private computers. ' We recpamend that the state W
governments use the Federal regulations as guidelines in evalua=
ting theliz own comnuier systems and that each state governnent . .
treate.an approvriate board to police iks own computer Systems. . Ny o

4

hﬁd-vghfecommend that Congress provide financial incentives for the states
to follow this suggestion. r ~ e e

]
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: Privacy and Security L
It is indisputably legitimate for the gevarnment to ﬂttempt:lfauf-“
to prevent crime and subversion or, once they have occurred, I
Bt arprehend’ and punish those responsible. But we are convinced, 70
thet in: recent years govarnnent has often used inproper means T

tp‘gathar'infcrmatinn about individuals who posed no threat v
@ither to their governaant or to their fellow ¢itizens. Many
ﬁf.the-rcaearch mapers submitied oYy members of the confarence e
feovide ample documentation For this point. Gl
., Most of the problem in this area involves surveillance by ~~lesd .
¢ federal government of parsons it believes to be subversive. B
n general, this in the proviice of ithe faderal .Yureau of
nvestigation and it i5 conpletely improper for &he Central )
ntelligence sgency to enter the field as it has m.parently done o
i recent ‘years. It is alse guite wrong for military intelligence .= '
ko get deeply involved in domestic surveillance. The srmy - conw
‘hegan widespread domestic surveillance in the 19&80's 0 A
id in quelling -eivil disturbances. AS racial disturbances .
fit:ave. way to antiwar protest in the late 19G01's tha Army begun

vgathering information on a larga group of americans including -

r et . e e e
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both out-and-out revoutticnﬂriea and mild Sissenters on the
war in Vietnam. It is our airenq coaviction that domestlc
surveillance by bthe militars, if i4 iz ko exist at all, must
we tied closely n time, leonsion, and scopegto the strong

T T T T e

i possikility tha .nildtary units mée have to oe used .. o
to quell @ dist oance. This is - altkedly a vague prescription,
but in an araa secretive ; and grasitive as this, it is '

J.‘ inadvis able-—inceed impossible--to attempt -to draw up clear
' regulations which must always apply.

N

'e think & wiser pohic& js for Congress to et up a Joint
Congressional Committee on nomestic Yurveillance by the Federal
Governmnent, This committes could prevent domestic supveillance
by the C.T.0- and supervia&?domestia surveillance by rhe military
znd the separution of sxmy intelligence Files from Ay security
plearance ‘Files. sach house should slect three manbers, one .
of which should bz Frem the Commities on srmed Services and

two from the Committes ori. the Judiclary. ‘ ’

. while it is e¢learly tHe responsibility of the Fuid.1. L0

investigote internsl subversion, it 18 the consensus of the

ronference that tha Patiedls has intErprEtEdgiﬂtErhﬂl subversion
oo hraadly in recent y&arSs Tt is ouxr hope +hat a ooink ¢
Congressional Committes on Jonestic Surveillance by the Federal
Government would bz shle to restzxain the F.n.I. from

. commiting similar abuses i# the future.

We feel it is unjust for minors to be included in the

. same criminal files with afdults. and for the records of all
. - those arrested or irdicted not to mention <hat the apcused was
- ' paver convicted; ' ws believe these practices nust be stopped.
Also, records of juvenile WQlinmuants should be Gestroyed if
their records remptn clear o8 Five YyearSs -

' i

o of the principal means of government surveillance
arewiretapping ant 21lactronic envesdropping. Since theair
inceptieon,; both thase protedures havae had.a long and stormy
histery in the courts. In Katz v. Ueaeg 339 Uade 450 (1967)
- the Suprene fourt held dhat wirtepaping and eavesdropping
k. are constitutional under tgpecific conditions and ciramistances,”
’ where prodable cuuse is denoRstrated, and where a warrant i8 .
ohtained." Katz provided rhe consitutional £ranework for the
Federal Omnibus Crine conkrol and 3afe ctreats Acts of 1068,
Titlz'III'of.tb&'abt'aacmmplished o broad goals: l. it
prohibited viretapping and electronic asavesaropping RY
privete cigizens; &s it specified how and in what clrounstances
1aw enforcement foiﬁial% mould wiretap and aavesdrop. -we

T e

palisve that Title 111 4 ssgentially correci in its avproach
- to. the raqgilation of wirdrapping and eavesdropping,‘but we

would suggest the following modifications!:

o p-ph Pe e Dpaceay Sehblat N
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B le State standards shoulid not be nmore wermissive than:

¥ Federal standacds. heraas ithe offenses for which Ffederal

£ officials may wenduct surveillaonce are!enumerated, the

B stutes are peraittéed to conduct surveililance for any ' "

B crine "dangerous to 1ife, limb, or property or '

‘B punishible by imprisonment for moze than one year.!

g&: The upshot is that states way wiretap and eavesdrop in

& . investigation of almost any crime. Le suguest the

‘B offenses fTor which the states may engage in suybwveillance

" nlso bhe listed., ' » ¢ :
Title TII allows the states to obtain warrants to

conduct electronic surveillance from "a judge of any

court of genersl &ériminel jupisdiction’of a state wiano

ig autherized by a stakute of that state.” This rule

7B is oo breoacd; only gkate superior couftT judges should .

B be go empowmred. Likewise, the categoiy of those officers :

'l allowed to conduct surveillance is too|wide. The law

i presently allows "any investigative ox’law enforcement

" officar of the state or political subdivision thereof!

 to wiretap and eavesdrop. Ve recommend that only a

specialized corps of offigers ke grantéd this authority.

b

)

2, “"Copsent suiveillance’ should be regulated by & uniiorm o .
federal 'standard, but Title 1IT leaves: "gonsent PR

surveillatca® unregqulated. o . )
« The 'emergency suthority" to intercept communications v
! should be conbLraciew. Officials should begin to seek ‘
“a.warrent while, not after, the eguipmgnt iS5 putb in
. place, The 43 hour period of grace may well be too
% Jong; studies should be conducted to ste if it could

‘. ba shortenad. b

24, The interception of privileged communlcation; 2.9., lawyer—client,
- ‘dockor-patient, should be prohibited, :

\The present 30 day limit Ffer supveillance. should be, reduced,

- : f |
ij'Fedexal Court of Warrants should beicreaﬁed to issue
.warrants for elegtronic surveillance in a3ll cases
involving the natienal security. It i? net yet perfectly
7. €lear what the powdss of the President and "the Attorney
LGenerel are in national security cases) but in the
pending wmich-lladendon case, the government iz centendidng
thet in these cases the President and Attorney Ganarasl
'ghould have {hi2 power to decide what consitutes .robable
cause for initiating suxrveillance. Refognizing both
rifkhat the uswal procedures may be inappropriate in cases
s involving the national security wnd thot the system
“iproposed by the government is highly siisceptible to n
foabuses, we proposa that a Federal Courd of wWanrants - .

s Et o

o o i T e s
=== Fl

_be created solely for the purpose of hearing these cases.

b.‘l
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The members of this court would.be appointed in the same way as are other
‘mambers of the federal judic.ary.

Laws ccnaerhing Humosaxuality

The Conference voted Lo recommend ' that the gurrent sodany laws
. be changed. The Conference believes that ne private sexual act
between consenting adults should be forbidden. OFf course, acts of a
coercive nature, acts invelving minors, and acts whicli offend public
decency should still be bannnrd. Discrimination against homosexuals in
hirihg should be forbidden. . . " o

Erivagy and _ Jhe Frivate Sector
Only rege &1y has the 1@31& of invasions o privacry by

| private Firms received much public attention, and even today
relatively 1littls has bzen vibitien on the subject. kembers

" problem: the consumer reporting industry, physical and |, " .l

C psychological surveillsnce, and invisions of privacy by tchae
Ccommunications industry.

There are basically twa ty,es of private oprganizations ,
which gathzr data on private citizens: credit bureaus and ’
;1nvestiﬂative reporting agercles, Credit bureausg have grown . . "

" fo immeanse sizes and show all signs of eontinuing to grow; i )
‘by 1807, TRW had f£iles on ot lesst 27 million parsons.
Portunhtely these bureaus collect only hard data, €.9s5)

vital statistics employncnt records, data from the public
" record, and cradmt recordsa.’; Although we recognize tha

wotential for sbhuses hy theqw bureaus, we bealieve that on the

whele they per:orn e valuable public sarvice,and we do not
. recomiend &ny suk géantial neM regulation of them nowa.

_ The investigztive reoor&mng agencles are another story.
They deal largely in ﬂnmormaimbnam personal habits,; €.g.v,

. health hmatary, rEputaLion, anm interests. Their sources of

information, wiich include neighbors, friends, and enaemies of the
subject, are notoriously unrgliabla. Furthecmere. thelr . '

' 1nvestigators are often poorly traingd, eoverworked, and under

pressure to discﬂ"er dercgatory information.

We propeose the following measures to prevént invasions, of
privacy by private consumer teporting agsncies: 1. only- "hawrd,"
factual wverifichle datd anﬂuﬂd he collected; 2. only autharltative
sourees, such 28 amplsyers, doctors, and public recor<s should
be consulied ko owtaininformation; 3. only “relevant :
information should be collecied; 4. the guzlified privilege

Cagainst libel’ vnd defamation suits now granLea to consumer
 reporting agencies should be»reﬁclnd@d.

Private aleckronic sUurvélllance h%ﬁ DEcone Common 1n

‘almost all areas »f wod-hrn life in America despite the factthat

Congress forbade “the manufacure, distribution, possassion, or
advertising ¥of .any bugging npv1ce with the knowledge thut the

.device would be sent throu"n the mail or transported in inter-

state or forelign commarce, " |This law has been very poorly
enforcad; we recommend tricL enforcenent. furthermore, we

o
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suggest that all states ban the intrastate manufacture, distributien,
possession, or advertising of bugging devices. .
! 1 .
The usé of polygraph testing is’ a potential danger te privacy; the te
itself is sound, but the examiners are often poofly trained. e
propose in this regard that l. all states permit the use of the.'ol raph
. besty 2, that all states license polygraph examiners and requirep YerEp
adeguate training as a precondition for certification, 3. that all
states prohibit. discrimination in hiring and dismissal on the bagis of
compliance with an employer's request to take a polygrdph tast, and
. that the profesgion of palvgraph examiners he encouraged to
-Gevelop a code of professional ethics. - -

The commeon usa of personality tests poses much greater problems.
Questions on these tests are often of a highly personal rature and ‘
include such topice ag religion, sexual dasires, and personal feelings
and relationships, Here not only are these who adwminister the test
aften "inadegquately trained, ‘but the validity of the test itself is
debatable. Our research also indicates that in almost all cases the
administration of these tests is not essential, We therefore recommend
the prohibition of tests which employ the type of .sensitive questions
mentienaed above except when administered by a proiessional psychelogist
(with an M.A. dégree) to a ¢hild .in a schoel, elinic, or heospital and
when parental permission has been obtained, ‘

Our Cenference is well aware of the great potential for invasions
- of privacy by the communicaticns lndusktiy, but we could not devise
i+ any means of eliminating or 'even substatially reducing that potential
i ‘without, at the same time, abridging freedom of the press. We submit
" then that the best approach . is self-regulation by the media and that
. because the media enjoys spdcial protecticn under the Constitution
. it must ftake upon itself ithe added responsibility teo be especially
wary of unjustifiably invading the privaty of individuals.

* ‘" ok o % * N

The erosion of privacy, unlike war, econemic bad times, ar ©

- domestic unrest, does not jump to the ¢itizen's attention and cry out

for action., But by the time privacy is seriously compromised it is

. too late to clamor for reform. We must begin now te preserve privacy,

and the firsét atep is for Amkricans to understand the threats to

privacy we now face.and the threats inherent in our technelogical

soclety, We hope that this report may contrilbute in its small way to

. the dntelligent debate on the problem of privacy which is now under

- way and which must precede any effective reform.
) . oo . . .,
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