rb; Insnectian Fram.
Re: (U)

b2

bTE

P

;K{ SAI kiscovered this matter on
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(u)  sa] | misunderstanding concerning the

18 _not acceptable, but understandable. He
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LEAD (8) :

:?Set?Lead 1: (Adm)

GENERAL COUNSEL

AT WASHINGTON, D.C.

Upon review of the attached EC, determine whether
the 'information is a reportable ICB violation. If it is
‘‘determined, a reportable IOB violation exists, prepare an
 appropr1ate letter and LHM from Assistant Director Lynn A. Hunt,

INSD and Chief Counsel Kenneth L. Wainstein, OGC, forwardlng
fmatter to the IOB.

'Set Lead 2: (Adm)

, DIRECTOR'S OFFICE

AT WASHINGTON D.C.

-

; }Si Attached EC is provided to OPR pursuant to the
~NFIP Manual, Part 1, Section 6-7.5. OPR is requested to review

"information to determlne whether disciplinary action is =
‘warranted.
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)8( SA discovered this matter on 09/23/2002. b6
b7C '

. (U) SA is a very productive agent. But his I
experlence in IT matters is limited. He o© rted working IT {
cases full time just after 09/11/2001. SA never received ;
formal training in IT matters, and has 1imi ith b2 |
assets. Further, ‘ b7E

“idn suppoxrt of the - urIng crIis cine b6

 [FomeTIIy,ImEre was a lack of :

ind SA of the requirement to  P7C°

(U) sa |

is not acceptable.  But it is understandable. He is now i

acu | Accordingly, the

SAC, l nds that no administrative action be b2
taken agains | ' : : : ' b6
- b7C
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‘the information is a reportable IOB violation.
‘determined, a reportable IOB violation exists,

appropriate letter and LHM from Assistant Director Lynn A. Hunt
JNSD. and Chief Counsel Kenneth L
4matter to the IOB.

NFIP Manual, Part 1, Section 6-7.5.

information to determlne whether disciplinary action is
warranted

. . . SMTl

- To:

To:° Director'g Office From: -Inspection '
'Re:- IR 11/01/2002 .~ b2
| LEAD(s) :

‘Set Lead 1: (Adm)

- GENERAL COUNSEL

AT WASHINGTON, D.C.

R Upon review of the attached EC, determlne whether
If it is
prepare an

Wainstein, OGC, forwarding

% _ Set Lead 2 . (Adm)

‘DIRECTOR'S QFFICE

T WASHINGTON, D.C.

=g Attached EC is provided to OPR pursuant to the
OPR is requested to review
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| To:° Inspection From: | » b
.Re:  (U) 10/703/72002"

b78

(U) On 06/30/2001, S

etired from the

FBI.

L )  on 10/22/2001, thd | !Division placed
this case ‘'in "Pending Inactive" st of the exigencies
of the PENTTBOMB 1nvestlgatlon No annual LHM was submitted for
'200F .

Yo _un on no/i1s/2002, SSA! refi m the
FBI. SA became th€ ACtIing "ortifff:ffj

11} On 08/20/2002, this case was reassigned to SA

consultation with the National Securlty Law Unit, Office of The

General Counsel, it was determined that this fallure to report
may be an IOB violation.

| Exg SAs |are accomplished,
productlve ents. placing this case in

"Pending Inactive" status obviated the need for an annual LHM.
Accordingly, noj itted for 2002.  But 1mportantly, the
file shows that conducted no active investigation in

this case after s placed in "Pending Inactive" status.
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3 ' 3 on 08/26/2002, S8 ecame supervisor
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December 3, 2002

BY COURIER

General Brent Scowcroft (USAF Retlred)
Chairman

Intelligence Oversight Board

101d Executive Office Building

Washington, D.C.

'bear General Scowcroft:

Enclosed for your information is a self-explanatory b2
letterhead memorandum (LHM), entitled “Intelligence Oversight b7E
Board (IOB) Matter, Division, I0B Matter 2002
() ;

This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern

FBI foreign counterintelligence and international terrorism

investigations. This matter has also been referred to our Office

of Professional Respons1b111ty for a determination of whether any
delnlstratlve action is warranted. (U)

{IDirector’s Office

| Wits ot ”
f
Enclosure . '
1. - Mr. Wainstein
l. - Mr. D’Amuro UNCLASSIFIED WHEN
i - : b2 DETACHED FROM
ly—rgzu_i;gp_égg_ b6 CLASSIFIED ENCLOSURE
.|| Dep. Dir. L - bTC
«|i Chief of Staff :
Oft. of Gen.
Counsel _
Asst. Dir.; .
Admin. Ser.
Crim.. liv.
1 cus
Finance
Info. Res.
Lab.
Nationai Sec.
OPR _ .
JOfY. of Public !
I & Cong. Afls. CALI TINFORMAT TON CONTATNED
‘| Training 'HEREIN - IS UNCLASSIFIED EXCEPT DATE: 02Z-21-2006
Off. of EEDA ___ |'RHERE SHOWN OTHERWISE

"CLASSIFIED BY 65178/DMH/VC

I . REASOM: 1.4 (C)

MAIL ROOM O DECLASSIFY ON: 02-21-2031
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hédditional

| General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require
information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Patrick W. Kelley
Deputy General Counsel

'NorE: |
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ALL INFORMATION CONTAINED
HERETN I8 UNCLASSIFIED EXCEFT
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DATE: 02-21-2006
CLASSIFIED BY 651793/DMH/VC
REASON: 1,4 (C)
DECLASSIFY ON: 02-21-2031
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Date: 10/17/2002

‘To: : Director's Office Attn: Robert J. Jordan,
' OPR, Rm. 7129
- General Counsel - Kenneth L. Wainstein,
National Security Law Unit,
Rm. 7975
 From: Inspection
‘ Inspectiop - Management IInit/Room 7837
Contact: C:3~
.Appfoved By: kﬂwﬂ /’d’“ i
. ; - b2 C’f.;;;
éDrafted By: vam b6 N eiaf(
;.Case ID #: QQ Eending) b7C y ,!f
_' b7E / AT S 5
"'Title: ‘
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sSS
g HDIVISION
TUB
2003 ] =

,Synopsis-

Request of the QOffice of the General Counsel

(OGC) to review the facts of a possible Intelligence Oversight

'Board (I0B) wiolation.

P

Der

-3 : o :
1

o

'/Pr r;lg*__;giiﬁmgglg_m%rked "Changed" to reflect inclusion
; F!lgyk: Title previocouslv carried as "SSA

,L.rms—mh TN .

‘Details:
. IOB vioclation:

permltted act1v1ty

IVISION;

OGC is requested to review the facts of a possible
Exceeding the autnorlzed scope of an otherw1se

o
&

Nov 2002
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DECLASSIEY ON: 02-21-2031 ;. yypopMaTION CONTAINED

HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHDWN OTHERWISE

%\Dovdldk \0\3\\01—’

bz

b7C
b7E




bl
b2
bé

- b7C

b7E

bl
b2
bé
b7cC
b7E

bl
b2
b7E

B

. To: ' Director's Qffice F

- Re: l )

i i

SEonef
om: Inspection
10/17/2002

v

b2

151

)xQI

ZN

1
. !
RS ;
it
N -
b ki
——

bl
b2

b7E

i




oS Dy n, e e

e

|

-

e

. {:._ L . A ——t T

B f‘-() S Q

j??o: ' Diregtor's Office rom: Inspection b2
‘Re: | I&J 10/17/2002

{ LEAD (s) :
'Set Lead 1: (Adm)
" GENERAL COUNSEL

i
AT WASHINGTON, D.C.

Upon review of the attached EC, determine whether
the information is a reportable IOB violation. If it is
. determined, a reportable IOB violation exists, prepare an
rappropriate letter and LHM from Assistant Director Lynn A. Hunt,
INSD and Chief Counsel Kenneth L. Wainstein, OGC, forwarding
matter to the IOB.

?set Lead 2: (Adm)
} . DIRECTOR'S OFFICE

AT WASHINGTON, D.C.

o ' }X@ Attached EC is provided to OPR pursuant to the
:NFIP Manua Part 1, Section 6-7.5. OPR is requested to review
.information to determlne whether disciplinary action is
A‘warranted
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CD-1D, Room 4230

From: Counterintelligence Division
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S INSPeCTIon Management Unit |
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National Security Law Unit
Room 7975

Contact: SSA
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{Precedence:’ ROUTINE Date: 11/04/2002
To: Inspection Attn: n ction Management Unit
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:' b7C - '
Director’s Office Attn: Office of Professional
P : Responsibility

: From: General Counsel

‘National Security Affairs Bxanah/Rasm 7074 b2
Contact: Marion E. Bowman, -
C/
Approved By: _Rowman Marion E —
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brafted By: b2
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: Case ID #: )ﬁ? b7c !ﬂ CAETTE S
Title: (X) CHANGED ¥~ . o
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Synopsis: %Sy It is the opinion cf the Office of the General

Counsel (OGC) that this matter need not be reported to the
Intelligence Oversight Board (IOB).

Reference: }§)

Administrative: (U) This communication contains one or more :
footnotes. To read the footnotes, download and print the ' : :
document in WordPerfect 6.1. l{"’ C%‘?’
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TO: Inspectidn From: General Counsel b2
Re: &) , 11/04/02

Details: (U) Referenced communicatio om INSD to OGC, dated
10/17/02 (initially numbered “IOB 2003 |, requested that OGC
review the facts of the captione< — anis docdeloccomsinin
warrants reporting to the TOB

! | Our analysis follows.

X
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b2

b2
b3
bé

b7E

b5

L ! See also EC from Coun jon (CD) t and
07/02 and titled “SSA (51c), SA
ivision[;] IOB” (her BEC")
2

(U) Referenced EC.

3

(U) Referenced EC; CD EC.
4
. (U) CD EC.

(U) See referenced EC; CD EC.
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; To: :Inspection From: General Counsel ‘

Re: - I&] , 11/04/02

b2

3 ' - (U) INSD’s request for our opinion indicates that :
: : b2
'b5

| BTE

Based upon this perception or
the Taw applicable, _we were asked whether the error attributed to
the CDC amounted to which must be
reported to the IOBR%:

(U) With regard to the necessity to report
intelligence collection errors to the IOB, Section 2.4 of
Executive Order (E.0.) 12863, dated 09/13/1993 mandates that
Inspectors General and General Counsel of the Intelligence
Community components (in the FBI, the Assistant Director, INSD,
and the General Counsel, OGC, respectively) report to the IOB all
information “concerning intelligence activities that they have
reason to believe may be unlawful, unauthorized, or contrary to
Executive order or Presidential directive.” This language was
hdopted verbatim from E.O. 12334, dated 12/04/1981, when the IOB
ras known as the President's Intelligence Oversight Board.

. 6 g&% We assume that INSD’s conclusion is based on the “facts” and
¢ircumstafices described to INSD by the Counterterrorism Division in the
éforementioned EC. As discussed here, we do not concur in CD’s conclusion
with regard to the law applicable in this instance.
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(U) A copy of our opinion should be retained in the
~case file for review by Counsel to the IOB,
additional action is required.

if desired.
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' ' Re: Y& , 11/04/02
) X . b2
ﬁ Lead (s) :
{ Set Lead 1:
1 INSPECTION DIVISION
p AT WASHINGTON, DC
B
N (U) For action consistent with our opinion.
; Set Lead 2:
% , , DIRECTOR’S OFFICE
E] ‘ ' AT OPR FO, DC
i ! v (U). Read and clear.
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FEDERAL BUREAU OF INVESTIGATION

[Precedence: ROUTINE | | Date: 10/23/2002
To: Director's Office Atth: Robert J. Jordan,
. , OPR, Rm. 7129

‘General Counsel _ Kenneth L. Wainstein,

Ny ' , ‘ ‘Rm. 7975
From: Inspection

Inspection__mmemnnk Iinit tPocem 2927
f: i Contact:

bpproved By: ﬂd/hjd (::[\

Drafted By: Pbam b2 el

[ ] bé ; .’% 1i:;25"4’(
;C_jase ID #: ) e-ndlng) b7C | _/”4:"‘/ 154 .

I . )

Title: }ﬁ( SSAI Lw A b7E f‘é

HOGC) to review the facts of a poss1b1e Intelllgence Oversight
Board‘(IOB) violation.

: ><) | . ived From 3

Decl i 1

feferEnce: Y&{ 278-H0-C1229736-VIO Serial 35

Detalls. - OGC is requested to review the facts of a possible
IOB violatdo Exceeding the authorized duration of a valid
Forelgn Intelllgence Surveillance Court (FISC) order.

i

i p]

Qe : DATE: 02-21-2006
. . ’ CLABSIFIED RY 6517/DMH/VC
;®W¢\wﬁ“' ' : v :

: L REASON: 1.4 (C D)
Yo - ™ ‘:’, \\).
* _ ALL INFORMATIO® _
HEREIN I8 UNC EXCEDT .-

DECLASSIFY ON: 02-21-2031

Y R R R TR Y h&m i 3 i b Bk 0 A v T A e Tt ka1
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To: Diregtor's Qffice  From: Inspection

Re: :5%[ 16/23/2002

b2
LEAD (s) :

Set Lead 1: (Adm)

'GENERAL COUNSEL

AT WASHINGTON, D.C.

Upon review of the attached EC, determine whether

lthe informatidn is a reportable IOB violation. If it is

determined, a reportable IOB violation exists, prepare an
appropriate letter and LHM from Assistant Director Lynn A. Hunt,
INSD .and Chief Counsel Kenneth L. Wainstein, OGC, forwarding

‘matter to the IOB.

Set Lead 2: (Adm)

DIRECTOR'S QOFFICE

AT WASHINGTON, D.C.

»%] Attached EC is provided to OPR pursuant to the -

INFIP Manual, Part 1, Section 6-7.5. OPR isvrequested to review

information to determine whether disciplinary action is
warranted.
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FEDERAL BUREAU OF INVESTIGATION
] P § ;
o : |
Precedence: PRIORITY Date: 10/16/2002 l
To: ‘Inépection ) Attn: IMU_Room 7837 b6 :
a . . SSA| !
' . b7C ;
General Counsel - NSLU, Room 7975 ,
: i
From: q ‘ , g
; ' Contact: SSA ’
Abproved By: % ' ' ) i
) 'E, b2 |
Drafted By: :rd b6 . |
Case ID #: (U) _278-HQ-C1229736-VIO  (Pending)~ 25 |
. ' (U) 66-4183 (Closed) . bIE i
. ! ) X P 4 .
s . I
?:u:.le, (U) | ssal ‘I /4/.7,,71 p |
/L V15 olUIN I ‘
. =T= |
| | K063 | ' |
Synopsis: (U) Reporting of Division IOB wviolation which |
_occurred on 10/9/02 and was covered on 10/10/02  dinvalvins b2
_BTE
3 fio .
i bl
I Decl On X1 b2
Reference: (U) 278-HQ-C1229736 Serial 1347 be
- b7A
> b7C
b7E
i
'. SECRET
» ? o+ A o7el_
Jolxtio ,"’MM
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To: Inspection From:
Re: :(U) 278-HQ-C12297

Q— ~ 10/16/2002 b2
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1To:
‘Re:

L

Inspection From:

(U)

278-HQ-C1229736-VIO, “0/16/2002 b2

b7E




To: -Inspection From: E;:;;;;]

Re: ' (U) . 278-HQ-C1229736-VIU, 10/16/2002
b2

b7E

|LEAD (s) :
ISet Lead 1: (Adm)

ALL RECEIVING OFFICES

(U) Read and clear.
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FEDERAL BUREAU OF INVESTIGATION

' P_recedcnce: ROUTINE Date: 10/28/2002
To: Inspection - Attn: 1 i ement Unit
eneral Counsel NSLU
v Director's Office

ﬁrO%LE‘[ | O

Contact: S o /"N . ,
Approved By: b6 } /é / )
' b7C ) f i '
"/{A ,5‘“/ o gﬂ/%
b7E !& o ?
Drafted By: £ P

Case ID #: (U)278-HO-C1 229726/‘615

b2

Title: (U) INTELLIGENCE OVERSIGHT
. BOARD (IOB) MATTERS

Synopsis: (U) To advise receiving offices of a possible violation of the Intelligence Oversight
Board.

b1 , :
b2 5 %) Derived From+G-3
b6 : Declagsi : X1

b7C 4 T~

b7E

I b1

1 e2 X

bé

b7c

DAPE: 02-21-2006

$3IFIED BY 65179/DMH/VC
RERSON: 1.4 (C D)
DERLASSIFY ON: 02-21-2031
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Ced .
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_
1"1'0: ‘Inspection From:
{Re -(U) 278-HQ-C122973F,

/2002 b2
b7E

10/

L (U) The case agent in this matter was M — [(retired), and the
.isupervisor at the time of this violation was SSA [SSH transferred from
the Division on August 24, 2001. \
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bad

'LEAD(s):
Set Lead 1: (Adm)

(U) Read and clear.

To: Inspection From:l '
Re: :(U) 278~HQ-C1229 ' /2002

ALL RECEIVING OFFICES
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! FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 12/20/2000
To: Inspection Attn: ion Ma m Unit b6

b7C

Director's Office Attn: Office of Professional b6
‘ Responsibility : bIC

Counterterrorism AttnzngC 1TOS

l%;om: General Counsel IC)—%’ M L“ﬁ({ &Ilé;,z

National Security Affalrs/Room Tif:::

Contact: Marion E. Bowman, Ext.

Approved By: _Bowmap Marion E_ ' ' %%)

S b2
Dtafted By: b6

b7¢C

Case ID #: J€) 278-HQ- c12%§23§;er”“ﬁ/ -

Title: (U)  Ssal

- ' CE“@VERSIGHT BOARD (I0B)

MATTER“@oFo Pt

v gy DA T

SYnopsis. )4@ it is the opinion of the Office of General
Counsel (OGC) that this matter must be reported to the
Intelllgence Oversight Board (IOB) and to the Office of
Profe931ona1 Responsibility (OPR), FBIHQ. OGC will prepare a
cover letter and a letterhead memorandum for the General Counsel
and the Assistant Director, Inspection Division, to report this
matter to the IOB. Submission of this matter to the OPR is a

matter within the cognizance of the Inspection Management Unit
(IMU)

i.j><)

Clas
Reason

I7&-HQ-CiragT3 -2

:Zf:= ?>-9€<;>—4:> - ESLJG§ SJ. «ACZ?Q;}]ﬁ?W
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To: Ingpection From: General Counsel
Re: 278-HQ~C1229736-2; 12/20/2000

Reference: Kx{ 278-HQ-C1229736-2

Admlnlstratlve. (U) This communication contains one or more

footnotes. To read the footnotes, download and print the
document in WordPerfect 6.1.

Qetalls. (U) Referenced communication from the Inspection
DlVlSlon (INSD) to OGC, dated 12/14/00, requested that OGC
rev1ew the facts of the captioned matter and determine whether

1t warrants reporting to the IOB. In our opinion, it does.
Our analysis follows.!

X




To: Inspection From: General Counsel
Re: X8 278-HQ-C1229736-2, 12/20/2000

bl

b2

: (U) Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
QOunsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectlvely) report to the IOB "concerning 1nte1119ence
act1v1t1es that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive." This
language was adopted verbatim from E.O. 12334, dated 12/04/1981,

when the IOB was known as the President's Intelllgence Oversight

Board
¢ (v Id.
S o 1d.
¢ (u) Id.
T () Id.




N }
A M { A
1 :
s : ‘ (1l. _ “r)
. SESRET :

To: .Inspection From: General Counsel
Re : }s) 278-HQ-C1229736-2, 12/20/2000

i

i

(U) Title 18, United States Code, Section 2511 (2) (f)
states that the procedures contained in the Foreign Intelligence
§urve111ance Act (FISA) and Title III of the 1968 Omnibus Crime
€ontrol Act (as amended by the Electronic Communications Privacy
Act) "shall be the exclusive means by which electronic
surveillance . . . and the interception of domestic wire and oral
communications may be conducted." Additionally, Section 2.5 of
E 0. 12333 provides that, "[e]llectronic surveillance, as defined
1n the Forelgn Intelllgence Surveillance Act of 1978, shall be
conducted in accordance with that Act, as well as thls Order."
Under the pertinent FISA definition, the term electronic
eurvelllance means, "the acquisition by an electronic, mechanical,
or other surveillance device of the contents of any wire
communlcatlon to or from a person in the United States, without

the consent of any party thereto, if such acquisition occurs in
the Unlted States." 50-0.8.C. 8§ 1801 (f) (2).

] (U) Before issuing an electronic surveillance order
under  FISA, the FISC must find, among other things, that "each of
the facilities or places at Wthh the electronic surveillance is
dlrected ig being used, or is about to be used by a foreign power
or agent of a foreign power." 50 U.S.C. § 1805(a) (3)(B). The
FISC order must also specify "the nature and location of each of
the facilities or places at which the electronic surveillance
w1ll be directed." 50 U.S.C. § 1805(b) (1) (B). The legislative
hlstory of FISA reflects that these specific FISA requirements
Were "designed in light of the Fourth Amendment's requirements
that warrants describe with particularity and specificity the
person, place, and objects to be searched or seized." H Re

- . Pt. I, at 81 (1978),

(U) A search warrant meets the Fourth Amendment's
particularity requirement "if the description is such that the
%fficer with the search warrant can, with reasonable effort,
ascertaln and identify the place intended." Steele v. United
Statesi 267 U.S. 498, 503 (1925). The rationale for this
requirement is to assure that officers do not mistakenly search
the wrong premises. United States v. Henry, 931 F. Supp. 452,
454 (s.D.W.Va. 1996). 1If a warrant contains an error that
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To: ‘Inspection From: General Counsel

Re: YI8] - 278-HQ-C1229736-2, 12/20/2000

v

results in the search of a completely unrelated building, the
igearch will be found improper. United States v. Kenney, 164 F.
Supp. 891 (D.D.C. 1958).
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To: Inspection From: General Counsel
Re: (S) 278-HQ-C1229736-2, 12/20/2000

Lead(s) :
Set Lead 1:  (Adm)

o ' INSPECTION DIVISION

AT WASHINGTON, DC

(U) Read and clear.

Set Lead 2:

DIRECTOR'S OFF.CE

AT OPR, FQ, DC

1 - Mr. Parkinson -
' —_Mr., T. Kellev

il ~
1“ ! bé
].i. ! b7C

1 —NELU Library
. t

4

.Q
o

(U) For review and action deemed appropriate.




- January 19, 2001

BY COURIER
Honorable Warren B. Rudman
Acting Chairman -
Intelligence Oversight Board
0ld Executive Office Building
Washington, D.C. ‘ L T
Pear'Senanr Rudmam{. e

. , ALL INFORMATION CONTAIMED

1

. This LHM sets forth details of investigative activity
which the FBI has détermined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence _
Collection and Foreign Counterintelligence Investigations and/or.
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our Office

of Professional Responsibility for'

administrative action is warrantedi vy

Enclosure

- Mr. Parkinson

b6 ' UNCLASSIFIED WHEN
DETACHED - FROM NOTE &
CLASSIFIED ENCLOSURE

ot~ fed ’l-'“‘""‘ A

. b7C

h - OPKR

»

INSD (1-278-HQ-C1229736-2) @IOB 2000f | .
) - INSI , | |

JAW: jaw (9)

Classi
Reason H
gsify on: X1

‘HEREIN IS UNCLASSIFIED EXCEPT
- WHERE 'S8HOWN OTHERWISE

DATE: 02-22-2004
CLASSIFIED BY 65179/DMH/VC
REASOM: 1.4 {C D)
DECLASSIFY OM: 02-22-2031

a determination of wiether any'

bl
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Honorable Warren B. Rudman

Should you or any member of your staff require

|additional information concerning this matter, an oral briefing

will be arranged for you at your convenience. (U)

Sincerely,

Larry R. Parkinson
General Counsel

' .
bavid R. Knowl¥on -

Assistant Director
Inspection Division

/(3]
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a T 2o . Crim.tav, Inspection Training
ﬂwm o CHS____ . Laboratory 0Off. ot EEO
g Finnce_ Nalional Sec. Atairs
Dicecter Gen. Cou O Off. of Puiic &
QeputyDirector_____ Infa. Res. Persannel Cong. Affs.
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INTELLIGENC T BOARD (IOB) MATTER Bt
(s) DTS TON b2
TH UNIT, b7E

INTERNATIONAL TERRORISM OPERATIONS SECTION (ITOS)
)

. . COUNTERTERRORISM DIVISION (C

BI HEADQUARTERS

IOB MATTER 2000

U) '

()

- b1
b2
b6

' bIC
b7E

(5]

peton, 8 Tng____. ‘A

. ~ APPROVED: ¢x5™

Leboratory___.____ Off, of 0
Finance National See. Affairs
Direclor, Gen. Cou 0ROt of Public &
Deputy Director, Info.R Personnel_ Cong. Afts.___

ALL; INFORMATION COMTAINED
HERETN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

DATE: 02-22-2006
CLASSTIFIED BY 65179/DMH/VC
REASON: 1.4 (C D)
DECLASSIFY ON: 02-22-2031
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FEDERAL BUR OF INVESTIGATION

n T l/{ J/ b6
' ‘ ”~ wir )
Precedence: ROUTINE }Jg’ IO B ake: 11/29/2000

To:  Inspection ) Attn: Inspection Management Unit »6
b7¢C
Director's Office Attn: Office of Professional
...... ... ..--Responsibility oo d
National Security Attn: Mr. William O. Doherty

Section Chief, NS-2

L
From: General Counsel

‘ National Security Affairs/Room 7974
Contact: Bowman Marion E

?ase ID #: (V) 278-HQ-C1229736

Approved By: Bowman M--:ian E__
! ) b6
l ' b7¢C

lz)_:::af ted By:

xTIONAL

Title:  Dé)isi
- (DB kil

SECURITY DIVISTON
INGEmQUFRSIGHT BOARD (IOB) v
A 5, b2

Synopsis: [®) It is the opinion of the Office of General
ounsel (OGC) that this matter must be reported to the Intel-
igence Oversight Board (IOB) and to the Office of Professional
esponsibility (OPR), FBIHQ. OGC will prepare a cover letter and
a letterhead memorandum for the General Counsel and the Assistant
Qirector, Inspection Division, to report this matter to the IOB.
%ubmission of this matter to the OPR, together with a copy of our
opinion, is a matter within the cognizance of the Inspection
Management Unit (IMU). :

W= Q)

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEDT

(U) Clas

A N - Y
Reference: l)"uq 278-HQ-C1229736-705 Serial 37 273—-/4&-(_('22?-73( 7

DATE: 02-22-2006 | DEC\210 2000

CLABSIFIED BY 65179/DMH/VC®

‘ REASON: 1.4 (c)n2 vo2031 o |

DECLASSIEY ON: —Ro_

- MU |
Lo S J gy /% |
: DG 3RS ,
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To: Inspection From: General Counsel ?
Re: (U) 278-HQ-C1229736 , 11/29/2000 i

Administrative: (U) This communication contains one or. more
footnotes. To read the footnotes, download and print the
document in WordPerfect 6.1.

Details. (U) Referenced communication from the Inspection
p1v1s1on (INSD) to OGC, dated 11/17/00, requested that OGC

review the facts of the captioned matter and determine whether

it warrants reporting to the Intelligence Owersight Board (IOB)...
In our opinion, it does. -Our analysis follows.

(P
b

bl
b2
bé
b7¢C
b7E

EC from the Western Europe, Americas, Near East Unit (NS-2B),
Global Section (NS-2), NSD, to INSD, dated 10/06/2000 and titled “Possible
Intelllgence Oversight Board (IOB) Matter; FBIHQ” (cited hereinafter as “NSD

EC”) - See also EC from INSD to Director’s Office (Office of Professional

gespons1b111ty (OPR]), NSD, and OGC, titled “Natiaopal Security Divisionf{; 1 :

Intelligence Oversight Board (IOB) Matter 2000 [’ ;

. b2 ‘
? (u) NSD EC.

(U) The FISA is codified at 50 U.S.C. § 1801 et segq.
(U) NSD EC. See Sec. IX, FCIG.

s b)gzt EC from INSD to Director’s COffice (Office of Professional

Responsi 11ty [OPR]), NSD, and OGC, titled “Natj al Security Division(;]
Entelllgence Oversight Board (IOB) Matter 2000 iew of Automated Case 4,
Support system verified the timely subm1331on o annual LHM. Id. b7E
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‘To: inspection From: General Counsel

Re: {U) 278-HQ-C1229736 , 11/29/2000

dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
Fespectively) report to the IOB "concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive." This
panguage was adopted verbatim from E.O. 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Poard (fIOB) . By longscanding agreement between the FBI and the
JOB (and its predecessor, the PICH), this language has been
interpreted to mandate the reporting of any violation of a
provision of the FCIG, or other guidelines or regulations
‘approved by the Attorney General, in accordance with E.O. 12333,
dated 12/04/1981, if such provision was designed in full or in
part ito ensure the protection of the individual rights of a U.S.
person. Violations of provisions that are essentially
!administrative in nature need not be reported to the IOB.

The FBI is required, however, to maintain records of such
administrative violations so that the Counsel to the IOB may

Ireview them upon request.

X

bl

& (uy 1d.

(uy Id.

|(s)

W, (U) Section 2.4 of Executive Order (E.O.) 12863, ;
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inspection " From: General Counsel
(U) 278-HQ-C1229736 , 11/29/2000

S
C

)('Emphésis added, classification marking omitted).
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TO.
Re:

______

inspection From: General Counsel
(U) 278-HQ-C1229736 , 11/29/2000

Sectlon 2.4 of E.O. 12863, OGC will prepare a cover letter and an
pHM for the General Counsel and the Assistant Director, INSD, to
report this matter to the IOB. That correspondence will also
advise the IOB that this matter will be referred to the FBI's
Office of Professional Responsibility. The latter is a matter
within the cognizance of the IMU.

In accordance with the reporting requirements of b5 -

. - N 5 b : . P . . i B T 1
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To: Inspection From: General Counsel
é: (U) 278-HQ-C1229736 , 11/29/2000

e

+h

LEAD (s)

t¢3)

et Lead 1: (Adm)

INSPECTION DIVISION

AT WASHINGTON, DC

(U) For appropriate action.

" ‘

et Lead 2: (Adm)

DIRECTOR'S OFFICE

AT OPR FO, DC

(U) For action deemed appropriate.

0
o
(23

Lead 3: (Adm)

. NATIONAL SECURITY DIVISION

o AT WASHINGTON, DC

(U) Read and clear.

1 - Mr. Parkinson b6

L - Mr. T. Kelley

1. : b7C
I

1

1 -"TIOZ L15rary
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December 13, 2000 ‘ k

BY COURIER

Hénorable Warren B. Rudman

‘Acting Chairman

Intelligence Oversight Board
O0ld Executive Office Building
Washington, D.C.

'Dear éenator Rudman:

Enclosed for your information is a self-explanatory

}éttefhead memorandum (LHM), entitled “Intelligence Oversight b2
Board (IOB) Matter, ivision and Western Europe, Americas, ...

Near Easgt Unit (NS- ;, NaCional Security Division, IOB Matter

20001 (U)

. This LHM sets forth details of investigative activity
which the FBI has determined was conducted contrary to the-
Attorney General Guidelines for FBI Foreign Intelligence
¢ollection and Foreign Counterintelligence Investigations and/or
laws, ' Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
%nyestigations. This matter has also been referred to our Office
Qf Professional Responsibility for a determinatioii of whether any
administrative action is warranted. (U)

. Enclosure ALL INFORMATION CONTATNED i
{v; S HEREIN IS UNCLASSIFIED EXCEDT
;1 - Mr. Parkins WHERE SHOWN OTHERWISE
i= : v UNCLASSIFIED WHEN
¥f bé ! . DETACHED FROM
1. b7C ' CLASSIFIED ENCLOSURE

- INSD (1-278-HQ-C1229736-705 Serial 37) (1-IOB 2000
Mox g  — -

JAW:jaw (7)

b2

Classi
Reason:

396

Decrassify on:

.. REASON: 1.4 (C)
‘' DECLASSIFY ON: 02-22-2031

DATE: 02-22-2006 S}@T : " DEC 21 2000 !_JJ
CLASSIFIED BY 65179/DMH/VC . :

%‘, IMU




:H’onqi‘able Warren B. Rudman

;. , Should you or any member of your staff require
additional information concerning this matter, an oral briefing
|will be arranged for you at your convenience. (m

Sincerely,

Larry R. Parkinson
General Counsel

David R. Knowlton
.. Assistant Director
Inspection Division

APPROVED: cis ™ ——— oo B s

Laboratory 0H. ol EEQ
Fina National Sec, Affairs,
Director Gei (OPR Off. of Pyblic &
Deputy Director, Inf0.RES Personnel Cong. Affs___
- 2 -

b 32 hob W v s




B e

INTELLIGENCE-QURRQTGHT BOARD (IOB) MATTER
DIVISION

WESTERN EUROPE, AMERICAS, NEAR EAST UNIT (NS-2B),
NATIONAL SECURITY DIVISION,

FBI HEADQUARTERS b2
IOB MATTER 2000- (U)- b7E

o | :

‘bl

b2
'bé
b7C
b7E

£5)

| APPRO! - g;'irg.lwm lnspectlon:ZiL: Tréining ujas fe

5 Laboralory_______ Oft. of EEQ

, Finance National Sec, Afiair
iecto_ Gen. Counse NN _gm g ofsPublic P
Deputy Director____ igio. Res.__ Personael__ Cong Ats .

Classi
Reason:

DATE: 02-22-2006
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Synopsis: €] It is the opinion of the Office of General
Counsel (OGC) that this matter must be reported to the Intel-
ligence Oversight Board (IOB) and to the Office of Professional
Responsibility (OPR), FBIHQ. OGC will prepare a cover letter and
%gletterhead memorandum for the General Counsel and the Assistant
qirector, Inspection Division, to report this matter to the IOB.
Spbmission of this matter to the OPR, together with a copy of our

opinion, is a matter within the cognizance of the Inspection
Management Unit (IMU).

(U)

Reference: &) 278-HQ-C1229736-705 Serial 35

.1, INFORMATION CONTATINED
EREIN IS UNCLAZSIFIED EXNCEPT
SRE SHOWN OFHERWTSE DATE: 02-23-2006
dFRE ngWN o CLASSIFIED BY 65173/DMH/VC -
REASON: 1.4 (C)
CECLASSIFY ON: 02-23-2031
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Date: 11/20/2000

Attn: Inspection Management Upit
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To: Inspection From: General Counsel
‘Re: © (U) 278-HQ-C1229736 , 11/20/2000

‘Administrative: (U) This communication contains one or more

‘footnotes. To read the footnotes, download and print the
‘document in WordPerfect 6.1.

Details: (U) Referenced communication from the Inspection
Division (INSD) to OGC, dated 11/09/00, requested that OGC
review the facts of -the captioned matter and determine whether
it warrants reporting to the Intelligence Oversight Board (IOB).
In our opinion, it does. Our analysis follows.

fg)

bl

b2

1 C() EC from the Western Europe, Americas, Near East Unit (NS-2B),
Global Section, NSD, to INSD, dated 10/20/00 and titled “Possible Intelligence
Oversight Board (IOB) Matter; FBIHQ.” See also EC from INSD to Director’s
Office (Office of Professional Responsibility), and NSD, dated 11/09/00 and
titled “Natjanal Security Division[;] Intelligence Oversight Board (IOB)
Matter 2000 v

b2

2 (u) 1d.

3 (U) The FISA is codified at 50 U.S.C. § 1801 et seq.

4

[sic] PIOB

1 (U) E-mail from SSA NS-2B, FBIHQ to
r;ua;ign?l Security Law Unit (NJEVTT—UUCT-TBTHL 0

Possible TIOB Matters”; e-mail from SSA hoa 2B, FBIHQ to
I an itle

NSLU, OGC, FBIHQ, dated 11/01/
rs. ’
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To: Inspection From: General Counsel

ge: ;(U) 278-HQ-C1229736 , 11/20/2000

'

bl
b2
"b7E

s

: (U) Section 2.4 of Executive Order (E.O.) 12863,

dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,

Fhe Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB "concerning 1ntelllgence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive." This
1anguage wug adopted ve.batim from E.O. 12334, dated 12/04/1981,
when the IOB was known 43 the President's Intelllgence Oversight

'Board (PIOB) . By longstanding agreement between the FBI and the

IOB (and its predecessor, the PIOB), this language has been
1nterpreted to mandate the reporting of any violation of a
prov151on of the FCIG, or other guldellnes or regulations
approved by the Attorney General, in accordance with E.0. 12333,
dated 12/04/1981, if such provision was designed in full or in
part to ensure the protectlon of the individual rights of a U.S.
person Violations of provisions that are essentially
admlnlstratlve in nature need not be reported to the IOB.

The FBI is required, however, to maintain records of such
administrative violations so that the Counsel to the IOB may
¥ev1ew them upon request.

>

{8

b1

5

1 " (U) E-mail from SSA - THO to b2
NSLU, OGC, FBIHQ, dated 10/30) T IPossiiIE“TUB‘MEttETSJ” b6

b7C
©° (U) E-mail from ssi =2B, FBIHQ to |
NSLU, OGC, FBIHQ, dated 11/01/00 and title [sic] PIOB Matters.” §7E
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To: Inspection From: General Counsel
‘Re: (U) 278-HQ-C1229736 . 11/20/2000

bl

5]

(Emphasis added, classification marking omitted) .
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To: Inspection From: General Counsel
Ré: ‘(U) 278-HQ-C1229736 , 11/20/2000

: : EE( In accordance with the reporting requirements of
Section 2.4 of E.O. 12863, OGC will prepare a cover letter and an
LHM for the Genheral Counsel and the Assistant Director, INSD, to
report this matter to the IOB. That correspondence will also
advise the IOB that this matter will be referred to the FBI's
Office of Professional Responsibility. The latter is a matter
within the cognizance of the IMU.

LEAD ' (s)

i

get Lead 1: (Adm)

INSPECTION DIVISION

AT WASHINGTON, DC

(U) For appropriate action to include referral of
this matter to the Office of Professional Responsibility, FBIHQ,
together with a copy of our opinion.

Set Lead 2: (Adm)

DIRECTOR'S OFFICE
AT OPR FO, DC

(U) For action deemed appropriate.

- Mr. Parkinson
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" November 29, 2000

BY COURIER

‘Honorable Warren B. Rudman

Acting Chairman : _ '
‘Intelligence Oversight Board '
-0ld Executive Office Building

Washington, D.C.

1 Dear Senator Rudman:
S Enclosed for your information is a self-explanatory P2
- -letterhead memorandf:;z:f:;; entitled “Intelligence Oversight bie
; !Board (IOB) Matter, Division and Western Europe,
‘Americas, Near East -2B), National Security Division,
'IOB Matter 2000{:::] () ' ‘

: , This LHM sets forth details of investigative activity

: .which the FBI has determined was conducted contrary to the

; 'Attorney General Guidelines for FEI Foreign Intelligence

’ .Collection and Foreign Counterintelligence ‘Investigations and/or
' laws, Executive Orders, or Presidential Directives which- govern

- FBI foreign counterintelligence and international terrorism
“investigations. This matter has also-been referred to our Office
. of Professional Responsibility for a determination of whether any
-administrative action is warranted. (U) -

QEnclosure
1 - Mr. Parkinson b6 o :
1 vrc .Y . UNCLASSIFIED WHEN

G?“ v . f”ﬂ DETACHED FROM

q - R CLASSIFIED ENCLOSURE

1] Lo | ,

(2’ -INSD (I-278-HQ-C1229736-705 Serial 35) (1-IOB 2000 -
e ' \J:-: P %ﬁ" ) L
Dep. Dir. - JAW:jJaw (7 — ' T . = ﬁL
S o 2T9-11p-Cla27736 - T45— S22
Counsel—— ) )
Asst. Dir.: . 4
Admin. Ser. s
Crim.. Inv. 1
cIs ,~
Finance : ’ §
ll‘;‘: Res, =] -:1.1' INFORMATION CONTAINED
Nall:om\l Sec. mIN IS UNCLASSIFIED EXCEPT
OPR "WHEERE SHOWM OTHEEREWISE
Off of Public 1} : , DATE: 02-23-2006
& Cong. Afls. 1 : CLASSIFIED BY 65179/DMH/VC
c%gﬂgEJA___ZZ o REASON: 1.4 (C)

Director's Office DECLASSIFY ON: 02-23-2031

b o




[

_Honorable Warren B. Rudman
[ .

v Should you or any member of your staff require
additional information concerning this matter, an oral briefing
.will be arranged for you at your convenience. (U) |

Sincerely,

Larry R. Parkinson
General Counsel

. f David R. Knowlton
ak : Assistant Director
Inspection Division

Lrim. tow, _ inspection /) Teining b2 wjoo
APPRWED. s ., Laboratory” OH. of EEO b6

\ Finance N7 MaionlSee._____ Mfais__ e
Director Gen. ComstiMZ 0PR_____ . Oft.of Public & -
Depuy Director____ Info. Res.__ ... Personae! Cong.Afs.
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INTELLIGENC, T BOARD (IOB) MATTER
PIVISION |

AND ’
WESTERN EUROPE, AMERICAS, NEAR EAST UNIT (NS-2B), b2
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TOB MATTER 20 U
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. ALL TNFORMATTON CONTATNED APPR@VED: CS tab_oratory o, 9’ EEO
HEREIN IS UNCLASSIFIED EXCERT fin National Sec.___ Aﬂmm ,
WHERE SHOWN OTHERWISE Diector _ G%n O Off, of Public &
Deputy Director____Infb-Res Personnel_______ Cong.Afis_____
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DATE:

02-23-2006
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; FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/13/2000

To: Inspection : ~Attn: Inspection Management Unit

: ‘ Ssa bé
. b7¢C
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; . .
From: General Counsel e, y

National Security Affairs/Room 7974 /”(?kf ﬂi”&m;}fzbfg
Contact: Marion E. Bowman A2 ' ' i

Approved By: Bowman Marion E

Drafted By: , b7C
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Case ID #: }é} 278-HQ~C12%%;36 /

Title: )é)
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Synopsis: g 1t is the oplnion of the Office of the General
Counsel (OGC) that this matter must be reported to the Intel-
ligence Oversight Board (IOB) and to the Office of Professional
Responsibility (OPR), FBIHQ. OGC will prepare a cover letter and
'a letterhead memorandum for the General Counsel and the Assistant
Director, Inspection Division, to report this matter to the IOB.
Submission of this matter to the OPR is a matter within the
cognizance of the Inspection Management Unit (IMU).

(U) N

Reason
Declassi

Refercace: )%345 78-HQ-C1229736-34 Serial 39

" JALL INFORMATION CONTATINED DATE: 02-23-2006

‘HEP:EI.,N,IS UNCLASSIFIED EXCEPT CLABSIFIED BY 65179/DMH/VC
‘ WHERE SHOWN OTHERWISE REASON: 1.4 (C D)

}Q’r DECLASSIFY ON: [02-23-2031
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To: 1Inspection From: General Counsel
Re: IR] 278-HQ-C1229736 » 11/13/2000

Administrative: (U) This communication contains one or more

footnotes. To read the footnotes, download and print the
document in WordPerfect 6.1.

ﬁetails: (U) Referenced communication from the Inspection
Division (INSD).to.0GC, dated 11/08/00, requested that OGC
review the facts of the captioned matter and determine whether

it warrants reporting to the Intelligence Oversight Board (IOB).
In our opinion, it does. Our analysis follows. '
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